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_“ The Goal of REAPER

* To reduce digital crime at the global level

 How: by allowing digital investigators to
conduct quality investigations regardless of
training or budget



Focus

e Usability
e Automation

e Cost Reduction



_Q History of REAPER

e Started in 2008

* Focused on low cost, highly automatic digital
forensic investigations primarily for
developing countries

; Collection >;Examinaﬁnn }; Analysis >




REAPERIive

* REAPERIive

— Specifically for offline automatic media
acquisition, processing and analysis

— Automatic documentation and case management

— Runs from a bootable external hard drive on
suspect system

— No user input required after boot



: REAPER =ystem drive detected - ~<dewrsda

: Mounting REAPER =system drive - rdewrsdaZ
: Mount successful

: REAPER evidence drive detected - . dewrsdb

: Mounting BEAPER evidence drive - ~devssdbZ
! Mount successful

: Hc:twatmg SWap space at /deu/sclhl

label, UUID=eceaaBla—40bc—423a- Bcdﬁ efBabcb8bclad
: REAPER=sys mounted OK
: REAPERevi mounted OK
: Setting up environment. ..
! Logging directory found
: Creating log file ~logs-Case—3974860963-Casze-3974860963. lo s . .
: ’/nﬁdiagREﬁgEﬂsgs' lugks good for chroot. ! Verification of collected Images
P: Starting the imaging process... no label, UUID=eceaaBla-40bc-423a-9cdb-eBabcbBbclad
: Hashing drive ~dewshda — SHAZS6. .. : REAPER=sys mounted OK
: REAPERevi mounted OK
4mB . 763 ! Setting up environment. ..
Om36.830s : Logging directory found
Om10.095s !: Creating log file ~logs-/Ca=se-3974860963-Case-3974860963 . log
: SHAZ56 Hash of ~devrshda is: : 'smedia REAPERsys’ looks good for chroot.
: Starting the imaging process...
! Hashing drive ~sdevrhda - SHAZS56. ..

C . 4mB . 763=s
Image acquisition using DD w36 . 630
Omri®, 095s
: 3HAZ56 Hash of sdevrhda is:
e1034911f 407badaf e413645a0f d694e28768f a1 ?ef 9325b538af Oab3leaf 78eb2
: Imaging ~devrhda to ~images-hda-3974860963.dd... (this may take a while)
[99:: of 4096Mb] 131072 blocks (4096Mb) written. O0:00:00 remaining.
131087+1 records in
131087+1 records out

3m51.524s
Om@.59Zs
OmiB.133s

: Confirming Hash...



_“ Sample Technical Log

I: Case Data file Cose-21383668924 .data created

Wed Jdun 17 B6:36:38 UTC 2869

I: Using 'mediq/REAPERswvs' looks good for chiy
I: REAPER_image script started at:
Wed Jdun 17 B6:36:38 UTC 2889

I: REAPER_image script - wB.1 - 12/5/26849
Wed Jdun 17 B6:36:38 UTC 2869
F: Hashing drive Adev/hda - SHAZRG, ..

I: 5HAZRE Hash of Adev/hda is:

elB34911f 487badaf e41 53645081 dE694e2 5705 ol 7ef 92
Wed Jdun 17 B6:35:23 UTC 2889

P: Imaging Adev/hda to Aimages/hda-21383660924
I: SHAZES Hash of Aimoges/hda-Z1383668924 .dd i
1034911 f 487badaf e41 3640081 do94e287081 ol Pef 920
Drive hash:

218349117 487 badaf e41 53645081 d694e25705T alYef 925
File hno=h

FEAFERTTVYE [ogging SLOrLed oL:

Wed Jun 17 B6:35:38 UTC 2889

REAPERCoOntrol Script - vB.3 - 26/5/2009
REAPER_detectDriwve Script - wA.3 - 17/6/26089
REAPER_zetENY Script - wb.2 - 17572889

: Manually szet REAPER drive serial numbers:

: REAPERzws driwve serial: aRYEXWPA

i REAPERevi driwe serial: &RYEBxDWF

I: REAPER drives detected and mounted...

SdevssdaZ on Smedio/REAPERzys type ext3 (ru)

AdevssdbZ on fmedia/REAPERevi type xfs (rw)

Adev on Smedio/REAPER=yz/dev type none (rw,bind)

sproc on Smedio/REAPERsyz/proc type none (rw,bind)

hone on Amedic/REAPERsys/dev/pts twpe devpts (rw)

stmp oo Smedio/REAPERsyz/tnp type none (rw,bind)

smedin/REAPERevi on /media/REAPERsys/evidence type none (rw,bind’
Adev on Smedio/REAPER=yz/dev type none (rw,bind)

Aproc on Smedio/REAPERsyz/proc type none (rw,bind)

hone on Amedic/REAPERsys/dev/pts type devpts (rw)

stmp o Amedio/REAPERsyz/tnp type none (rw,bind)

Smedia/REAPERev1 on /media/REAPER=svz /evidence type none {rw,hind}

—

I: Detected suspect drives are:

Dizk Adev/hda: 4295 ME, 4295467A03 bytes

285 heads, 63 zectors/track, 522 cvlinders

Units = cvlinders of 16865 # B1Z2 = 3225208 byltes
Dizk identifier: BxAEE1EAE1

End
Bzl

Blocks
4134981

Device Boot Start
Sdewshdol  * 1
=z

Id  Swvstem
7 HPFS/NTFS

=




“ Evidence Processing

Collected evidence automatically sent to OCFA for processing
(can be started or restarted later)

olumn “rowshal.id"
OTICE: CREATE TABLE . PRIMARY KEY will create implicit index “suspendedmeta_pk
ey'’ for table “suspendedmeta”

TABLE

TABLE

TABLE

TABLE

TABLE

TABLE

! Starting OCFA case monitor
: Creating symlink to case conf file in OCFAROOT- etc
: creating symbolic link ‘rusr-slocalsdigiwashrsetcsCase-Z138360924.conf’: File

exists

! Proces=zing hda-1346800195.44d. ..

: The Source does not appear to match the current computer

: File id 1346800195 iz not equal to session id 2138360924
. Proceszing hda-2138360924.d44...

! Image =ource looks walid - 2138360924

! Submitting evidence to OCFA in case Caze-2138360924




OCFA

Open Computer Forensics Architecture

* Written by the Dutch National Police Agency

 Processes evidence
— Disk images or single files
— Extracts metadata
— Indexes data
— Compiles searchable database

e Modular

— New modules can be written to parse new and
different types of data

http://OCFA.sourceforge.net



http://ocfa.sourceforge.net

Media Analysis

* OCFA provides a simple web-based browser
and keyword search

-' JOME INDEX Ov

Evidence browser

-

Detailed meta information for evidence:

3 ROOTDIR
(8 UNALLOC
Job MetaName
sleuthkit
modificatios
router
dsm

Jerview PPQ

’ Open Computer Forensics Architecture
p o4
v

test :: comp1 :: thumb1 :: jevidenceloutput / 3_DOS_FAT16

3_DOS_FAT16

stime = 2009-04-22T711:42:27

ntime
stime = 2009-04-22T711:47:52
stime = 2009-04-22711:47:52

Meta
etime = 2009-04-22T711:46:48

4-22T10:1 v
etime = 2009-04-22T11:47:52

etime = 2009-04-22711:47:52

test

comp

thumb1

Keyword Search
4 fvarfocfaltest/midas
Keywaords (Help)
lisp Word Search [

(" Submit Query )
Searching for: lisp
Found: 5 hits
nr score source item  ref metalink nice view
01 comp1 thumb1 fevidence/output/3 DOS FAT16/ROOTDIR/Programming/lisp/earl/readme.txt meta view nice
1 0.239579 compi thumb1 /evidence/output/3 DOS FAT16/ROOTDIR/Programming/lisp/earl/earl.lisp  meta view nice
2 0.214286 compi thumbi /evidence/output/3 DOS FAT16/ROOTDIR/Programming/lisp/earl/slack.lisp meta view nice
3 0.214286 compi thumbi fevidencefoutput/3 DOS FAT16/ROOTDIR/Programming/lisp/earl/slack.lisp meta view nice
4 0.0231971 comp1 thumb1 [evidence/output/3 DOS FAT16/UNALLOC/data.unaloc/foutputi meta view nice




Media Analysis

e REAPERview

— an Automatic Event Reconstruction (AER) project

— Automatically associates sets of data with user
activities

— Quickly gathers data from various sources to verify
findings

— Gives an overall picture of what a user was doing
on the machine

— Experimental - Still in first stages of development

AER Project Webpage



http://cci.ucd.ie/?q=node/33

REAPERdesktop

 REAPERIive Desktop

- Secure forensic desktop for evidence analysis,
reporting and setup of REAPER components

- Downloaded as ISO or USB image

- If user already has Debian or Ubuntu, able to
download the makeREAPERIliveDesktop script

= Customizable — investigator can add custom tools

http://REAPER.CybercrimeTech.com



http://REAPER.CybercrimeTech.com

[user - File Manager] |Edl Terminal - user@REAPERIi...

’"'“. g Edit View Terminal Go Help

o user@REAPERLive: ~$ :
REAGERVieWmgISRIInEES user@REAPERLive:~$ scrotf]

Automatically Set up REAPER drives

REAPERIive...

———

o3
o)

File System




Setup REAPER Drives

Investigator selects what drives to install REAPER on
S |

File Edit W\iew Terminal Go Help

30401 2441960 7 HPFS/NTFS

Pre-REAPER partition example

REAPER Drive Setup - Alpha0.3 - 16/6/200
Flease select where to install the
REAPER system:

BCEE  <Cancel-




_“ Setup REAPER Drives

&

File Edit Wiew Terminal Go Help

The remaining processes require no user intervention

REAPER Drive Setup - Alpha0.3 - 16/6/2002 )
Creating swap and evidence partitions... v Terminal Go Help

REAPER Drive Setup - Alpha0.3 - 16/6/2009
Building REAPERLive...
This will take a while.

Flease wait.




REAPERIive

* Useful for having a non-expert acquire,
document and pre-process media

 Still needs expert for analysis
* Useful for eDiscovery



_Q REAPER Preview

e Written with customs officers in mind
e REAPERIive Preview

— Fast and Simplistic Preview
* Pictures
* Movies
* Documents

* From boot to preview in 3 minutes or less



REAPER Preview

Preview case type profiles

Rapid Evidence Acquisition Project (REAPER)

Please select the type of case:

* General Triage
» Exploitation

Information {Log)

Autoscan Results

Gallery view

Rapid Evidence Acquisition Project (REAPER)

Back to profile choice

e

Search for Keywords

General Scan:
Keyword Hits 0
Hash Hits 36
Images 15
Video 0

Music 0
Documents 294

Information (Log)

Update Preview Page




ANT

* Developed by Martin Koopmans of the
Netherlands Police (Hollands-Midden)

e “A process of sorting computer systems into
groups, based on the amount of relevant
information or evidence found on these

computer systems”
* Client-server based triage using gPXE

Automated Network Triage



ANT

Automated Network Triage

Linux server
——— PXE cliert
y switch -

| TFTP(In serve the rootfs)
| SSH to (connect to clients)

File serving € 4. hashsets

Keyword matches
Hash-matches
AQE (serve the disk)




_“ REAPER: Observations

Digital forensic investigations are not only a

technical prob
Difference in t

em
ne investigation needs of

developed and developing countries

Difference in t

ne investigation needs at

national and divisional levels

How to investigate differs based on case



REAPER Tools

e Needs

\YETET{Iagl=Ialal » Processes
e Structure

e Support Management

I[=/eglglelieisa s Support Investigators
e Well Integrated

e Training
{le)ll=elsls e Decision Matrix
e Law




REAPER: Future

 REAPER currently being developed to include:

— Architecture for conducting an organizational
needs analysis and process abstraction

— Open digital forensic investigation and related
training.

— Expert level decision tree to assist non-experts

— Open ‘framework’ type tools that allow an
organization to automate their identified

technology-related needs in a software
independent manner



Case Study

* Currently evaluating a three-tier investigation
process

— On scene
— Local Station
— Forensics Laboratory

* Needs:
— Expert level knowledge
— Non-expert level knowledge



For any questions or comments

please email:
Joshua@CybercrimeTech.com

http://CybercrimeTech.com



CybercrimeTech.com

