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————————————————————————————————
Forensic visualizations serve two purposes:

Presentation & Discoverery

Presentation — visualizations can explain data
» Report or Courtroom
« Summarize data

* Present time series information — illustrate a sequence of events
* Provide iconic representation of an idea
—This seems to be what most forensic visualizations are used for 6‘3&’@6
6¢
s‘“a‘\

Discovery — visualizations that help us learn something
« “Situational awareness”

* Network connections
 Summarization
« Correlation
—This is what we would like to use forensic visualizations for.
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Presentation visualizations:

lllustrate complex concepts or sequences of events
DFRWS 2011 Solution, FoxIT

« Data sent between multiple users with multiple devices
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These visualizations are typically made by hand.
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| use this visualization to explain JPEG segments

: Appl
Omnigraffle PpRle
TextEdit
Start Of Image FF D8 $ xxd lpixel.jpg
0000000: f£d8
FFEO 0000010 £fdb 0043 0003 0202 0302 0203

0000020: 0303 0304 0303 0405 0805 0504 0405 0a07
EXIF FF E1 0000030: 0706 080c 0alc 0cOb 0a0b 0b0d 0€12 100d «vvveuunnnneenen..
- 0000040: 0ell 0e0b 0bl0 1610 1113 1415 1515 O0COE o oeesevvnnennnns
- 0000050: 1718 1614 1812 1415 14ff c000 Ob08 0001 moeesemnneeennn.
Quantization 0000060: 0001 0101 1100
Tables 0000070
0000080

FF CO 0000090
00000a0:

00000b0:

FF C4 00000c0:
0000040

00000e0:

00000£0:

0000100

FF DA 0000110
0000120

0000130

End Of Image | FF D9 0000140: 0008 0101 0000 3f00 £d53 afff d9

Start Of Frame

Start Of Scan

(Inkscape or Matplotlib) (re-implemented with CSS and HTML)

m =7 4
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I —
Explanatory visualizations can have a mix of data-driven

and hand-drafted elements.

automatic

| t
PEG HEADER @ byte 0 with

matplotlib

IN JPEG

Mostly ASCII

. O o low entro —i—
e iHl o -.-.\u.if!.‘ py

Bytes: 31,046 high entropy —

Manual
Annotation
with Apple

Keynote
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e
Visualizations do not need to be graphical!
Common visualizations are tables, text files, and hex dumps

327594963 CPS-requests@verisign.com ; E-mail at CPS-requests@verisign.com; or\x0Aby mail
327734947 CPS-requests@verisign.com ; E-mail at CPS-requests@verisign.com; or\x@Aby mail
327895387 CPS-requests@verisign.com ] E-mail at CPS-requests@verisign.com; or\x0Aby mail
SenCose Enterprise Edtion 328057251 CPS—-requests@verisign.com ; E-mail at CPS-requests@verisign.com; or\x@Aby mail
He EQR View Took Help 332652110 CPS-requests@verisign.com 3 E-mail at\x@ACPS-requests@verisign.com; or by mail
- =~ — y a e . - 332653035 CPS-requests@verisign.com ] E-mail at CPS-requests@verisign.com; or by mail at
;”_" ';nw E”EI; il e i Lo?:‘ = T 332653461 CPS-requests@verisign.com ; by E-mail at CPS-requests@verisign.com; or by mail at
= 50 - 7] D retie | 222 Golery [ ] LL Repat 370161659 intranet2000@banamex.com href="mailto:intranet2000@banamex.com" shape="rect" c
’:;', = — 345020131 CPS-requests@verisign.com ; by E-mail at CPS-requests@verisign.com; or\x@Aby mail
= sextend s o 347139766 CPS-requests@verisign.com ; by E-mail at CPS-requests@verisign.com; or\x@Aby mail
W 3 Documents and Settings B 56 | Northcode inc
¥ ) Administrator M S7 | () Mewdett-Packard i5 a 1
e e e ooy bulk_extractor feature file
) Bhuetooth Software M S8 | oRaT
Cockies 60 | ) LicerseMan "
j Dedtop g 6l ) i’ = . ¢ Easy
—ﬁ?l:“ﬂ ) €2 | Ahead 0000000:
= Local Settings B €3 | Cgur 0000010:
My Documants M 84 | L) Local AppWizard-Ganer sted Applcations
; '.;t»«~,:.: M 65 | () LeaderTech 0000020:
) Phone Browser B 66 | () Mash, Inc 0000030:
4 PrinkHood M 67 | ) Autodesh
- Recent )68 | apdara 0000040:
- ""TP ] 68 | ) PACE Ari Pracy 0000050:
) Rart Merw D ) Googke
Jrﬁfxl B0 Mcrosoh 0000060:
T ATAsiy 72 o acte 0000070
¥ £ $$$PROTOHIV 1 (S 0000080:
& ) AgEvents = M 74 | ) Norttwood Desigre
o | | T 0000090: Adob? Photoshop
5) Teat [} Mex *§ % Dek [ Report | T Console <5 Fikers [ Queries ¥ Lock | B 117670730657 00000a0: CS Windows.2005:
S AcceseData 00000bO0: 05:09 16:01:42..
File Type 20000000 00000cO:
Descniption Folder, Registry Entry
Last Witten 11108105 0930 10PM 000004d0:
Logica ':l‘,'b'- I:I 00000e0:
Physical Size 10
Bl AR i ~ 00000£0:

_J Case 1\O\C\Documents and Settings)Administs stod INTUSER DATINTRegstr VI $ $$PROTO HIVISoftware| AccessData

EnCase Forensic « Hard:

000a000:
000a010:
000a020:
000a030:

Great for discovery... but not very exciting hex dump
Instant situational awareness—fast and easy to interpret.
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Graphical visualizations are a great way to show geospatial
information.

Garfinkel 2005
Omnigraffls;

Tuesday, November 5, 13



Data-driven visualizations are great for showing graphs.

Here we used the graph to test a hypothesis bulk_extractor +
Hard Drive = oo graphiViZ
/ \ Beverly & Garfinkel,
. 2010

MAC address = woevsco

8 00:26:18:BD:D9:E9
IN10-0562 EO1
IN10-0050 EO1

We thought that we
could identify
groups of users by
correlating MAC
addresses found on
hard drives

We had a table, but
it was much easier
to understand once
we drew the graph

But does this scale?

; N cn4-06.aff —— > 00:D0:B7:69:0A:41

\4
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I
We can build data-driven visualizations with JavaScript Kits.

e.g. http://d3js.org/

Methodology:
* Create HTML body, CSS style & JSON data model
« JavaScript reads JSON and creates SVG data elements

* Layout engine makes everything look good

Advantages:
» Everybody has a browser
* Browsers do layout, fonts, etc.
« CSS offers a lot of flexibility
« JavaScript engines can handle big datasets

I .
SSUesS.
* Requires HTML & CSS design —
i H e avy U Se Of J Q U e ry D3.js is a JavaScript library for manipulating documents based on data. D3 helps you bring data to See more examples.
life using HTML, SVG and CSS. D3's emphasis on web standards gives you the full capabilities of
[ oS } . modem browsers without tying yourself to a proprietary framework, combining powerful visualization
i M u St fIX O u tp ut fo r fo re n S I C u S e components and a data-driven approach to DOM manipulation.

FREs]
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Data-Driven documents should allow for discovery!

(e.g. http://linkedjazz.org/network/)

e 0o

Linked Jaz
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Many of these documents rely on interactivity.

8 00 Linked Jazz

e linkedjazz.org/network/

I.INKED JALL -
O a,y@m 2 e

@ Chico Hamilton

Danny Barker

‘*' dan Duke Ellington

Edward Kennedy "Duke*
Elington (Aprt 29, 1899 -
May 24, 1974) was an
American composer, planist,

and big band leader.

i)

\/

"
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But if you move the mouse, you get a different result.

800 Linked Jaz

g linkedjazz.org/network/

LINKED JALL .

&3

Danny Barker

‘v I ’
L/
G / Yusel Latee!

Mary Lou Williams

L

12
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We are trying to create data-driven visualizations for

forensic discovery.

Spot data / trends that were not obvious

6 MB— g —100%
5M "'_'_’—l_,_'_,_Ji

3M

’ I IIII I

e [ [ el - - I | L 0%
54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12

4 hours, 22 minutes (3 minute intervals)

Il e [ HTTes [ Port 5222

Detect clusters & outliers

Qutlier detection

QOutlier detectiop

= learned decision function
000 ftrueinliers
% | ®®e true outliers

= = learned decision function
000 true inliers
% | ®#®e true outliers

-6 -4 -2 0 2 4 6 -6 -4 -2 0 2 4 6
1. One-Class SVM (errors: 8) 2. robust covariance estimator (errors: 14)

nlolol+l< =@l
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Visualizations for forensic discovery should be “automatic.”

Data driven
* You create the code — ONCE
» Different data =» different graphics

Fixed, predictable, static output:
* Interactive visualizations aren’t appropriate for court
* Different analysts should produce the same visualization

« Use interactivity for finding settings
« Use the settings for producing the visualization

What about video?
* Video doesn’t work well in most reports. Is it needed?

14

Y
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I
This presentation is about making static visualizations of

computer forensic data with open source tools.

PN
6MB 1009
5 MB—|
[ ] [ ] | ] =

3me

How we created a visualization for thﬂOW -

4 hours, 22 minutes (3 minute intervals)
es))
- - 1 5

Tuesday, November 5, 13




I
This data-driven graph shows incidence of credit card

numbers on a collection of hard drives.

40, 000
o Unique CCNs . ]
30,000 - mm Total CCNs e
2 TR O ————,————ee————"mh—.r e s iIRin
10, 000 fmmm
************************************************************************************************************* matplotlib
204+
0oL N _|_|__ ******************** '
“Design Principles and Patterns for Computer Systems That Are
Simultaneously Secure and Usable,” PhD Thesis, Garfinkel 2005
—Data source: strings(1) | ccn_detector | python scripts
The graph demonstrates:
e outliers
e total vs. unique X axis is time of acquisition
It’s not meaningful...
16
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The same graph, annotated based on interviews.

40, 000

30, 000

20,000

10, 000

200

matplotlib,
OmniGraffle
|
(use InkScape today)
Drive #171
B 346 CCNS B
<8 81 unique <6
A
ATMTT Auto
Dealership
Supermarket Software Medical State
Vendor Center Secretary's
Office

« Data Sources: (previous PDF) + phone calls

FEL

\4
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Today this is an easier graph to make.

Steps:
1.Run bulk_extractor on disk drives
2.Read the (# unique) and (# total) CCNs in the feature & histogram file
3.Create a bar graph with matplotlib

We ran bulk extractor on a few thousand drives.

Results were stored in .zip files:
/corp/nus/drives bulk extractor-2013-08-20:

total used in directory 90286552 a

drwxr-xr-x.
drwxr-x---. 1
-rw-Yrw-r-—-.
-rw-Yrw-r-—-.
-rw-Yw-r—--—.
-rw-Yrw-r-—-—.
-rw-Yrw-r-—-.
-rw-Yrw-r-—-—.
-rw-Yw-r—--—.
-rw-Yrw-r-—-—.
-rw-Yrw-r-—-.
-rw-Yrw-r-—-—.

T e S N N S

simsong
corpus

simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong

root
irb
simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong
simsong

1835403
833418
20005
15921378
2938098

20
30
30
30
30
30
30
30
30
30
30
30

14:41
09:03
11:07
11:07
11:07
11:07
11:07
11:07
11:07
11:07
11:06
11:07

0305.zip
0308.zip
0310.zip
0312.zip
0313.zip
0314.zip
0315.zip
0498.zip
0572.zip
0574.zip

L

Y
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Each ZIP file contains carved objects and feature files:

435
19440204
47932
2291

0
1675013
0

27702
18031
13734
7393
7805
8799
9358
7446
7267
8407
8951
9861
10079
18488
1155
11166

0

27521
230917
0
11047565

28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013
28-Jul-2013

10:12:10
10:09:06
10:12:02
10:11:36
10:12:02
10:01:44
08:50:02
10:11:22
10:06:24
10:01:06
10:01:06
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:01:12
10:06:24
10:10:48
10:06:46
10:12:02
10:12:08
10:12:10
10:12:08
08:50:02
10:11:40

0313/

0313/ccn.txt
0313/ccn_histogram.txt
0313/domain.txt

0313/email histogram.txt
0313/ether.txt

0313/find.txt

0313/jpeg.txt

0313/jpeg/
0313/jpeg/17849683887-ZIP-0.jpg
0313/jpeg/17849727138-2IP-0.3pg
0313/jpeg/17853205179-ZIP-0.3pg
0313/jpeg/17853264313-2IP-0.3pg
0313/jpeg/17853270606-ZIP-0.3pg
0313/jpeg/17853290623-ZIP-0.3pg
0313/jpeg/17853298338-2IP-0.3pg
0313/jpeqg/17855329427-ZIP-0.jpg
0313/jpeg/17855335786-ZIP-0.jpg
0313/jpeg/17855341964-ZIP-0.3pg
0313/jpeg/17855349323-2IP-0.3pg
0313/jpeg/17855366469-ZIP-0.3pg
0313/jpeg/19117936375-ZIP-0.jpg
0313/json.txt

0313/rar.txt
0313/telephone_histogram.txt
0313/url_ facebook-address.txt
0313/url searches.txt
0313/url_services.txt
0313/vcard.txt

0313/windirs.txt

FEL

\4
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—————
# lines in feature file = # of total CCNs

# lines In histogram file = # of “distinct” CCNs

Feature file:
15759011793 4874625535450448 2;52=120%x60;0rd=4874625535450448\x00\x0D
15759013329 4874625535450448 3;52z=120%60;0rd=4874625535450448\x00\x0D
15768826985 4763476767365456 7654'6767676767'47634767673654562\x01676

These are not real CCNs (false positives)

Histogram file:

n=10 4874625535450448

n=3 4763476767365456
n=3 5674326276767632
n=2 4228665330004449
n=2 6261031142333000
n=2 6577383247385461
n=1 4353245246356352
n=1 4980541652764985
n=1 5566667778889999
n=1 6444333565233521
n=1 SSN: 666-66-6666

We store this in an SQL database:

L

\4

CREATE TABLE files (fileid INTEGER PRIMARY KEY ASC,report_ filename TEXT
UNIQUE, image filename TEXT UNIQUE);
CREATE TABLE features (featureid INTEGER PRIMARY KEY ASC, featurename TEXT UNIQUE);
CREATE TABLE counts (countid INTEGER PRIMARY KEY ASC,fileid INTEGER,
featureid INTEGER,count INTEGER,

FOREIGN KEY (fileid) references files(fileid),

FOREIGN KEY (featureid) references features(featureid));
CREATE UNIQUE INDEX counts_idx ON counts (fileid, featureid);

\_— 20
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matplotlib is a python library for making visualizations.

« Python 2 & 3 support
* Multiple output formats
* Integrates with pylab and IPython Notebook

Lines, bars, and markers
Ipython Notebook Spectrogram Save Idle
| . Notebook . . 2
‘ ; Simple spectral analysis N
| = J \ Actions New Open
| 1 i ‘,“ Download| | ipynb j An illustration of the Discrete Fourier Transform %
| | \ \ N-1 ;
\ / Print _ 2mi
& Xp=) a6 8" k=0,...,N-1
Cell n=0
Shapes and collections
Actions Delete using windowing, to reveal the frequency content of a sound signal.

We begin by loading a datafile using SciPy's audio file support:
Format Code Markdown

Output | Toggle | ClearAll In [1]: from scipy.io import wavfile
Insert [ Above Below rate, x = wavfile.r‘ead(|’/home/fper‘ez/teach/pydscience/book/examples/test_mono.wav')
[ Move Up Down

And we can easily view its spectral structure using matplotlib's builtin specgram routine:
Run | selected All

Statistical plots Autoindent: (] In [3]: fig, (ax1, ax2) = plt.subplots(1, 2, figsize=(12, 4))
axl.plot(x); axl.set_title('Raw audio signal')
Kernel ax2.specgram(x); ax2.set_title('Spectrogram');
g Actions Interrupt | Restart Raw audio signal Spectrogram
—— 8000 10 T T T .
- T Kill kemel upon exit: [_] i S i :
) ] A = 08
Help
Images, contours, and fields Links Python IPython 06
LD % | A NumPy | sciPy 08
f‘@ T=J NZN MPL | sympy
A e 2 \ SN 02
AR Q ! 3 ; | Shift-Enter : run selected cell
v L I iz Ctrl-Enter : run in terminal mode ; 3 .
Ctrl-m h : show keyboard shortcuts 100005 10000 20000 30000 40000 soooo  °%0 5000 10000 15000 20000 25000
) |
\'.
Color
ot Sutan coe cyce % | — —_— - | — —_ _‘ : - —
— e = — = ]
= e - — — |
XXX =B E = — -
: — = — - = — =
— = 22—
L —
— ]

Text, labels, and annotations

21
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Start by looking at the matplotlib gallery for a similar graph.

800 pylab_examples example

\ C [ matplotlib.org/examples/pylab_examples/bar_stacked.html
= Apps VA mm W ERHOas™MG E (@l wikis llapps [@inps @S W TTD

& matplotlib

pylab_examples example code: bar_stacked.py

(Source code, png, hires.png, pdf)

Scores by group and gender

B Men
l 1 Women ||

80

70 I

50

40

Scores

30F

20

10

Gl G2 G3 G4
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With the data in a DB, extracting the data we want is easy.

select image filename, featurename,count from counts
natural left join files _
natural left join features
where featurename in ('ccn.txt', 'ccn _histogram.txt')
order by 1;

 Produces:

AE10-001.EO0l|ccn_histogram.txt|O
AE10-0010.EO01|ccn.txt|9
AE10-0010.EOl|ccn_histogram.txt|1
AE10-0011.EO1|ccn_histogram.txt|O
AE10-0012.EO1|ccn_histogram.txt|O
AE10-0013.EO1l|ccn.txt|3

AE10-0013.EOl|ccn _histogram.txt|1
AE10-0014.EO01l|ccn _histogram.txt|O

= 7
e 23
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Plot from python using matplotlib

def ccngraph(count):
import numpy as np
import matplotlib.pyplot as plt

C = conn.cursor()
c.execute("select image_filename,count from counts natural left join files natural left join
features where featurename='ccn.txt'");

totals = dict(c.fetchall())

c.execute("select image filename,count from counts natural left join files natural left join
features where featurename='ccn histogram.txt'");
distinct = dict(c.fetchall())

keys = sorted(list(set(list(totals.keys()) + list(distinct.keys()))))
names = [ ]

distinctCounts = []

totalCounts = []

for k in keys[O:count]:

names += [os.path.basename (k)]
distinctCounts += [distinct.get(k,0)]
totalCounts += [totals.get(k,0)]
ind = np.arange(count) # the x locations for the groups
width = 1.0 # the width of the bars: can also be len(x) sequence

pl = plt.bar(ind, distinctCounts, width, color='r')
p2 plt.bar(ind, totalCounts, width, color='y',bottom=distinctCounts)

plt.ylabel('# CCNs')

plt.title( 'Number of CCNs per drive')
plt.xticks(ind+width/2., names )
plt.yticks(np.arange(0,81,10))

plt.legend( (pl[0], pP2[0]), ('Distinct’', 'Total') )
plt.show()

24
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(First 50)

® OO0 Figure 1

——
The result is one HUGE bar and lots of little ones.

Number of CCNs per drive

B Distinct

1 Total

# CCNs
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Viewing first 100, there is another large bar.

® OO0 Figure 1

Number of CCNs per drive

B Distinct
1 Total

# CCNs

OO+ = &S

Al 26
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First 200...

Figure 1

Number of CCNs per drive

# CCNs

B Distinct
1 Total

N—T

2 0[0]+]-

=

L

\4
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First 500...

® OO0 Figure 1

Number of CCNs per drive

B Distinct
1 Total

# CCNs

OO+ = &S

= 7
e 28
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e
First 1000...

Figure 1

# CCNs

Number of CCNs per drive

=

B Distinct
1 Total

L

\4
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Today’s graph doesn’t look as good... why?

40,000 ® 00 Figure 1
- UniqueCCNs_.. .
30,000 . mm Total CCNs Number of CCNs per drive =
20,000 b — T
10000 b
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, g
200F 4t
ol 1 I L1 O I T (| e |’
—
Key differences: SERREEE
« Split axes — good for scale
—c.f. logarithmic _
—150 drives — easier to read * 1000 drives
+ Data range 0-32,000 * Much larger data range (how much?)
« 5 hours of work * 20 min of work
« =50 lines of code
30

Y
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Fix your graph one issue at a time.

Add the Y units by commenting out plt.yticks():
#plt.yticks(np.arange(0,81,10))

8 00

Figure 1

350000

300000

250000

200000

# CCNs

150000

100000

Tuesday, November 5, 13

Number of CCNs per drive

B Distinct
1 Total

=




A semi-log plot does a better job showing the range.

Change this:

plt.bar(ind, distinctCounts, width, color='r')
plt.bar(ind, totalCounts, width, color='y', bottom=distinctCounts)

p2

To this:

# for log plot, never go down to O

bottom = [.01] *count

pl = plt.bar(ind, distinctCounts, width, color='r',6bottom=bottom)

p2 = plt.bar(ind, totalCounts, width, color='y',bottom=distinctCounts)
plt.yscale('log')

e OO0 Figure 1 e OO Figure 1

Number of CCNs per drive 6 Number of CC

Bl Distinct I Dist
@ Total 10° | £ Tot

104 I

2
: 8 'I‘|||||||||||||||| I||i|||||| bl \||\|\|\I,||I|I| ld g
3 I | I
| il
/eo(’\i(\\c
5&93‘\’{(\ \O
) \Og“a(d
_me ' SIDT0. iiin. oL L iiiliiiiifffiffIfIiiiiiiliililiifiififfiil 9\0‘6(366'
200+« 8@ plojo/+- 8@ 39
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The original plot had a “broken axis.”

Use Google to find an example.

40,000
o Unique CCNs._ ]

30,000 omm Total CCNs R

LN N EESGSGPEF H H L

® 00 g matplotlib broken y axis

10,000 ------------------------------------------------------------------ € - C @ https://www.google.com/search?q=matplotlib+broken+y+axis&ogq=matplotlib+broken+y+axis&
i Apps  [L]va W EROa SMG & Gl wikis Gapps @nps @S EITD [ new:

Go gle matplotlib broken y axis U “

Web Images Maps Shopping More ~ Search tools

\
N\

Python/Matplotlib - Is there a way to make a discontinuous axis ...

200 """"""""""""""""""""""""""""""""""""" stackoverflow.com/.../python-matplotlib-is-there-a-way-to-make-a-disco... ~

______________________________________________________________ Apr 13, 2011 - To add the broken axis lines // effect, we can do this (again, modified ....
I i I I minimum value of y axis is not being applied in matplotlib vlines plot.

Matplotlib - Broken axis example: uneven subplot size - Stack Overfl...
stackoverflow.com/.../matplotlib-broken-axis-example-uneven-subplot-si... ¥
Aug 1, 2013 - Broken axis example, where the y-axis will have a portion cut out. """
import matplotlib.pylab as plt # NEW: import matplotlib.gridspec as ...

pylab_examples example code: broken_axis.py — Matplotlib 1.3.0 ...
matplotlib.org/examples/pylab_examples/broken_axis.html ~

Broken axis example, where the y-axis will have a portion cut out. """ import
matplotlib.pylab as plt import numpy as np # 30 points between 0 0.2] originally ...

matplotlib - users - a break in the y-axis
matplotlib.1069221.n5.nabble.com/a-break-in-the-y-axis-td13343.htm| ~

Jan 22, 2011 - a break in the y-axis. Is it possible to create a "break" in the y-axis so
that it has ticks for value 0-.2, then ticks for values .8-1.0, but devotes only ...
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| quickly found an online example.

® OO E\,python - Matplotlib - Brc i)
C' [ stackoverflow.com/questions/17976103/matplotlib-broken-axis-example-uneven-subplot-size
=X Apps [ vA W/ ERHOas MG E bl wikis @lapps inps @S TTD [l news [l doc (8

@ StackExchange v v vy32 5,334 “3°31278 review chat meta help

‘I
|

=] stackoverflow

Matplotlib - Broken axis example: uneven subplot size

4. | haven't found a solution to adjust the height of the bottom and top plot of the broken axis example of
0 matplotlib.

W BTW: The space between the two plots can be adjusted by:
plt.subplots_adjust(hspace=0.83)

UPDATE:

I've almost figured it out using gridspec:

Broken axis example, where the y-axis will have a portion cut out.
import matplotlib.pylab as plt

# NEW:

import matplotlib.gridspec as gridspec

import numpy as np

= np.array([ ©.015, ©.166, ©.133, ©.159, ©0.041, 0.024, 0.195,
0.039, ©0.161, ©0.018, ©.143, ©0.056, ©0.125, ©0.096, ©0.0594, 0.051,
0.043, ©0.021, 0.138, 0.075, 0.105, ©0.155, ©0.05 , 0.074, 0.079,
©.155, ©.02 , ©.01 , 0.061, 0.008])

pts[[3,14]] += .8

pts
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————————————————————————————————
The broken axis is two plots with the same data and
different zooms

® OO0 pylab_examples example

&~ C [ matplotlib.org/examples/pylab_examples/broken_axis.html
3 Apps LIVA ma W EBROa aSMLE G wikis Gl apps @rps G@s [

matplotlib

pylab_examples example code: broken_axis.py

(Source code, png, hires.png, pdf)

1.00

0.95} |
0.90} ]
0.85} 1

0.80}

0.20} ]

015| ]

0.10} ]

0.05 ]
5 10 15 20 25

0.00
30

won

Broken axis example, where the y-axis will have a portion cut out.

import matplotlib.pylab as plt
import numpy as np

# 30 points between @ 0.2] originally made using np.random.rand(36)*.2

pts = np.array([ ©.015, ©.166, ©.133, ©.159, ©.e41, 0.024, ©.195,
0.039, ©.161, ©.018, 0.143, 0.056, 0.125, 0.096, ©.094, 0.051,
0.043, ©0.621, ©0.138, ©0.075, ©0.109, ©.195, 0.85 , 0.074, 0.079,
8.155, ©.62 , 0.1 , ©0.061, 0.008])

# Now Let's make two outlier points which are far away from everything.
pts[[3,14]] += .8

# Tf we were tn simnlv nlot nts. we'd Lose mast of the interestina
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Create two plots:

L

\4

f, (ax,ax2) = plt.subplots(2,1,sharex=True)

ax.bar(ind, distinctCounts, width, color='r', bottom=bottom)

ax.bar(ind, totalCounts,

ax2.bar(ind, distinctCounts, width, color='r
ax2.bar(ind, totalCounts,

Figure 1

width, color='y
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I
Change the output format to PDF.

(Bitmaps are a lousy way to show graphical information.)

40,000

~mmUnique CCNs._ e sqzo O ,,,,,,,,,,,,,,,,,,,,,,,,,,,
30,000 |—™@.Total CCNs___________ BB OONS (). 1 .
T E— 400000 _ Number of CCNs perdrive
""" O 350000} [ Total CCNs
10,000 1 jinigis T ] Distinct CCN
——————————— O ,—,—,—,—,S€YS,,—_—_—,t-o: 16= . 300000} B Distinc S [
O Dri\g')ﬁﬁ O
e 250000}
M; 200000}
2T J SRR SN | ES— [ | SO, S_— - 1
o L | IO 1 DY | B Sy | 1 PR I | 150000
1 i A#Mﬂr Dezﬁ::sohip“
Supermarket Software Medical State 1 0 O 0 O 0 B
VVVVVV Center Secretary's
Office 50000_
L : . L
. Number of CCNs per drive 1 4 O 0 B 7
:xz E Distinct CCNs 1200 -
200000 1000}
150000 (V)]
oo S sool
o | e L = o
2500 + 600}
2 v 400}
o 200}
oLt 0 : i ] s g 8 m 1
i 0 50 100 150 200 250
200+ = &8
Still need to do:
» Add commas to Y axis formatter
 Draw y grid lines across page
« Annotate exciting marks
37
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Output Formats

38
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Visualization engines support multiple output formats

Bitmaps:
* GIF — Graphic Interchange Format
« PNG — Portable Network Graphics
« JPEG — Joint Photographic Experts Group
—Don’t output to bitmaps if you can help it
—Problems with zooming & blurring

Line art:
« SVG — Scalable Vector Graphics
« PDF — Portable Document Format

Animation:
e MOV — QuickTime
« SWF — Adobe Flash

39
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PDF is a container format.

It can distribute a single image or multiple pages.

The FoxIT illustration was extracted from the DFRWS 2011 PDF:
1690681 DFRWS2011l Forensic Challenge-exported2.pdf

e 0o « DFRWS2011_Forensic_Challenge-exported2.pdf

£ Create ~ i, @ e @ Customize ~ ’ .
1]/ 31 ’ [j O | 110% | ~ | ‘ b3 ¥ @ & Q & Simson | Sign | Comment

__| Page Thumbnails «[d

P |E- & a = &

The relevant image is on p. 21

AL 40
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PDF content can be line art or bitmaps.

The FoxIT illustration is a bitmap. Extract it with pdfimages:

S pdfimages DFRWS2011l Forensic_Challenge-exported2.pdf \
-f 21 -1 21 -j foxit
S BLOCKSIZE=1024 ls -sl
total 16832
1652 DFRWS2011 Forensic Challenge-exported2.pdf
4 foxit-000.jpg
40 foxit-001.ppm
4 foxit-002.pbm
15132 foxit-003.ppm
S convert foxit-003.ppm foxit-003.png
S BLOCKSIZE=1024 1ls -sl foxit-003.png
264 foxit-003.png

S

Y 267 KB bitmap
-+, Extracted with pdfimages

B2 PR el converted with

ImageMagick

FEL

&/ : 41
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I
Zoomed in, we still have a bitmap.
Bitmaps are not “accessible” and can’t be searched.

i

33§¢931253 MO
Sharara SV Tob:

. 110 secongs
20 Sedonds
Mey Yob, 1 am dosng In on Fat Meads. See ya s00n

3

Im AL Fat Heads Psburgh
Pbores taeny!
|

Drirnkorg
W aD! N A YN
- »" o e &

- - - B - 0~ - - - - b - »

karatFORWIAR DED S5 from £245 a2 0110505 > .
T173420emercaMNew_York{s, 124, [18300 1 n m > ‘! -* d‘ ‘r . “

1, 1304831 266) ishardra @cheerdl com . -

Pieardy! fomeyg for my beer) Hey YRo, I am smevrwsms: [ fmessape /C alin;
cosng 1 on Fal Heads. See ya thon. SASASS1283 May 6, 2011 1S3 1PMED .

16X magnification
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Many of the JavaScript libraries produce SVG output

8 00 Linked Jazz
& linkedjazz.org/network/ O O A, =

"3 Yusel Latee! Q

s Mary Lou Williams e Hampe

i
@ Chico Hamilton Y 4
Cave Brubook
Danny Barker
3 ® 3
LY w o
o ° 3 3 ®
'
o
B s - s
3 < ©
: . - ®
L] Q ° g 9 ” ®
3 ® L] o -
o ' 3
2 ® 2
" " o o & ° te 3 «
‘_\ * 3 ° “Q 9 . - $
® .
S - 0@ . © @ ®
° ® » o O n
. ? o v O =,
a asy ."r.l— mong @ ~ t ; Q e
9 §
: O o " . o =t
- o2 - ¢ 2 4 o 3 W
] ¥
[} 2 "~
r e 6 32 i B ¢
] Ny e P 43
\/ & @ tanieva -

Tuesday, November 5, 13



————————————————————————————————
SVG can be transformed to PDF with the browser’s “print”

command.

000 Linked Jazz - e
“~ C | linkedjazz.org/network/ > O A, =
Print 10000 Linked dnacx
|-| N K| Total: 1 sheet of paper ”NKED JAZZ ‘
Cancel Print
Change...
Pages o Al
D

Copies 1 + +
Layout * ' Portrait

Landscape
Margins Default v
Options « Headers and footers

v Two-sided

Background colors and

images
Print using system dialog... ("C3P)
Opeﬁ PDF in Preview oy Maobsdyas s swpiarmcmb! "

o ——— — —a —m‘_‘““:”— T P P ——
= . = - 3 ® e @ O M
s 2
S e’ R e ' 44
- i o A 8
o 3
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The resulting PDF is 2.6MB.

You can zoom and search for text.

11/2/2013

LINKED JAZZ .
® -2 2 o

Chico Hamilton

Linked Jazz

Dave Brubeck

Buddy DeFranc ﬂ

ssssssss

sount Bas

®

b

chuller e e

@

Milt Hinton

Artie Shaw

Quincy Jones
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TCPFLOW 1.4.0

Input: /corp/nps/packets/2008-nitroba/nitroba.pcap
Generated: 2013-10-06 21:20:44

Date range: 2008-07-21 21:51:07 -- 2008-07-22 02:13:47
Packets analyzed: 91,144 (55.02 MB)
Transports: IPv4 100%

5M

EL

2 M8

0 M| =) |} = - - 0%
54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12

' 4 hours, 22 minutes (3 minute intervals) {

W vte M HTTes [ Port 5222

~100%

0%

Top Source Addresses Top Destination Addresses
1) 192.168.8.0/21 - 6.56 MB (11%) 1) 192.168.8.0/21 - 39.58 MB (71%)
2) 208.111.148.6 - 5.41 MB (9%) 2) 192.168.1.64 - 7.77 MB (14%)
3) 74.125.0.0/20 - 4.55 MB (8%) 3) 239.255.255.250 - 818.61 KB (1%)

e

45 M ~100%
o 2 J > 4 > v
, W g B S o
- -Top-Sour?e Ports Top Destination Ports
1) 80 - 44.78 MB (84%) 1) 80 -5.85 MB (11%)
2) 443 - 1.82 MB (3%) 2) 39710 - 5.41 MB (10%)
3) 39710 - 178.85 KB (0%) 3) 33148 - 4.44 MB (8%)

‘ *ﬁ
STy,

\

netviz for tcpflow
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netviz is a network visualization that we added to tcpflow

Design goals: — Infoblock |

TCPFLOW 1.4.0

Input: /corp/nps/packets/2008-nitroba/nitroba.pcap

® Handle any number Of paCketS Generated: 2013-10-06 21:20:44 Time_based

Date range: 2008-07-21 21:51:07 -- 2008-07-22 02:13:47
Packets analyzed: 91,144 (55.02 MB)

 Output in PDF histogram
« Easy to use without training .
o Use the BE1 3 API ¢ 4 hours, 22 minutes (3 minute intervals) i

W+t [ HTPs [l Port 5222

Host histograms

&

K7

N
100% 40 MB ~100%

Input: 1 or more PCAP files |

%
Top Source Addresses Top Destination Addresses
® 1 — 1 G paCketS 1) 192.168.8.0/21 - 6.56 MB (11%) 1) 192.168.8.0/21 - 39.58 MB (71%)
2)208.111.148.6 - 5.41 MB (9%) 2)192.168.1.64 - 7.77 MB (14%)
3) 74.125.0.0/20 - 4.55 MB (8%) 3) 239.255.255.250 - 818.61 KB

« 1-1G connections L e Port histograms
* 1-4Gi hosts

0%

B At I Ly
w %q/\'& %’”&W %"’\’v% @'& '5“@& '»“@’L %@Q’eb o)&'v P R A
0 S— —_— 0% 0 0%
Top Source Ports Top Destination Ports
1) 80 - 44.78 MB (84%) 1) 80 - 5.85 MB (11%)
2) 443 - 1.82 MB (3%) 2) 39710 - 5.41 MB (10%)
3) 39710 - 178.85 KB (0%) 3) 33148 - 4.44 MB (8%)

Output: PDF file of = 50KB
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Netviz is implemented with open source libraries.

Output Format

Output Engine

Layout and

Custom

TCPFLOW 1.4.0
Input: /corp/nps/packets/2008-nitroba/nitroba.pcap
Generated: 2013-10-06 21:20:44
Date range: 2008-07-21 21:51:07 -- 2008-07-22 02:13:47
Packets analyzed: 91,144 (55.02 MB)
Transports: IPv4 100%
s
swe

38

2up

om

W

100%

Top Source Addresses

1) 192.168.8.0/21 - 6.56 MB (11%)
2) 208.111.148.6 - 5.41 MB (9%)
3) 74.125.0.0/20 - 4.55 MB (8%)

K
45 M8 100%

“Top Source Ports
1) 80 - 44.78 MB (84%)
2) 443 - 1.82 MB (3%)
3) 39710 - 178.85 KB (0%)

4 hours, 22 minutes (3 minute intervals)

100%

W rmres M poreszz

>
Y

100%

Lo%

Top Destination Addresses

1) 192.168.8.0/21 - 39.58 MB (71%)
2) 192.168.1.64 - 7.77 MB (14%)
3) 239.255.255.250 - 818.61 KB (1%)

6 MB kil i 100%

Top Destination Ports
1) 80 - 5.85 MB (11%)
2) 39710 - 5.41 MB (10%)
3) 33148 - 4.44 MB (8%)

Typography mistake?

Implementation C++

ther options we considered:

« LaTeX
« HTML & SVG
« HTMLS (JavaScript & Canvas

We were trying to
minimize dependencies

48
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Infoblock provides important forensic information.

Always label your visualizations with:
* Input
» Date of input file
« Date visualization was run
« Command line used to generate the output (we forgot this)

. TCPFLOW 1.4.0 j

Input: /corp/nps/packets/2008-nitroba/nitroba.pcap
Generated: 2013-10-06 21:20:44

Date range: 2008-07-21 21:51:07 -- 2008-07-22 02:13:47
¢ Packets analyzed: 91,144 (55.02 MB) 3

Labeling is important for repeatability & admissibility

FREs]
(7
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The time-based histogram shows how many packets were

received, and when they were received.

The histogram lets an analyst make a rapid determination about what's
in a PCAP file.

6M —100%

5M

3M B
2 M
5 _
oM - ..i.i = m 0%
54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12
1 ]
I 1

4 hours, 22 minutes (3 minute intervals)

v [ HTTPs [ Port 5222
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Port histograms that show sources & destinations.

These use the same code as the time-based histogram.

45 MB- ~100% 6 MB- > K ~100%

© 9 ]
P T A

P R SN S I U - A A A M
0 B- - ki f f f ® ® ® ® 0% 0 B- 0%
Top Source Ports Top Destination Ports

1) 80 - 44.78 MB (84%) 1) 80 -5.85 MB (11%)

2) 443 - 1.82 MB (3%) 2) 39710 -5.41 MB (10%)
3) 39710 - 178.85 KB (0%) 3) 33148 - 4.44 MB (8%)

Note:
« Color key for the time histogram is presented on the port histogram.
Al 51
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Address histogram shows source & destination addresses.

x
N
3 ©
&S D
S R @
. . Y \
7 MB S S Voo
0 N Y8 AV o

~100%

Top Source Addresses

1) 192.168.8.0/21 - 6.56 MB (11%)
2) 208.111.148.6 - 5.41 MB (9%)
3) 74.125.0.0/20 - 4.55 MB (8%)

Problem: There might be 232 IPv4 addresses or 2128 |Pv6 addresses.

Solution: Tree-based counter
* Note 192.168.8.0/21 in above display — the /21 was automatically determined

0%

40 MBH

~100%

Top Destination Addresses

1) 192.168.8.0/21 - 39.58 MB (71%)
2) 192.168.1.64 - 7.77 MB (14%)
3) 239.255.255.250 - 818.61 KB (1%)

* The tree has some performance problems that need to be addressed

0%

FEL

\4
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PDF typically contains vector graphics, allowing for high

resolution.

TCPFLOW 1.4.0
Input: /corp/nps/packets/2008-nitroba/nitroba.pcap
Generated: 2013-10-06 21:20:44

Date range: 2008-07-21 21:51:07 -- 2008-07-22 02:13:47
Packets analyzed: 91,144 (55.02 MB)
Transports: IPv4 100%

6 MB—mx

o MB N=m

54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 |36 42 4|

4 hours, 22 minu

| Guiil Euis

100%

Top Source Addresses

1) 192.168.8.0/21 - 6.56 MB (11%)
2) 208.111.148.6 - 5.41 MB (9%)
3) 74.125.0.0/20 - 4.55 MB (8%)

S
45 MB 100%

Q
N 2
o N

0B —

- = 0%
Top Source Ports

1) 80 - 44.78 MB (84%)

2) 443 - 1.82 MB (3%)

3) 39710 - 178.85 KB (0%)

- -
54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12

W Port 5222

N
e\"l/
?

&

100%

0%
Top Destination Addresses

1) 192.168.8.0/21 - 39.58 MB (71%)

2) 192.168.1.64 - 7.77 MB (14%)

3) 239.255.255.250 - 818.61 KB (1%)

100%

© 5V > -
Fr— — o
A

N

D N ©’

A “3 2V
S

0%
Top Destination Ports

1) 80 - 5.85 MB (11%)

2) 39710 - 5.41 MB (10%)

3) 33148 - 4.44 MB (8%)

PDF supports 32 bit floats & ints
8.5” + 232 = 1nm feature size

Other vector graphic formats:

« PostScript (PDF is based on PS)
* Windows Meta File (WMF)
« Scalable Vector Graphics (SVG)
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The goal of netviz is to give rapid “situational awareness”

about a set of of packets.

This flow has:
* NoTCP
* 9% IPVv6
* A big gap with no data

L

TCPFLOW 1.4.0

Input: out.pca

Generated: 2013-09-18 11:48:20

Date range: 2013-09-18 11:29:42 -- 2013-09-18 11:44:25

Packets analyzed: 3,177 (704.80 KB)
Transports: IPv4 90% IPv6 9%

54 KB—
41 KB—
27 KB—

14 KB—

0 KB

HBHHHW@HH Hﬂﬂﬂﬂnﬂﬂﬂ

;'_H_,_;——moo/o

51

A»
>
N
~ &
N G AV
95 KB O QQ’J» N > ~100%
& o o o & &
RN ~ Q >
RO L Y Y
_,_,—'_'_ AR SIS S
0 0%

Top Source Addresses

1) 10.151.101.74 - 95.02 KB (13%)
2) fe80::1240:f3ff:fe92:1c6c - 66.18 KB (9%)
3) 10.151.100.232 - 43.59 KB (6%)

100%

0B 0%
No Source Ports

45 12

b 14 minutes, 44 seconds (9 second intervals) i

WHHHHHﬂﬁgﬂﬂl

0%
39 06 33 00 27 54 21 48 15 42 09 36 03 30 57 24

8

1

No TCP
©
0.0"6)\/ (”6&
o q,)f;‘” &H
213 KB o 100%

Q@

)
35
5
2N
%
2
5o
< 00
" 5
o
7
e,
%5,
,
©
o
I

0 0%
Top Destination Addresses

1) 224.0.0.251 - 213.06 KB (30%)
2) 239.255.255.250 - 188.49 KB (26%)
3) 255.255.255.255 - 104.23 KB (14%)

100%

0B — 0%
No Destination Ports
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I
This flow has a single download of about a megabyte.

It also has two failed HT TP requests.

TCPFLOW 1.4.0
Input: words.pcap
Generated: 2013-10-29 16:23:57
Date range: 2013-10-29 16:20:32 -- 2013-10-29 16:20:36
Packets analyzed: 319 (271.83 KB)
Transports: IPv4 100%
155 KB— 100%
117 KB—
78 KB—
39 KB—
0 KB 0%
f 5 seconds (<1 second intervals) f
B HTTe
A
x"d’/‘\ o™
) 5
e o
& rs
264 KB 100% 264 KB 100%;
A
o™ (\’b{\
5 >
& %i&
cd 03
0 0% 0 0%
Top Source Addresses Top Destination Addresses
1) 208.113.173.77 - 264.42 KB (97%) 1) 38.68.239.4 - 264.42 KB (97%)
2) 38.68.239.4 - 7.42 KB (2%) 2) 208.113.173.77 - 7.42 KB (2%)
®
X G?’Q
264 K 100% 264 KB 100%]
S & O 9 K
Q" & & ® 3 &
0 —— — 0% 0B — — — 0%
Top Source Ports Top Destination Ports
1) 80 - 264.42 KB (97%) 1) 61308 - 264.15 KB (97%)
2) 61308 - 7.05 KB (2%) 2) 80 - 7.42 KB (2%)
3) 61309 - 186 B (0%) 3) 61309 - 132 B (0%)
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MIT ID'99 IDS evaluation.
The graph shows peculiarities of the traffic.

e Lots of FTP

* Not enough off-peak data.

e Lots of non-TCP

L

TCPFLOW 1.4.0

Input: /corp/mitll/packets/ideval99/week2/tuesday/inside.tcpdump

Generated: 2013-09-24 15:32:50
Date range: 1999-03-09 08:00:01 -- 1999-03-10 03:03:20

Packets analyzed: 1,571,748 (373.65 MB)
Transports: IPv4 100%

13 MB

9 MB

4

12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 2

—100%

IIIIII-.-Ii L 0%

48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00

b 19 hours, 3 minutes (12 minute intervals) !

e W ssH port 23 [l Port 25

16 MB & &

r100%

0B
Top Source Addresses
1) 172.16.112.194 - 16.15 MB (4%)
2) 172.16.112.100 - 15.86 MB (4%)
3) 206.128.0.0/9 - 12.54 MB (3%)
%0
240 M

0%

(100%

RN QA
P P P
-Top-Sour?e Ports
1) 80 - 239.63 MB (65%)
2) 23 -26.32 MB (7%)
3) 20 - 23.17 MB (6%)

0%

B ste [l HTTes M port 12417 [l Port 24777

25 MB NN N ~100%

0B 0%
Top Destination Addresses

1) 172.16.117.64/26 - 24.91 MB (6%)
2) 172.16.113.105 - 22.98 MB (6%)
3) 172.16.113.204 - 22.69 MB (6%)

30M 100%

=

0 L 0%
Top Destination Ports
1) 80 - 30.44 MB (8%)
2) 23 -23.06 MB (6%)
3) 25 -8.05 MB (2%)
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MIT ID'99 IDS evaluation.
The graph shows peculiarities of the traffic.

e Lots of FTP
* Not enough off-peak data.
| ots of non-TCP

TCPFLOW 1.4.0

Input: /corp/mitll/packets/ideval99/week2/tuesday/inside.tcpdump
Generated: 2013-09-24 15:32:50

Date range: 1999-03-09 08:00:01 -- 1999-03-10 03:03:20

Packets analyzed: 1,571,748 (373.65 MB)
Transports: IPv4 100%

—100%

likely i “l : I
omp_R | | I B I |III IIII-IIiI!I_lI_ -IIIII_I-Ii Y
attack 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 24 48 12 36 00 °
b 19 hours, 3 minutes (12 minute intervals) {
e M ssH port23 |l Port25 | HTTP [l HTTPs M Port 12417 [l Port 24777
©
> Y
> A
SV 0T BV gV oY v
o ,\g;.\' ¥ N ,\/@ 0 © bﬁ» b‘\’\, M b?‘b‘ (19/\ "3’\ @
S X N P o> SIS R N N S N S R AN
N ~ ,\/’1/ v »\;\’ Q)'Q »\/b‘ @ © ~ ~ ,\"[, /\'\/ /\'1/ ) . N " ,\/’\/ %
16 MB & QT o e DR ~100% 25 MB- SN NN AN o7 o NS ~100%
L A O TS S R L S AN
S eV e AR
YN X ~

0B 0% 0B 0%
Top Source Addresses Top Destination Addresses

L

1) 172.16.112.194 - 16.15 MB (4%)
2)172.16.112.100 - 15.86 MB (4%)
3) 206.128.0.0/9 - 12.54 MB (3%)

240 M

(100%

RN QA
P P P
-Top-Sour?e Ports
1) 80 - 239.63 MB (65%)
2) 23 -26.32 MB (7%)
3) 20 - 23.17 MB (6%)

0%

1) 172.16.117.64/26 - 24.91 MB (6%)
2) 172.16.113.105 - 22.98 MB (6%)
3) 172.16.113.204 - 22.69 MB (6%)

30M 100%

=

0 L 0%
Top Destination Ports
1) 80 - 30.44 MB (8%)
2) 23 -23.06 MB (6%)
3) 25 -8.05 MB (2%)
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2 minutes of packets on a high-volume network

* Mostly HTTP & HTTPS

TCPFLOW 1.4.0

° Mostly to 1 92 1 68 1 282 Generated 3013-09-05 20:35:09

Date range: 2013-09-03 21:31:40 -- 2013-09-03 21:33:23
Packets analyzed: 62,088 (38.54 MB)
Transports: Other 100%

798 Kl
599 K
399 Kl

200K

B | L
0 KB 42 45 48 51 54 57 00 03 06 09 12 15 18 21 24 27 30 33 36 39 42

0,
45 48 51 54 57 00 03 06 09 12 15 18 21 0%

b 1 minute, 44 seconds (1 second intervals) {

B =t [l HTTPS

2
N |
§° (b_d*’
b& & ‘\’b
& Rl &
4 MB & bq,?' ” o @ ~100% 36 MB ~100%
i LN o >
N ,\9 o N o Q\'\r ,,)'\/ b@ A
EUE S LR N S N F AN DS Y o
VT WY e P oY o BRI UGN C PSR
RAVTATT A o oY O Y S N @ T AV P
_,—’_'_’_’_ V@ Y WY oS
ATQT AT AR AXT R WY DAY
0B 0% 0B 0%
Top Source Addresses Top Destination Addresses
1) 67.69.197.51 - 4.28 MB (11%) 1) 192.168.128.2 - 35.95 MB (93%)
2) 184.168.156.1 - 2.80 MB (7%) 2) 74.125.131.94 - 493.82 KB (1%)
3) 192.168.128.2 - 2.58 MB (6%) 3) 67.69.197.51 - 172.48 KB (0%)
S «"’q’% N
S ) =)
31M ~100% 2 MB A &> o ~100%
S ™
K A\ N
i & (,,4”’
W SR SR . (N Y 4
R S S
0 - = = 0% 0 B- 0%
Top Source Ports Top Destination Ports
1) 80 - 31.07 MB (80%) 1) 57535 - 1.55 MB (4%)
2) 443 - 4.89 MB (12%) 2) 57390 - 1.33 MB (3%)
3) 57368 - 108.75 KB (0%) 3) 80 - 1.30 MB (3%)

B
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————————————————————————————————
Glenn Henderson’s MS thesis (NPS Sept 2013) applied this

visualization to disk images (BE windirs.txt)

Key improvements:

() BEVIZ 0.1a

Zooms area Of # Feature-Recorder: windirs
. Input: /data/thesis_data/m57-jean-be-output/windirs.txt
Interest. Generated: 2013-09-01 15:57:22

Date range: 2008-05-07 05:04:15 -- 2008-05-14 07:32:27

¢ Improved |egendS Timestamps analyzed: 42,889
. Modify . Access . Create

13K—

8 10K—]

€

©

4&; TK—]

9]

£

+— 3K—]

OK ***** 0 *ii iiio * *; { ‘2 _i ‘2 {
Sy O O O AP S £
%L % % % % % %
1 week (~1 hour intervals) !
Date range: 2008-05-14 05:52:37 -- 2008-05-14 07:32:27
Timestamps analyzed: 20,296
3K—

a

E 2K—]

©

)

[7)]

Q

€ 1k

’ -I

.\S\\} .0\)) .{\9 ;v)\’) .\’)\9 .7\9 .\s\\’) .0\)) .e\)} 'T)\))
1 hour, 39 minutes (1 minute intervals)
* - indicates bar was scaled to increase visibility
N
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Same disk image viewed with Autopsy Timeline (beta

P
‘& m57-jean - Autopsy Timeline
ZoomOut | Go To: 2008:58899 |~
60,000
5.000 ~
0 000
45,000~
40,000 —
S 35,000
&
-
© wooo
v
-
c 250004
>
=
000
5.000
10000
000 -4
4 T T T T T T T
) 19% 19 199 19% 2000 2001 200 200 2000 200 2000 200 2008
Years
«l .0
WTS-B 14553 Results Hex View | String View | Text View
Table View | Thumbnad View Matches on page: - of - Match Page: 1 of 1 Page Extracted Text +
Name Location Mod. Tme R y
| IThis program cannot be run in DOS mode
fimg_nps-2008-jean.E01 /vl s Jvmsesi.sys 2008-05-13 15 Jill P )
vmscsi.cat £01 N t 1 .Text '
oemscs0 Linf h.rdata
pp— ) ) . i ) ) H.data
imSpamAIMThx.box ean.z01 ZJFrogram el ' : INIT
»/ mSpamAIMThx, js r 1 1o f AlM ' Al .rarc
imSpamAOLThx.box B.reloc
g, ep
») IMSpamAOLThx.Js o0sv
»/ plugn. html rps v 1 ‘ . c,eep
h ¥ 1d
»/ plugn.html u 3d
) singleplayer .htm r 1 0
&) Sngleplayer htm 3 3d
F,eep
» multiplayer htm F.eep
&/ multplayer htm © 3d
&/ invite htm V.l
v,J8
) invite.htm r 1 rogram Files/AIMG ser Al ‘ P
shared.Ink : ¢ 1 ¢ 3. I c 14 PaNn
PWNR
upgrader.exe o
OKZZ=
run.ond r 1 f « t 14 Cit
ADO05009.Ink : , ! Infor re 513 14 Sull
PR
AD002269.d8 || pr——
[ » B <H <l
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Problem with histograms: # of bins changes the results.

® OO0 Figure 1
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Histogram with 70 bins

e OO0 Figure 1
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I —
Histogram with 1000 bins:

e OO0 Figure 1

90000
80000
70000
60000
50000
40000
30000

20000

| |
\ ] I

00 10 20 30 40 50 60 70 80

20 0|+ = & x=40.3226  y=86250
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A cumulative distribution function (CDF) plot is less sensitive

to bin count.

A CDF shows the fraction of measurements less than a value.
Many people find CDFs hard to understand.

200+« 8@ 200+« 8@ 20O+« &8l

bins=10 bins=70 bins=1000
CDFs are easy to make with matplotlib:

P.hist (speed vals,bins,weights=speed secs,cumulative=True,
histtype='step',normed=True,color="'red',linewidth=4)

Al 64
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| like overlaying the CDF on a histogram.

This is easy to do with matplotlib

e 00 Figure 1 e O 0 Figure 1 e O 0

0000

igure 1
9 1.0 90000 1.0
80000 80000
70000 o 70000 o
60000 60000
0.6 0.6
50000 50000
0.4

180000

160000

140000
120000
100000

40000

-l

0 20 30

80000 40000

60000 30000
40000 20000

20000 10000

0.2
MN
70 8d’?

OO+« &8B OO+« BB OO+« BB
bins=10 bins=70 bins=1000

fig, axl = plt.subplots()
axl.hist(speed vals,bins,weights=speed secs,log=False)

ax2 = axl.twinx()

ax2.set ylim([0,1])

ax2.hist (speed vals,bins,weights=speed_ secs,cumulative=True,
histtype='step',normed=True,color='red',linewidth=4)

plt.show()
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The overlay on tcpflow is subtle.

We hope people can figure it out (but we haven't tested).

—100%

3M _
2 M
oM - iiif | | | L 0%
54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12
1 ]
I 1

4 hours, 22 minutes (3 minute intervals)

B -tp @ HTTPS [ Port 5222
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GraphViz is an easy tool for network visualization

Originally developed by Bell Labs
Multiple layout engines
Simple “language” for describing graphs

digraph G {
A -> B;
}

S dot -Tpdf demol.dot -o demol.pdf
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GraphViz allows tremendous flexibility

You can change:
* Object shapes, colors
 Layout algorithm

digraph G {
C [shape=star,label="Forensics",6height=2];
Training [shape=box,style=filled, fillcolor=yellow];
C —> Training;
C —> Tools;
C —> Preparation;
C —> Convictions [label="Legal Authority"];

Legal Authority

Training

\ % 69
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I
Graphviz offers several different layout engines.

Layout is hard — especially for forensic data

We have a lot of extraneous information

Consider a hypothetical case:
o drive #1 — 10 distinct email addresses
 drive #2 — 20 distinct email addresses
« drive #3 — 30 distinct email addresses
* hacker1 — common between drive #1, #2

* hacker2 — common between drive #1, #2, #3
drivel emails [ "user%d@drivel” % i for i in range(10,20)]
drive2 emails [ "user%d@drive2" % i for i in range(10,30)]
drive3 emails [ "user%d@drive3"” % i for i in range(10,40)]

for drive in [drivel emails,drive2 emails]:
drive += ["hackerl"]

for drive in [drivel emails,drive2 emails,drive3 emails]:
drive += ["hacker2"]

70
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I —
$ dot -Tpdf emailgraph.dot -o emailgraph-dot.pdf
(filter for drawing directed graphs; best with hierarchies.)

——
e ——

\

——

———

ser24 @ d@ user25 @ d@ hacker?2 user26 @ d@ user2/7 @drive2

FEL

4 7
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$ neato -Tpdf emailgraph.dot -o emailgraph-neato.pdf

Filter for drawing undirected graphs using spring models.

ves)
user34 Vel
us4@uls¢vé @5 . 31V
user25@drive® dri user2” el
sergd ] 3

r ] 1

uSE ‘ SR )\
‘::;‘ hacker2
uder 1 SEaZRE@Arig IV =

/{\@, @drivet——
—_V ‘L"“
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$ twopi -Tpdf emailgraph.dot -o emailgraph-twopi.pdf

(Radial layout engine.)

/ e

Cuseri3@arveg_O o \
QD (
- 2 -
user34 @drive3
./ hacker2
user35 @ driV
- 22—
user36 @drive
”

r 14 @drive3
—e—
r 13@drive3
— @
user37 @drive3 r 12 @drive3
— = / drivel e ——
user38@dri 1 1 @drive3
e —— -
user39 @drive3 user 10 @drive3
drive2
T
er I r1v
er i 1V
> T c
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————————————————————————————————
$ circio -Tpdf emailgraph.dot -o emailgraph-twopi.pdf

(Circular layout engine.)

o>
o>
>
o>
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e
2>
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- — G
- _
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$ fdp -Tpdf emailgraph.dot -o emailgraph-fdp.pdf

(Undirected graphs using “spring model.”)

user37@drive3

user24@drive3
user16@drive3
ser30@drive3 ' user12@drive3

user34@drive3
user27 @drive3

user 1 6@drive2

hacker2
@ Q user25@drive2 user10@drive2

userl5@drivel

" | G G2
user22@drive2 user26@drive2 ) / \\
\\

n user19@drivel

userl4@drivel
user6@drivel

L
== 75
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$ sfdp -Tpdf emailgraph.dot -o emailgraph-sfdp.pdf

(Large undirected graphs with spring model.)

user1 8 @drivel
user19@drivel
erl3@drivel Q rl0@drive}7 )

e

4@d vel

16@d vel

10@drive3

WW‘W e
. N \ 'rw user29 @ driv
userl5@drive3 @Ha 27@d ve2
ﬁ erl1@drive3

user user e acker
28@d ve2
us 16@d e3
33@d e3
26@d ve2
er38 @dri 3 er24 @drive2 \

\ AW@\

erl3@drive2
28@d
>/ [ S
user36@d ve3 |
@ D userl 1 @drive2

user37 @drive3
26@ drive3
e userl7@drive2 userl5@drive2
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Improve the graph by removing information.

$ sfdp -Tpdf emailgraph.dot -o emailgraph-sfdp.pdf

« Remove emails from nodes that do not connect
« sfdp is non-deterministic — four runs, four different graphs:
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| visualized the same dataset with 3DJS:

Because 3DJS is interactive, you can “fix” the layout.

8 00 nsimson.ne(/graphs.html " 8 00 ﬂsimson,ne(/graphs,htm[ 2
- C [ [ simson.net/graphé.html 0aY O A = €« C' [ simson.net/graph6.html (] 2O A =
emaiAFE i aii-18
email2-19 email2-6
email3-#nail3-3 email2-0 email2-17 oma SR8I3-19, 5
emallal ~mail2-7 emalla-24 Penainald2 emala o1 §%§||3-1_5
7 . -@majle18, winalld- email3-15 mail2-9 ) email3-29 email3-4
email2- 26 . i13-4 emal email2-5
email2-0 email2-17 email3-22 e 20 email3-6 email3-20
. em - il
email2-9 ) email3-18 als email2-12 email3-22 email3-1
email2-12 email2-5 emaild-1
N 08 email3-14 email2-10 drive2 o4 email3-18 email3-14
email2- emai email
email3-13 . . - email3-13
email2-1 drive3 137 email2-1 email3-8 drive3
) drive2 , emai- s : email3-7
email2-13 email3-0 email3-9 emaile- email3-0 1o
A il3- email2-2 hacker2 emaila-
email2-2 email3-25 iy A . email3-17 11525
; il2-3 il2-15 email3-
email2-3 hacka? i email3-11 email2-, . &M §
) email3-17 email3-26 emai2-16 email3-28 email3-11
i email1-4 email3-28 email3-27 I ema”?"z‘.’la email3-26
emalle245'|24 email; ?4 | ?ilélﬁﬂz3~10 emalemzlg?gn . igj?ﬁs-y
‘email2-hacker1 hackerd
email1-4 drivet
drivel
email1-5
email1-5 email1-9 email1-9
emailt1-7
email1-7 email1-2 email1-1 email1-2
il1- email1-0 ~il1-3 email1-0
email1-1 o J g i e aily email1-6
em  -Email1- )
graph4.html = ¥ Show All graph4.html ~ & ShowAll | x

The only way to save this is printing to PDF and screen capture.
* Doesn’t work well for very complex datasets
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I —
The IP carving “drives” visualization —

A small number of important connections.

Nodes: N\ )

e Hard drives: IN10-0047 EQ] ey

/
\

00:1E:A6:01:9E:3A

e S O

« MAC addresses:

Edges:
« {drive} -> {MAC}
—when {MAC} found on {drive}

Selection:
« {IMAC} : only if on more than on {drive}
o {drive} : only if linked to a selected {MAC}
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Conclusion: Data-driven visualization are an important

growth area for open source forensics.

Specific requirements for forensic visualization:

* Repeatability
« No requirement for manual editing
 Ingests large amount of data

6 MB—g 100%
 PDF o
output
3M —
2M
om 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 18 24 30 36 42 48 54 00 06 12 0%
I {

We need a “vocabulary” of forensic visualizatic
» Histograms w/ CDF overlay.

» Bar graphs
—total vs. distinct. oo TS

W e [ HTTPs [ Port 5222

20,000

—identify outliers with split axis vs. logarithmic

200 .
0 TN T DN | B | || B |

Useful tools:
« matplotlib
 graphiviz
« 3DJS — Requires a browser

The role of browser-based visualization are unclear.
 Lots of good technology, but it may not fit our workflow.
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Backup Slides

Tuesday, November 5, 13



FTK5 (1/4)

'l

@l SocialAnalyzerView

Options » 0| Social Analyzer

£ p—

1 1-; ﬁ R LLJ { ancessdata.cnn: J l aim.con: | | anl.cnn; ‘

S|+ -

V e

Show Reversed Connections e
| Show Connections = a

Preview Connections on Hover

Email Display: | Address =
Bubble Limit: | S000 b

Stats - Level Two f ’ z ] )
comcast.net gmail.com google.com hotmail.com
Total Domains: 6 g 2 1 3
3

Total Emails:

Total Bubblas: 38

Selected Domains:

= Selected Emails: 11 f 3il.
12 e R :
Selected Bubbles: 13
2
Pending Bubbles: 4 °
34

. A E i - .--— # = e,
Domains After Expand: 3 icg.com mail.vresp.com pgp.com swhell.net
Emails After Expand: 1 1 _ 2 i

Bubbles After Expand:

Legend
- Connected multiple times A = e

Post Results Back

Full Screen Capture [ viext.com | ( yahoo.com I
1 1

Customized Screen Capture

A La—
Copyright Access Data 2013
http://www.accessdata.com/products/digital-forensics/ftk

Tuesday, November 5, 13



http://www.accessdata.com/products/digital-forensics/ftk
http://www.accessdata.com/products/digital-forensics/ftk

e
FTK5 (2/4)

n‘ Traffic Detaids - CC1 B0, - Supervisor Marsgen i - |

L0 A0 = Sopererion_hlbnsgern |
| Full Gombpy Capture | [umhirabed Senden Caprd

ot

1
L .
Pt e el | Ll L LT P T R L ke
o Line Veesr @ Sagar TR # log ) Lnew @ Baex O Lne S, Sl H il v T g
r e e e o I T AL R i) e bl
1 |
.y & 1
1 - L _.|.||. am L (e ErT .
F = —a 5 ™
-I

SocialAnalyzer\iew

EI ] 4] i e R T I —— & PR
1 ] Eg
ee 50 0@ se 59 68 G5 08 o B 00 gn 60 00 0O 60 O : % __ | XTI L e

3 " | 1
|‘ 1 T = T T T = T i T | i | e e , I i 1 T i T I"#

Miurishered ofl Mlaih

e N

I T I
= = 5 &8 % 5 & % 2 5 5 g g 5 \ o i 2 g =
B -1 L3 ] P ] -] o L -] L & 1 . . r . . n L. n
re % [ 5 3 E 5 X L3 L -
] X 3 b 3 k- 3 1.- qy s 1.- ke, 3 = - al % i & * ] 5 | V
A o . ) . oy ol i ¥ = 2 - [ * g - o |
u - ra 4 = } - . " ; i . . |

R sl e e e it View

Show Reversed Con
v Show Connections

A Préview Connection

305 100 Lo - P T B, Mg o

Doty Email Display: | Addres

Bubble Limit: 5000

Stats - Level Two
Traer Dattie Total Domains:
Tetat 131 Perioct Aeuas 07 2003 - Dedmmber 0%, 2000

Sexcuah Anabyres Total Emails:
Vighes 4 v Fetwruary 1, 2000, December (4, 5008

Total Bubbles:
Selected Domains:

—I Selt’:ttd E"'ﬁall‘ﬁ:
Copyright Access Data 2013
http://www.accessdata.com/products/digital-forensics/ftk

83

Tuesday, November 5, 13


http://www.accessdata.com/products/digital-forensics/ftk
http://www.accessdata.com/products/digital-forensics/ftk

e
FTK5 (3/4)

STTTTIIT

¢ e pewsnza lewoamema T

July 12, 2001 - October 06, 2001

Legend
. Documents

7] Executable

- Graphics

(] Spreadsheets

El Unknown lypes
[T] Other Known Types
) Archives

Copyright Access Data 2013
‘,7 http://www.accessdata.com/products/digital-forensics/ftk 8 4
\4

Tuesday, November 5, 13



http://www.accessdata.com/products/digital-forensics/ftk
http://www.accessdata.com/products/digital-forensics/ftk

e
FTK5 (4/4)

Aih

40

# h
[ |
e
- -
o - : — | — _____“I -;-___._-._-t!___ —_—— —— e
= 3 E ¥ f

[
1

I'

NG

£

- - - II - |
T iﬁ'“m'”” ﬁ""
— 1 i
il

] nluﬁﬂﬂﬁzﬂfﬁiﬂﬁ

E“’“ﬁﬁi;ﬂ_ﬁﬁ_ﬂﬁmiﬁiﬁmﬂ

ﬂ Fi-m-n;-n-i-_-ln-ﬂ;lﬁ oo
EH

E_'_q:i_]._..._li:l_l.] o o s R

| i | e B | - 0 o] ]

Copyright Access Data 2013
http://www.accessdata.com/products/digital-forensics/ftk

85

Tuesday, November 5, 13


http://www.accessdata.com/products/digital-forensics/ftk
http://www.accessdata.com/products/digital-forensics/ftk

Thanks to Stephen Few

Don’t use pie charts!
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Avoid pie charts.

Pie charts are colorful, but are poor for comparing numeric data

E Company A

® Company B

® Company B Company C
5 Company C % Company D
B Company D % Company A
E Company E " Company E
Company F Company F

Re-ordering a pie chart can influence perception

—"'Save the Pies for Dessert,” Stephen Few, August 2007
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Instead of labeled pie charts, use bar graphs

O Cabernet Sauvignon
O Sangiovese

O Prosecco

O Chardonnay

O Syrah

O Tempranillo

B Pinot Grigio

Total Revenue by Product

0% 5% 10% 15%

20% 25%

Sangiovese [ ——

Pinot Grigio |
Prosecco [
Cabernet Sauvignon _
Chardonnay [
syrah N
Tempranillo _

The bar graph makes direct comparison easy!

30%
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Never use 3D effects — they distort relationships.

(The distortion changes with different 3D projections.)

25:25:25:25

Evidence Break Out By Geography / ¥

Same data,
different projection
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There’s a lot of work in visualizations

— but few translate to open source software.

In most of the academic world, success is a publication.

| £/ [VIS-SENSE] BGP Event Visualizer

Suspicious BGP Events
D Date Prefix as L : s _ . i A N " & 3
1474/2011-08-24 09:11:30 [201.251,1.0/24 -
1475/2011-08-24 09:11:30 |201.251,145.0/24
1476|2011-08-24 09: 11:30 [200,43.255.0/24
1477/2011-08-24 09:11:30 [190.136.2.0/24
1478]2011-08-24 09: 11:30 [190,226.35.0/24
1473|2011-08-24 09: 11:30 |190.136.0.0/24

1480/2011-08-24 30 [190.136.1.0/24
1481/2011-08-24 30 |201.251.162.0/24
1482|2011-08-24 09:11:30 |201,252,255.0/24
1483|2011-08-2409:11:30 |201.251.163.0/24
1434(2011-08-24 30 [201.252.227.0/24
1485/2011-08-24 02 [94.43.234.0/24

1486‘2011-05-2409: 02 |94.43.91.0/24
1487|2011-08-24 09:15:03 [202.92.235.0/24

5 2011-08-24 09:15:33 83.223.224.0/20
1435(2011-08-24 09: 15:33 92, 114.90.0/24
1490(2011-08-2409:15:33 |92, 114.88.0/24
1451[2011-08-2409:17:35 |2.93. 163.0/24
1492(2011-08-24 09:18:05 |124. 16.248.0/22
1493[2011-08-24 09: 18:05 | 180.86.56.0/24
1434(2011-08-24 09: 19:36 |81, 181.20.0/24
1495|2011-08-24 09:19:36 |212.80.26.0/23
1496[2011-08-24 07 [213.16.48.0/24
1497/2011-08-24 38 |190.220.136.0/21
1498(2011-08-2409:22:38 | 200,59, 160.0/24
1435(2011-08-24 09:22:38 |200,80.205.0/24
1500/2011-08-24 40 |203.26.77.0/24
1501[2011-08-24 42 |196.32.224.0/24
1502|2011-08-24 09:27:44 |190. 103.250.0/24
1503[2011-08-2409:27:4% 190, 103.238.0/24
1504[2011-08-24 09:27:4% | 150, 185, 145.0/24
1505|2011-08-24 09:27:44 |190. 103.245.0/24

44
7
7
7
17
7
45
49

1506|2011-08-24 09: 190.103.239.0/24
1507|2011-08-24 09: 66.170.44.0/22
1508|2011-08-24 09: 66.249.232.0/22
1509|2011-08-24 09: 66.249.228.0/22
1510(2011-08-24 09:30: 17 |212.16.69.0/24
15112011-08-24 97.107.48.0/20
1512|2011-08-24 91.212.106.0/24
1513[2011-08-2409: 92.38.210.0/23
1514[2011-08-24 03:31:43 |35, 163.64.0/19
1515[2011-08-24 09:31:49 (95,163.96.0/19
1515|2011-08-24 49 |95.163.0.0/19
1517|2011-08-24 45 |178.170.234.0/23
1518[2011-08-24 09:31:49 [89.208.136.0/21
1519(2011-08-24 09:31:49 |89.208.144.0/20
1520(2011-08-24 09:31:49 [89,208.32.0/19
1521/2011-08-24 09:31:49 |79.137.208.0/20
1522|2011-08-24 09:31:49 |79.137.224.0/20
1523(2011-08-24 09:31:49 |79.137.160.0/19
15242011-08-24 09:31:49 79,137 128.0/2.

Pasiaruund Terms of sz @ Oy

b eonElbui, C0-8 r-ag

2011-08-24 08:00:02 Prefix: 83,223,224.0/19
15469-CH 15576-CH 6772-CH (3356-US) (1299-EU) 12182-US 31733-RU

2011-08-24 09:15:33 Prefix: 83.223.224.0/20
15469-CH (3002-GB) (S002-GB) (9002-GB) (3002-GB) (002-GB) (6854-RU) (6854-RU) (6854-RU) (6854-RU) 42632-RU 48347-UA 43655-RU 31733-RU

1,093 26,731 Raw BGP Datz | Event Details | Settings

Color Scale for Feature Scores

Fig. 5: BGP-Event-Visualization: The pixel visualization on the left acts as an overview to be able to focus on
interesting events (e.g., AS31733 with a high Z-Score). The graph visualization with an underlying geographic map
reveals details about the selected route. Grey paths are obsolete, red paths are new routings.

“Visual Analytics for BGP Monitoring and Prefix Hijacking Identification”

Fabian Fischer @ University of Konstanz
— http://www.vis.uni-konstanz.de/en/members/fischer/

To sustain forensic visualizations, they must be built into open source
software that is used and maintained.
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