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Introduction 

●  Contact info: 
 

 thudak@korelogic.com 
 http://blog.korelogic.com 
 http://securityshoggoth.blogspot.com 
 @secshoggoth 

 

●  15 years in Information Security 

●  Lead malware analyst/reverse engineer for KoreLogic 

●  Teach malware analysis courses 

●  Just a big ol' nerd that loves what he does. 



Malware Analysis Process 

 Obtain the 
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Reporting 



Static Analysis examines malware 
characteristics. 

●  Finds clues as to what the 
malware does 

●  Can find: 
●  Who created it? 
●  What it does? 
●  Any exploits within it? 
●  Is this old/new? 
●  … 

●  Variety of techniques available 

 File Type 
ID 

 Hashing 

PE Header 
Analysis 

Embedded 
Strings 

Unpack 
Malware 



Automating Malware Analysis 

●  Faster, less prone to mistakes 
●  Most frameworks focus on dynamic analysis 

●  Hardest to do, get the most info out of 
●  Some static analysis, but not a lot 

There is nothing that fully  
automates static analysis! 



Automation Issues 

Automation scripts must be modified for every file type. 

Some static analysis techniques are universal. 
Some are not. 

#!/bin/bash 
 
# set up globals 
PECHECK=/usr/local/bin/pecheck.py 
PEID=/usr/local/etc/UserDB.TXT 
TRID=/usr/local/bin/trid 
TRIDDEFS=/usr/local/etc/TrIDDefs.TRD 
STRINGS=/usr/local/bin/mystrings 
SINGLESTR=/usr/local/bin/singleString.py 



Using tools for file-type detection. 

UNIX file command is most common... 

… but not everything is detected correctly. 

Corkamix -  
http://code.google.com/p/corkami/downloads/detail?name=CorkaMIX.zip 

A single file that is a valid: 
●  PDF 
●  PE Executable 

How do you handle: 
 A single type used for multiple formats? 
 Files contained within other files? 
 Files that are multiple types? 

●  Java Jar / Python Script 

●  HTML (w JavaScript) 



MASTIFF 

●  Automatically determines the file type. 

●  Applies only techniques for those file types. 

●  Open-source 

●  http://sourceforge.net/projects/mastiff 
●  Written in Python 

●  Extensible using plug-ins 

Framework that automates the 
 static analysis process. 



Plug-ins 

In order to be easily expandable, MASTIFF 
 utilizes plug-ins for file-type detection 

 and static analysis techniques. 

Category 
Plug-ins 

Analysis 
Plug-ins 

Implemented using Yapsy (http://yapsy.sourceforge.net/). 



Category Plug-ins 

●  Determine the type of file that is being 
examined 

●  Group analysis plug-ins into file type categories 

Current category plug-ins: 
•  Windows Executables 
•  PDF Documents 
•  Office Documents 
•  Zip Archives 
•  ”Generic”	  



Category Plug-in Architecture 

mastiff.category.MastiffPlugin 

Office EXE Generic PDF Zip 

OfficeX* APK* JAR* Word* Excel* 



Analysis Plug-ins 

●  Associated with a specific file type 

●  Will only run if that type of file is being examined 

●  Handles its own output (text file or DB) 

●  Two types: 

●  Technique implemented within the Python code 
●  Calls a 3rd party program that performs analysis 

Code that implements static analysis techniques. 



MASTIFF Process 
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Available Analysis Plug-ins (1) 

Generic	  Plug-‐ins	  

File	  Info	   Obtains	  file	  informa2on	  (name,	  size)	  and	  stored	  in	  database.	  

Fuzzy	  Hashing	   Generates	  fuzzy	  hash	  and	  compares	  to	  other	  known	  fuzzy	  hashes.	  

Embedded	  Strings	   Obtains	  ASCII	  and	  UNICODE	  embedded	  strings.	  

VirusTotal	   Checks	  file	  hash	  against	  VirusTotal.	  

Yara	   Runs	  Yara	  signatures	  against	  file.	  

Windows	  EXE	  Plug-‐ins	  

PE	  Info	   Dumps	  informa2on	  found	  in	  the	  PE	  header.	  

Resources	   Obtains	  informa2on	  on	  and	  extracts	  resources.	  

Digital	  Signature	   Extracts	  PE	  digital	  signature.	  

Single-‐byte	  Strings	   Obtains	  and	  single-‐byte	  strings.	  



Available Analysis Plug-ins (2) 

PDF	  Plug-‐ins	  

pdfid	   Runs	  Didier	  Steven’s	  pdfid.py	  on	  document.	  

pdf-‐parser	   Uncompresses	  document	  and	  finds	  interes2ng	  objects	  using	  Didier	  
Steven’s	  pdf-‐parser.py.	  

PDF	  Metadata	   Extracts	  metadata	  from	  document.	  

MS	  Office	  Plug-‐ins	  

Office	  Metadata	   Extracts	  metadata	  from	  document.	  

pyOLEScanner	   Runs	  Evilcry’s	  pyOLEScanner.py	  on	  the	  document.	  

Zip	  Archive	  Plug-‐ins	  

ZipInfo	   Extracts	  zip	  metadata	  and	  document	  informa2on.	  

ZipExtract	   Extracts	  zip	  archive	  contents.	  



Running MASTIFF – mas.py 

Sets up the framework and runs the analysis. 

mas.py -c CONFIG_FILE [FILE|DIR] 



Configuration File 

Windows INI-formatted config file that sets options. 

Options can be over-ridden at the CLI with the -o option. 



Development Information 

●  Plug-in templates 
available for all 
plug-in types 

●  APIs available for 
all tasks within 
framework 

●  Coding standards 
and information in 
project 
documentation 



Future Enhancements 

●  More category plug-ins (APK, JAR, OfficeX) 
●  More analysis plug-ins 
●  Tagging 
●  Output plug-ins 
●  Windows/OSX compatibility 



Community Involvement 

http://sourceforge.net/projects/mastiff 

mastiff-project@korelogic.com 

MASTIFF was made to be extended. 
 

Send me your category or analysis plug-ins. 
 

Can't code? Let me know what you want to see. 





Thank you! 
Questions? 

Tyler Hudak 
thudak@korelogic.com 
@secshoggoth 

http://sourceforge.net/projects/mastiff 

mastiff-project@korelogic.com 


