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Have you heard about Autopsy?

Autopsy”

OPEN | EXTENSIBLE | FAST

* An open source desktop digital forensics tool,
built on top of the SleuthKit
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Step 1: Add a data source

M Add Data Source

Steps Enter Data Source Information wizard (Step 1 of 3)
1. Enter Data Source
Information
2. Configure Ingest Modules
3.  Add Data Source

Select source type to add: llmage File vj

Browse for an image file:

Please select the input imezone: :{EM‘I’—E:UU} AmericaMew_Yark -

[] Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)

Press 'Mext' to analyze the input data, extract volume and file system data, and populate a local database.

Browse

Cancel

ack Mext = Einish

Help
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Step 2: Analyze it with ingest modules

M Add Data Source Iﬁ

Steps Configure Ingest Modules wizard (Step 2 of 3)

1.  Enter Data Source Information . ’ )
2. Configure Ingest Modules Configure the ingest modules you would like to run on this data source.,

3. Add Data Source

Recent Activity

elect keyword lis enable during ingest:
Hash Lookup Select keyword lists to enable during ingest
File Type Identification

Phone Mumb
Archive Extractor L= s

13

Exif Parser [aiby Af:ldresses |E |
A =

Email Parser LI

Extension Mismatch Detector

E01 Verifier Scripts enabled for string extraction from unknown file types:

Android Analyzer

Interesting Files Identifier Latin - Basic

PhotoRec Carver Encodings: UTF3, UTF 16

Process Unallocated Space Performs file indexing and periodic sear. ..
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II"..
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Step 3: Review the analysis results

.
M oxe-

Autopsy 3.1.0

BT

Eile ¥iew Tools Window Help

,@
=]

-l Allusers (9)
1 Application Data (5)
Desktop (5)
Documents (5)

b My Music (8)
L\ My Pictures (4)
i)l sample Pictures (3)
L My Videos (3)
| DRM (4)
Favorites (2)
| StartMenu (7)
. Templates (2)

1 Default User (98)
~[ John (17)
'\ LocalService ()

L

Y

T-5-EE

HEEE

1l Networkservice (8)
UL Peter (17)

Program Files (22)

| System Volume Information (5)
Ul WINDOWS (115)

vol3 (Unallocated: 8193150-10485215)
& chem.dd

Views

Results

B Extracted content

Devices Attached (15)

EXIF Metadata (66)

Extension Mismatch Detected (253)
Installed Programs (53)

Operating System Information (7)
Raw Tool Output (47)

Recent Documents (144)

Web Bookmarks (1017)

Web Cookies (11310)

Web Downloads (468)

Web History (26004)

- Web Search (5075)

A Keyword Hits

X Single Literal Keyword Search {0)

. Single Regular Expression Search (0)
A notable_keywords (224)

HEEs

m

Thumbs.db
Thumbs. db:encryptable

2012-01-20 18:19:25 E5T
2012-01-20 18:19:25 E5T
2001-08-23 08:00:00 EOT

Wiater llies.jpg

Winter.jog

2001-05-23 08:00:00 EDT

2012-01-20 18:19:25 EST
2012-01-20 18:19:25 E3T
2012-01-20 17:20:10 EST
2012-01-20 17:20:10 EST

2012-01-20 186:19:25 E5T
2012-01-20 13 19:25E3T
2012-03-10 19:23:39 E5T
2012-03-10 19:23:39 E5T

2012-01-20 18:19:25 EST
2012-01-20 18:19:25 E5T
2012-01-20 17:20: 10 EST
2012-01-20 17:20: 10 EST

7680

)
83794
105542

Allocaked
Allocated
Allocated
Allocaked

41

T

Allocabed
Allocated
Allocated
Allocabed

Frexrxrx

Fr-RF-Xr

FEVET R

PPV

@ Close Case 5 Add Data Source i Generate Repart | A @ - Keyword Lists | Qi Keyword Sesrch
7T Directory Listing EREE
img_xp-sp3-4.001fvol_vol2/Documents and Settings/All Users/Documents/My Pictures/Sample Pictures 9 Resulty
=& Data Sources -
Il xpsp3v4.001
volt (Unallocated: 0-62) Name Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) Mode UserlD  GrouplD Meta Addr.  Atty
vol2 (NTFS / exFAT (0x07): 63-8183143) ! [current folder] 2012-01-20 18:19:25EST  2012-01-20 18:19:25EST  2012-03-10 14:44:59 ST 2012-01-20 17:20: 10EST 56 Allacated  Allocated [ i} 6575 194
-i‘ $Extend (T’ 1! [parent folder] 2012-01-20 17:20:10EST  2012-01-20 17:200 10 EST  2012-03-10 14:44:59 EST 20120120 17:19:56 EST 368 Alocsted  Allocsted  dwconcei 0 5323 144
| $OrphanFiles (0
) En:\‘n: © o Blue hill.jpg 2001-08-23 02:00:00 EDT  2012-01-20 17:20:10 EST  2012-03-10 19:23:39EST  2012-01-20 17:20: 10 EST Allocated  Allocated  rrixrnrin: 0 6576 125
[} Documents and Settings (5) 1| desktop.ini 2012-01-20 17:20:18 EST  2012-01-20 17:20:18 EST  2012-05-18 1406:50EDT  2012-01-20 17:20: 18 EST Alocsted  Allocated  prexeexrex 0 6374

D:onioco:

1451 125

6578 128-

R
0
)
0
0

6579 128-

| Hex | strings | Metadata | Resuits | Text| Media
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Ingest modules can...

Access every byte of the data source

— Data source file

— Files in the data source courtesy of SleuthKit and
other modules (archive extractors, carvers)

Read and write the case database

Use the blackboard to examine results of other
modules and post results for other modules to
see

Submit files they discover (i.e., extracted, carved)
for analysis

So how do | write one?

OOOOOOOOOO



) Autopsy-Core - Netl
File Edit View Navigate Source Refactor Run Debug Profile Team Iools Window Help

With...Java?

T | -

[Q- search (cal+p)

s

e CTEIBR-G-OD00OEREHIESS

i

CEE

Projects % Files | Services | Debugging | avz) [ ] PhotoRecC actory.java | Java L dule.java
@] org.sleuthidt. autopsy.menuactons Hsory |[@ @805 5E| PSR -
B org.sleuthkit.autopsy.modules. android 83 L * ginheritDoc -m
org.sleuthkit. autopsy.modules. 20 Lverify 84 # -
org.sleuthkit. autopsy.modules. exif @Override
] leuthlit.zuto dul h public ProcessResult process (RbstractFile file) {
org.sleuthkit. autopsy.modules. filetypeid /1 e if the file bel de:
arg.sleuthiit.autopsy.moduies. hashdatabase 88 List<FilesSet> filesSets = FilesIdentifierIngestModule.interestingFileSstsByJob.get (this.context.getJobId()};
B org.sleuthkit.autopsy.modules.i0S 89 for (FilesSet filesSet : filesSets) {
B org.sleuthiit. autopsy.modul 30 String ruleSatisfied = filesSer.filelsMemberOf(file):
Bundle praperties 91 if (ruleSatisfied != null) {
Bundle_ja.properties az try {
FiesldentifierIngestiobSettings. java 93 st 1fact to
FiesldentifieringestiobSettingsPanel java 91 // blackboard.
FilesldentifieringestModule. java a5 String moduleName = InterestingItemsIngestModuleFactory.getModuleName () ;
FiesSet java 96 BlackboardArtifact artifact = file.newArtifact (BlackboardArtifact.ARTIFACT TYFE.TSK INTERESTING FILE HIT):
FilesSetPanel java 97
FilesSetRulePanel.java 98 // Bdd a set name to ¢ faet. s adds a
InterestingltemDefsManager java EE] fair amount of data to the attributes table
InterestingltemDefsOptionsPanelController java 100 in artifact id), but d
InterestngltemDefsPanel java 101 / t
InterestingltemsingestModuleFactory. java 102 / set hit artifact.
org.sleuthkit.autopsy.modules. photoreccarver 103 BlackboardAttribute setNamsAttribute = new BlackboardAttribute (BlackboardAttribute.ATTRIBUTE TYPE.TSK SET NAME.getTypeID(), moduleName,
org.sleuthkit. autopsy.modules. sevenzip 104 artifact.addAttribute (setNameAttribute) ;
B org.sleuthkit. autopsy.python 105
org.sleuthiit.autopsy.report 106 >:
org.sleuthkit autopsy.report.images 107 // interesting es set membe. p e that 3 satis d.
s st - 108 BlackboardAttribute ruleNameAttribute = new BlackboardAttribute (BlackboardAttribute.ATTRIBUTE TYPE.TSX CATEGORY.getTypeID(), moduleName
Havigator ﬂ‘ 109 artifact.addAttribute (ruleNameAttribute);
Members v”<Empty> 110
Y il 111 } cateh (TskCoreException ex) {
=N IngestlobSettings settings) 112 FilesIdentifierIngestModule.logger.log (Level.SEVERE, g to the blackboard”, ex):
@ process(AbstractFile file) : ProcessResult 113 }
@ shutbowny L i
- @ startUp{ingestiohContext context) 115 H
&5 context : IngestiobContext 116 return ProcessResult.OF;
& interestingFileSetsBylob : Map<Long, List<FiesSet>> LY i
~&f] logger : Logger 11e
&) refCounter : IngestModuleReferenceCounter 119 T
& settings : FilesldentifierlngestlobSettings 120 * @inheritDoe
-8 sharedresourcesLock : Object. 121 =/
122 @Override -
4 m +
Elnd:‘LEval.S vH Rl previous 5 Next ‘ﬂ% e 2matches %
> ®
Search Resulis | Usages & |Output | Breakpoints | =
Usages of getingestiobSnapshot 8 | Usages of getiobSnapshots 5 |
) | | QUsages of Ingestiob.getlobSnapshots [1 ocaurence]
(- Autopsy-Core
4 IngestProgressSnapshotPanel.java
& L] ©  170: jobSnapshots = Ingestlob. getlobsnapshots();
»
L]
=1
- [
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Works for me...does it work for you?

* Are you a professional software developer?
* Do you know Java or have time to learn it?

* Are you prepared to package and distribute
your Autopsy plugins as NetBeans modules?

OOOOOOOOOO



The people want Python!

* Python is already familiar to many working in the
digital forensics domain and lots of Python scripts

are available for reuse

e Jython could be used as a code bridge between

Java and Python to support:

— A simple development environment, all you would
need is a text editor

— Faster development: change code and rerun without
shutting down Autopsy

— Easier module installation

* You got it!

OOOOOOOOOO



Getting started: one simple decision

 What kind of ingest module do you want to
make?

— Data source level module if you want to analyze
the data source file or a subset of files in the data
source

— File level module if you want to analyze many or
all files in the data source

OOOOOOOOOO



Finishing up: two things to do

* Write a few lines of script for an ingest module
factory to make instances of your module for
Autopsy

* Write as much script as you want inside your
module to do your custom analysis

OOOOOOOOOO



Ingest module factory skeleton

-lclass SampledythonIngestModnleFactory (IngestModuleFactoryhdapter) :

- def

- def

- def

E| def

12

- def i

getModuleDisplayName {self) :
return "Samp e

getModuleDescription{self) :

retorn "4 sample Jython ingest module™

getModuleVerzionNumber {self) :
retorn "1.0"
izFilelngestModuleFactory{=self):

return Troe

createFilelIngestModule (self, ingestOptions):

return SampledythonFileIngestModule ()

© Basis Technology, 2014

BASIS

TECHNOLOGY



Data Source ingest module skeleton

|elass DataSourceIngestModnleSkeleton (DataSourcelngestModule) :

] def =tartip(=self, context):
pass

] def proces=z(=2elf, dataSource, progre=ssbar):

return IngestModule.ProcessResult.OK;

13 © Basis Technology, 2014 B A S I S



File Ingest Module Skeleton

cla=s=s FilelngestModnleSkeleton(FilelngestModule) :

def =ztartlUp(=self, context):
pass

def procezz(=zelf, file):

retorn IngestModule.ProcessEResult.CEK;

def =zhutDown{=elf):
pPass

14 © Basis Technology, 2014 B A S I S
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Let’s make an ingest module!

 We'll make it simple, let’s find all files with

“ebola” in the name and post them to the
blackboard

* We only want some of the files, so we want to
make a data source ingest module (or do we?)

OOOOOOOOOO



Ebola Finder module factory

lelas=s EbolaFileFinderFactory (IngestModuleFactoryhdapter) :

16

def

def

def

def

def

getModuleDisplayName (self) :
retorn "Ebola File Finder"™

getModulelDezcription(self) :
retorn "Find=s file=s that have

getModuleVersionNumber {(self) :

-
Tl

retuorn ".1.

izDatadSourcelngestModuleFactory (=self) :

return Troe

retuorn EbolaFileFinder()

© Basis Technology, 2014
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How about this?

def process(=zelf, databSource, progreszsBar):

# Get the file manager service
autopsyCase = Case.getCurrentCase ()
g2lenthkitCase = autopsyCase.getSleuthkitCazse ()

gervices = Services(sleuthkitlCase)

fileManager = services.getFileManager(()

# Get files with "ghgla™ in name and post them to the blackboard.
files = fileManager.findFile={dataSource, "iImalariax™)

for file in files:
art = file.newhrtifact /|
BlackboardaArtifact .ARTIFACT TYPE.TSE INTERESTING FILE HIT)
att = Blackboardittribute (

"Ehola File Finder® "Elhnla Fi =-_3“].

LPE L N L LA L L olude 1 LI L B L A3

art.addattribute (att)

return IngestHModule.ProceszzResult.OE;

17 © Basis Technology, 2014 B A S I S
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Better!

def procez=z(=zelf, file):
# If the file name has "ghgla™ in it, post it to the blackboard.
if file.getMHame () .find("ghola™) 1= -1:
art = file.newhArtifact|(
BlackboardArtifact .ARTIFACT TYPE.TSKE INTERESTING FILE HIT)
att = Blackboardattribute|(
BlackboardaAttribute .ATTRIBUTE TYPE.TS5K S5ET HAME.getTypelID(),
"Ebola File Finder™, "Text F;Ees“} - -
art.addaAttribute (att)

return IngestModule.ProcessResult.CK

18 © Basis Technology, 2014 B A S I
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Ebola Finder file module factory

|class EbolaFileFinderFactory (IngestModuleFactoryvhdapter) :

] def getModuleDizplavName (self):

TR} 1 |7}

retorn "Ebola File Findexr®

] def getModuleDezscription{self):

retorn "Finds files that have 'ghola' in the file name."

] def getModuleVerszionNumber{self):

-

retaorn "1 . 0"

] def iszFilelngestModuleFactory({self):
return True

] def createFilelngestHModule (=elf, ingestOptions):
return EbolaFileFinder ()

19 © Basis Technology, 2014 B A S I S
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20

Tools -> Python Plugins

. XP - Autopsy 3.1.0

[l pRM (4)

- Ll sample Pictures (3)
e[ L) My videos (3)

© Basis Technology, 2014
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File View |Tools| Window Help
. ] Clos Generate Report Generate Report
Tirneline
(. Directory Li
o B D File Search by Attributes fima_xp-sp3
T Table
=8" Plugins —Iﬂ
M
Python Plugins -ame
=h 8193149) 4 [eurre
Options :U [parer
T SJrpnanies 0] _ .
i gUnalloc (1) B hi
£l [)! Documents and Settings (8) i/ deskte
=)} All Users (g) Sunse’
[t :La Application Data (5) Thumk
«+| |} Desktop (3) Tk
=)} Documents (5) .
G- |4 My Music (5) Water
B[ J) My Pictures (4) Winter
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M XP - Autopsy 3.1.0

Drop!

File View Tools Window Help

) Close Case I:E:I Add Data Source | [J, Generate Report

‘_ 2

Directory Listing

£ Data Sources

=+ 2l xp-sp3-v4.001
- ----- = voll {Unallocated: 0-62)

~[1} $Extend (5)

H,U £0rphanFiles (0}

-3 $Unalloc (1)

= ,U Documents and Settings (&)
= ,LE All Users (3)

it [ Application Data (6)
- [J} Desktop (5)

=8 ,U Documents (&)

- ,U My Music (&)
E! ,U My Pictures (4)

,U My Videos (3)
SO
-;U Favorites (2)
1!' Start Menu (7)
1!' Templates (2)
Default User (98)
John (17)

o
o
- ,L_!| LocalService (8)
o
o

frm)
=

MetworkService (8)
Peter (17)
| Proaram Files (22

o o OO o OO e OO o OO e

21

,L!l Sample Pictures (5*

Bl vol2 (NTFS | exFAT (0x07): 63-8193149)

fimg_xp-sp3-v4.001/val_vol2/Documents and Settings/all Users /Documents My Pictures/Sample Pic
Table | Thumbnai

Mame

Modified Time

Ll!' [current folder] 2012-01-20 18:19:25 EST  2012-01-20 1819025 EST  Z012-

Change Time Acce

-

— —

'\_J'\_;*’ |_|. » Computer » O5(C:) » autopsy » build » testuserdir » python_modules »

Organize « Include in library - Share with -

Y Favorites Mame Date modified Type Size
Bl Desktop 1 MySnazzyModule 10/29/2014 12:07 ...  File folder
& Downloads

"5l Recent Places

= Libraries
@ Documents

J' Music

[ Pictures

B videos

18 Computer
il 05 (C)
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Resources: SleuthKit Wiki

e http://www.sleuthkit.org/autopsy/docs/api-
docs/3.1/mod dev py page.html

e http://www.sleuthkit.org/autopsy/docs/api-
docs/3.1/platform page.html

e http://www.sleuthkit.org/autopsy/docs/api-
docs/3.1/mod ingest page.html

e http://www.sleuthkit.org/autopsy/docs/api-
docs/3.1/mod report page.html

22 © Basis Technology, 2014 B A S I S
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http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_dev_py_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_dev_py_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_dev_py_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_dev_py_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/platform_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/platform_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/platform_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/platform_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/platform_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_ingest_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_ingest_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_ingest_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_ingest_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_report_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_report_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_report_page.html
http://www.sleuthkit.org/autopsy/docs/api-docs/3.1/mod_report_page.html

Resources: Sample in source

‘ (Sl autopsy\ Corel\srchorg\sleuthkit\autops

b Include in hibrary - Share with - MNew folder
Ites Mame

ktop | Bundle.properties

vnloads 4 ingestmodule.py

23 © Basis Technology, 2014 B A S | S
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Getting file bytes

¥ Read the contents of the file.
inputStream = ReadContentInputStream({file)
buffer = jarray.zerozs(l024, "EB")
len = inputStream.read(buffer)
while (len I= -1).:

len = inputStream.read(buffer)

24 © Basis Technology, 2014 B A S I S
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The End (Questions?)

25
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