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What is Autopsy?

* Open source digital forensics platform.

* Has been designed for:
 Faseofuse
 Fastresults

« Extensibility (many plug-in frameworks)
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Main Interface

BASIS

TECHNOLOGY

@‘ Close Case Add Data Source

=

=@ Data Sources

@J ¥p-sp3-v3.001

E|1 small2.img

Eiljj LogicalFileSet1 (1)
i1l zombies (5)

[+ = Views
Results
E Extracted Content
----- Devices Attached (3)
..... @ EXIF Metadata (18)
----- ‘=" Extension Mismatch Detected (26)
----- % Installed Programs {23)
..... = Operating System Information (2)

0
"l

i

..... ¥ Operating System User Account {21)
----- & Recent Documents (25)

----- # Web Bookmarks (58)

----- @ Web Cookies (637)

----- Web Downloads (25)

----- = Web History (2612)

----- &P Web Search (130)

Keyword Hits

E\--- . Single Literal Keyword Search (0)

s

J
1

E\ . Single Regular Expression Search (0)
: li\--- . Email Addresses (1735)

i %  Hashset Hits

Ek- ~| E-Mail Messages

B 2~ Interesting Items
+-[@ Tags

Generate Report %

Directory Listing ‘

A > - Keyword Lists

QO Keyword Search

* O

LogicalFileSet1/zombies
Table | Thumbnail

MName

d2z9afumccmcatffe2zi,jpg

[0 [T

walking-dead-zombie.jpg

-
i
-t

walkingdead_ap.jpa

b (W

=

-

zombie-apocalypse.jpg

i

Location

ILogicalFileSet1zombies/d2z9afumccmcatffezzi. jpg
fLogicalFileSet1fzombieswalking-dead-zombie. jpg
fLogicalFileSet1fzombies walkingdead_ap.jpg

fLogicalFileSet1fzombies/zombie-apocalypse, jpg

Modified Time

B 1365273819-zombies-invade-brussels-streets [LogicalFileSet 1 fzombies| 1 36527381 9-zombies-invade-brussels-street, ., 0000-00-00 00:00:00

0000-00-00 00:00:00 [ 0000-00-00 00:00:00

QO00-00-00 000000

5 Results

Change Time

Strings | File Metadata | Results

Indexed Text | Media




Why Should You Care?

* Has the features you need (and more).

* Will reduce your licensing costs.

 Will reduce errors because:
* |[tiseasytouse
« Can automate your investigations

* Has commercial support and development backing.
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Summary of Past Year

e 3 Releases.

e Version 4.0 released next week.

e New Features:
e Multi-user cases
« New modules

» [Lotsof improvements to existing features.

#OSDFCon 5



Autopsy Tour

With Highlights of New Features
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New Case Wizard BASIS

M New Case Information ﬂ

Steps Case Info

1. Case Info
2. Additional Information

Enter New Case Information:

Case Mame: |

Base Directory: |R:} Browse
Case Type: () Single-user (@) Multi-user

Case data will be stored in the following directory:

< Back Mext = Finish Cancel Help
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New Case Wizard: What’s New

Enter New Case Information:

Case Mame: |

Base Directory: |R.:) Browse

Case Type: () Single-user (@) Multi-user

Case data will be stored in the following directory:

#OSDFCon 8



Multi-User Cases

* Analyze large cases faster by enabling collaboration.
* Multiple users can work on the same case at the same time.
o Real-time updates from each user.

o Allinfrastructure software is free and open source:
» Database server: PostgreSQL

o Textindex server: Apache Solr
 Messaging server: ActiveMQ

e See Richard’s talk after lunch for more details.
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Add Data Source Wizard BASIS

N

Add Data Source

Enter Data Source Information wizard (Step 1 of 3)

Steps

1. Enter Data Source
Information

2. Configure Ingest Modules

3. Add Data Source

Select source type to add: | Image File W

Browse for an image file:

Browse

Z:\wmware-share\jmgs\autolLogical Files

Please select the input timezone: | (GMT-5:00) America/Mew _York W

[ ] Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)

10
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Data Source Support

* The Sleuth Kit is used to support all common file systems:
« NTFS, FAT, ExXFAT, HFS+, Ext2/Ext3/Ext4, etc.
» Covers common computers and smart phones

e Can also analyze:
e | ocaldrives (USB attached)
e |ocalfiles

* \What's New: Bug fixes to underlying code in The Sleuth Kit
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Configure Ingest Modules BASIS

TECHNOLOGY

Configure Ingest Modules wizard (Step 2 of 3)

Configure the ingest modules you would like to run on this data source.

Recent Activity
e irre——
File Type Identification MSRLFile. tct-md5s
Embedded File Extractor
Exif Parser
Keyword Search
Email Parser Select known BAD hash databases to use:
Exten;v.lgn Mismatch Detector notable_hash_db
E01 Verifier
Android Analyzer
Interesting Files Identifier
PhotoRec Carver Calculate MD5 even if no hash database is selected
C4P Hash Lookup
[os] Rin_and B rnnd File Finder v
Select All Deselect All Identifies known and notable files using... Advanced
Process Unallocated Space
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Standard Features

4[4[ ] [€] 4] [a] [« [€][€][&][<] [«

Fecent Activity . .
s Recent Activity

File Type Identification : .
e « \Web artifacts from Firefox.

Exif Parser Chrome, and IE.
Keyword Search

Email Parser * Registry analysis using
Extension Mismatch Detector :

E01 Verifier regripper.
Android Analyzer

Interesting Files Identifier

PhotoRec Carver

C4P Hash Lookup

Big and Round File Finder
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Standard Features

o
v
v
W
W
v
v
e
W
W
v
v
o

D ﬁ."ﬂl“n+ A -"Hl..li'*\_l

Hash Lookup Hash Lookup

e Type TaETCation

Embedded File Extractor - F dgsS known and known bad
Exif Parser files

Keyword Search

Email Parser ¢ SU pports:

Extension Mismatch Detector

E01 Verifier * NISTNSRL

Android Analyzer e ENnCaseformat

Interesting Files Identifier .

PhotoRec Carver ° AUtOpSy SQthe

C4P Hash Lookup * Project Vic (with add-on)

Big and Round File Finder
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Standard Features

¢ [e][a]4][€] 6 [ ] [4] €] [« [4][] 4

Recent Activity

File Type |dentification

o —————— * Detects files based on
Exif Parser S]gnatures

Keyword Search

Email Parser * New: Supports user &
Extension Mismatch Detector : :

£01 Verifier specified signatures.

Android Analyzer « Canraise alerts when they
Interesting Files Identifier are found

PhotoRec Carver '

C4P Hash Lookup

Big and Round File Finder
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Standard Features

¢ [e][a]4] €] [a [ 4] 4] 4] [ [ 4]

Fecent Activity — .
Eh e Embedded File Extractor
* Opens ZIP.RAR and many
A other archive files.
Keyword Search .
Email Parser  New: Extracts images from

Extension Mismatch Detector ]C ﬁ d ¢
E01 Verifier OTTICEe documents.
Android Analyzer

Interesting Files Identifier
PhotoRec Carver
C4P Hash Lookup
Big and Round File Finder

#0OSDFCon
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Standard Features

o Recent Activity .

7| Hash Lookup Exif Parser

o File Type Identification —. : .

— .  Finds JPEG images with
v - XIT.

n | — . ° °
¥|  Email Parser  Extractsdevice information,
o Extension Mismatch Detector :

= ED1 Verifier dates, and Geo-location.
o Android Analyzer

v Interesting Files Identifier

o PhotoRec Carver

o C4P Hash Lookup

W Big and Round File Finder
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Standard Features

Recent Activity
Hash Lookup KGYWO rd Search

File Type Identification :
Embedded File Extractor * Indexed search usin g Solr.

e =

* Performs periodic searches.

Keyword Search
Emall Farser

Extension Mismatch Detector ° SUDDOI’tS terms and rGgU|aF

E01 Verifier expressions.
Android Analyzer

Interesting Files Identifier

PhotoRec Carver

C4P Hash Lookup

Big and Round File Finder

4[4[ ] [€][&][e [« [4] €] &[4[
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Standard Features

A ENERENEY ENEN I EN DN ENENENJES

Recent Activity ]

Hash Lookup Email Parser

File Type Identification

Embedded File Extractor ¢ SU PPO rts MBOX and PST.

Exif Parser

Extension Mismatch

Email Parser
Extension Mismatch Detector
E01 Verifier EO1 Verifier
Android Analyzer
Interesting Files Identifier
PhotoRec Carver

C4P Hash Lookup

Big and Round File Finder

« Users can specify rules
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Standard Features

Recent Activity _
Hash Lookup Android Ana Iyzer

File Type Identification
Embedded File Extractor « SMS, Call logs, Contacts

Exif Parser
Keyword Search

Email Parser e \Words \With Friends

Extension Mismatch Detector
. e e

‘ Android Analyzer

PhotoRec Carver
C4P Hash Lookup
Big and Round File Finder

* [ango

NN ENE N ENIE NI ENIE NS

£ [€][€][%
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Standard Features

ED1 Verifier

W Fecent Activity . .

7| Hash Lookup Interesting Files Module

. File Type Identification

o Embedded File Extractor ) Flags files based on name.
v Exifpafjﬂf N « Allows you to automate your
W Keyword Sear . . . .

= R — investigation checklist.

i Extension Mismatch Detector o Alvvays look for:

7 )

&

o

Andraid Analy * iPhone Backup files
. True Crypt &
C4P Hash Lookup  Virtual machines

otoRec Carver
Big and Round File Finder ° ..

L4 &
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Standard Features

Recent Activity

Hash Lookup PhotoRec Carver

File Type Identification

Embedded File Extractor » Uses PhotoRec tool to carve
Exif Parser unallocated space.

Keyword Search

Email Parser * Files are fed back through.
Extension Mismatch Detector

EQ1 Verifier

Android Analyzer

LN S48 [S] 18]S (4] 8][4 [&

‘ PhotoRec Carver

C4P Hash Lookup

L&

Big and Round File Finder
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Standard Features

L) [ [ [ [ [ [ [ [4][4] 4]

I

Recent Activity

Hash Lookup

File Type Identification
Embedded File Extractor
Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
E01 Verifier

Android Analyzer
Interesting Files Identifier
PhotoRec Carver

Big and Round File Finder

Big and Round File Finder
« 7777 &

* \WWe did alot of work on
Python support.

e You'll learn more about this
later.
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eview the Results BASIS

TECHNOLOGY

File View Tools Window Help

] Close Case Add Data Source | [Jl;| Generate Report /1 > ~ Keyword Lists Qy Keyword Search

Directory Listing ¥ O
Data Sources 1 Results
Table | Thumbnai

- DataSources
G- @] Views
| Results Name
=- E Extracted Content :_; ¥p-sp3-v3.001

i [ EXIF Metadata (4)
Extension Mismatch Detected (3)
Web Bookmarks (40)
Web Cookies (549)
i Web Downloads (26)
-~ & Web History (284)
=+ “A  Keyword Hits
E\ 4 Single Literal Keyword Search (0)
- Single Regular Expression Search
Hashset Hits

E-Mail Messages

[ Interesting Items
(@ Tags

Reports

3

Analyzing files from xp-sp3-v3.001 | 4%

]

Recent Activity for xp-sp3-v3.001 ] 33%

Internet Explorer

Recent Activity for xp-sp3-v3.001 [N - (imore.) @&
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The Tree BASIS

TECHNOLOGY

o e The tree has all of the results.
13-- # 'FiIeTypes . .
TR ez » Updated in real-time.

-l Videos (38)

----- K Audio (135) ° Flﬂd

il Archives (18)
. [~ Documents

Files of a given type

.| B~ Executable
. [y Deleted Files

| Erd P * Web artifacts

. B MB File Size .

=-|&| Results °

EE Extracted Content Re%lStry resu |tS

P ' ---- Devices Attached (3) ®
-8 EXIF Metadata (2)
8 Deron Nemalch Detct=d (43  New: Refreshes better when
..... 3_ Operating System Information (2 /P fil es are expa nd ed be NN
e Operating System User Account (21)
... Recent Documents (25) t h e SCenes.

------ # Web Bookmarks (58)

@ Web Cookies (537)
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Workflow BASIS

TECHNOLOGY

x Close Case Add Data Source | [l Generate Report ¥ I &> ~ Keyword Lists Q Keyword Search
€ Directory Listing ‘ ¥ O
ogicalFileSet1/zombies 5 Results
- & Data Sources " ﬂ-TgbI :
= able i
- o) xp-sp3-v3.001 Thumbnail
e 3 small2.img MName Location Modified Time Change Time
El—--L—;I LogicalFileSet1 (1) B 13652735 19-zombies-invade-brussels-streets [LogicalFileSet1/zombies! 136527351 9-zombies-invade-brussels-strest. ., 0000-00-00 00:00:00  0000-00-00 00:00:00

i Ll zombies (5)

ILogicalFileset 1 fzombies/d2z9afumccmcadffezzi, jpg 0000-00-00 00:00:00 | 0000-00-00 00;00:00

ing-dead-zombie, jpg ILogicalFileSet ] fzombieswalking-dead-zombie, jpg Q000-00-00 00:00:00  0000-00-00 00:00:00

@ Views

Fe1kf

walkingdead_ap.jpg [LogicalFileSet1fzombieswalkingdead_ap.jpg 0000-00-00 00:00:00  0000-00-00 00:00:00

';.';" zombie-apocalypse.jpa [LogicalFileSet] fzombieszombie-apocalypse. jpg 0000-00-00 00:00:00  0000-00-00 00:00:00

»»»»» Devices Attached (3)

----- M EXIF Metadata (13)

----- ‘= Extension Mismatch Detected (28)
..... % Installed Programs (23)

----- ®_ Operating System Information (2)
----- #: Operating System User Account (21)
~~~~~ ¥ Recent Documents (25)

»»»»» # web Bookmarks (58)

----- @ Web Cookies (537)

~~~~~ Web Downloads (26)

»»»»» = Web History (2612)

----- &) Web Search (130)

= "% Keyword Hits

- A Single Literal Keyword Search (0)

L4

Hex | Strings | File Metadata | Results | Indexed Text | Media

[~ Single Regular Expression Search (0)
-\ Email Addresses (1735)
- %  Hashset Hits
B E-Mail Messages
[+ 2% Interesting Items
=& Tags
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File Viewers

* View a file in the most relevant way.

* |[mages and video playback.

Hex | Strings | File Metadata | Results | Indexed Text | Media




File Viewers

BASIS

TECHNOLOGY

* View a file in the most relevant way.
e [ext:

Hex | Strings | File Metadata | Results | Indexed Text
Matches on page: 2 of 12 Match ~ 9 Page: 1 of 1 Page

Search Results

To The Zombkie apocalypse

It's Z-Day. Virus, toxic gas, or re-znimation experiment gone wrong? "How"

doesn't matter now. What matters is you and what you're going to do to keep

from becoming one of them. Lucky for you, open source adapts to £ill needs.

EZnd that's exactly what you need to do right now—adapt to survive. You're facing

the guest of a lifetime: Find energy. Find your friends. Bebuild all of civilization.

You can do it. Here's how.

Facebook or new episocdes of Warehouse 13.

Ny




File Viewers

BASIS

TECHNOLOGY

* View a file in the most relevant way.

* Long video as sequence of frames:

‘ Hex View | String Yiew || Result View

Media View | Video Triage

00:00:00 00:04:58
=
=
- —
% '
=
—

00:06:12

00:08:41

00:11:10
e —
» B
. B s

00:09:56

00:12:25

00:13:39



Timeline

BASIS

TECHNOLOGY

Display Times In: (@ Local Time Zone

4+ Zoom History:
Time Units: YEARS DAYS HOURS
Event Type:
yP Baze Type

Descniption Detail:

i Filters

o Apply

GMT / UTC

SECONDS

Sub Type

v | Text Filter

Hide Known Files

k| Data Source

Visualization Mode: | (s Counts | % Details [E Screenshot Scale: (@ Logarithmic ( | Linear

Mumber of Events

1999 2000 2001 2006 2007 2008 2009 2010 2011 2012

Start | Feb 8, 1999 £:08:08 AM End: | Mar 22, 2012 11:34:14 PM

2011-01-01 00:00:00 to 2012-01-01 00:00:00
Table | Thumbnail

Icon Date,Time Description Base Type SubType Know
i) 2011-02-03 07:50:30  NIKOMN CORPORATION : MIKOM D700 : BO137d01  Misc Types  Exif LIMET
i) 2011-10-13 10:00:20  Phase One:HZ25:0 Misc Twpes  Exif MK
i) 2011-10-13 10:0 Phase One tHZ25: 0 Misc Twpes  Exif MK
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Timeline BASIS

TECHNOLOGY

|
Visualization Mode: [ll; Counts % Details [E] Screenshot Advanced Layout O

] fimg_xp-sp3-v3.001/vol_vol2/Daguments and Settings/ (2008) %

| | fimg_xp-sp3-v3.001/vol_vol2/WINDOWS/ (78)

# C\Documents and Settings\John (5)

|| img_xp-sp3-v3.001/vol_vol2/Program Files/ (133)

-

# C\Documents and Settings\John\My Documents  (6)

) @

,

(&) facebook.com

13 14 15 16 17 18 19 20 21 22 23 00
2012-March-10 |

o1
201 2-March-11

- S

Start: | Mar 10, 2012 1:10:52 PM ® 2P| L Zoominfoutto ~ End: | Mar 11, 2012 12:15:21 AM ®

#OSDFCon
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INEECICENE Y BASIS

TECHNOLOGY

Group By: E‘ Path > Sort By: | % Priority b Apply to Selected Files: Follow Up | = || == CAT-5: Non-pertinent | = Thumbnail Size (px): >
"2 All Groups | % Groups With Hasht »/ | /LogicalFileSet1/zombies/ -- 2 hash set hits / 5 files Details
. 5: ) ="
» [ | img_smallZimg Apply to Group: Follow Up | = || = CAT-5: Non-pertinent | ~ =] | TE

» [ img_xp-sp3-v3.001
¥ [ LogicalFileSetl ' Bl B B e
12l zombies (2/5)
1%l LogicalFileSet2 (0/2) l

%  1365273819-z0.. O d2z9afumccmca.. of %  walking-dead-zo.. =
Attribute Value
=, Name walkingdead_ap.jpg
Analyzed true

CAT-2: CGl/Animation
(Child Exploitive)

Category # Files
CAT-1: Child Exploi.. 1
CAT-2: Child Exploit.. 0

[LogicalFileSet1/zombies/

walkingdead_ap.... =j zombie-apocaly... of 0000-00-00 00:00:00
CAT-3: CGl/Animati.. 1 & Maodified Time 0000-00-00 00:00:00
CAT-4: Exemplar/C.. 0 “ MD5 Hash €531a6c894b71203bff25f
CAT-5: Non-pertinent 0 010bbcer32
. o . - % Hashset
CAT-0: Uncategorized 2140 Group Viewing History: | 4= Back Next Unseen group b
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Generate A Report

Select and Configure Report Modules

* Standard reports:
« HTML

Report Modules:

®) Results - HTML : e Excel

() Results - Excel | ° C S\/

() Files - Text

() Google Earth/KML ¢ |< M |_

S » STIXmodule looks for indicators of
() ody File

compromise. &
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Download Statistics:

« May 1toOct 26 (2014 vs 2015).
* Onerelease during each time period.

20
20

14:. 45 232 tota

15:59, /18 tota

Increase of 32%.

Does not include Linux users on Sumuri Paladin.

C

G

OWnN

OWnN

oads (253 per day)

oads (334 per day)

#OSDFCon
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Platform Usage: Cyber Triage

* \We continue to build our Cyber Triage application on it.

* Enables incident responders to:

« Collect datafrom live system (or dead) by pushing agents as needed.
» Applies heuristics to collected data

» Guides responder through other data that requires manual review

* Stop by the table outside for more information.
* Getafree "Cyber First Responder” T-shirt.
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What's Next This Year?

e More work on collaboration features.

* More support for Python.

 More timeline and image gallery work.

* New feature to help search for account numbers and more
easily review false positives.
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What Can You Do?

* [Tyou areusing it:
» Spread the word to your friends.
* Provide us some quotes and stories for www.sleuthkit.org.
* Letusknow what else you want.

* [fyouarentusing it:
e [ryitout.
» Especially if your existing software is up for renewal.

e Send me an e-mail: brianc@basistech.com
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o Community:
e E-mail list and web forum

* Basis Technology:
 Commercial support
» Access to engineers who can fix any issues.
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Training

» Basis offers public training courses.

 Next one will be next March.
e Besides the one tomorrow.

* \We also offer private training courses.
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Contact

Brian Carrier
brianc@basistech.com

Download It Today
http://www.sleuthkit.org/autopsy/
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