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PROCESS OVERVIEW


•  Two	step	process…	(but	not	the	Texas	two	step)	

•  Step	1:	Indexing	–	CollecNng	ArNfact	InformaNon	

•  Step	2:	CorrelaNng	–	ConnecNng	the	dots	to	see	the	big	picture	



THE ISSUES


•  No	one	tool	does	it	all	

•  Wide	variety	of	specific	tools	for	the	job	

•  Each	tool	can	have	mulNple	output	types	and	mulNple	formats	for	each	type	(txt[csv,tsv],	json,	xml)	

•  No	way	to	link	the	mulNtude	of	reports	together	for	the	overall	picture	

•  Why?	Large	variety	of	tools	for	large	variety	of	arNfacts…	



THAT’S A LOT OF ARTIFACTS!
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THAT’S A LOT OF CORRELATION!
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STOLEN DATA?
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WHY ELASTIC?


•  Pros:	
•  Easy	to	use	

•  Extremely	fast	retrieving	data	

•  Scales	easily	

•  Has	a	nice	Kibana	interface	

•  No	need	to	predefine	fields	or	column	types	

•  Cons:	
•  Does	not	handle	relaNonal	data	(arNfact	correlaNon	=	relaNonal)	

•  Not	many	interfaces	for	viewing	data	(No	SQLite	type	browsers)	

•  Only	has	Kibana	



WHY NOT KIBANA


•  Kibana	is	Nmestamp	driven	(Great	for	log	analysis)	

•  Kibana	is	not	dynamic	enough	to	deal	with	needs	of	forensics	

•  What	is	needed?	

•  Dynamic	Interface	

•  User	can	configure	“ArNfacts”	via	mappings	and	json		

•  Defined	CorrelaNons	

•  User	specifies	what	“Correlates”	ArNfacts	based	on	normalized	data	stored	in	ElasNc	Search	



STEP 1: NORMALIZING YOUR TOOL OUTPUT


•  You	have	mulNple	tools	

•  Each	tool	can	name	fields	differently	

•  Most	tools	support	some	type	of	csv/tsv	output	

•  Using	ElasNcHandler	we	can	remap	columns	

•  Normalizing	field	types	and	names	for	inter-report	correlaNon	



EXAMPLE JSON –TZWORKS JUMPLIST PARSER




EXAMPLE MAPPING




DEMO


•  Running	ElasNcHandler	

•  Source	code	review	



CORRELATING OUTSIDE ELASTIC


•  Normalizing	value	names	allow	correlaNon	

•  ElasNc	can	map	and	sort	

•  ElasNc	cannot	make	relaNonal	queries	

•  We	can	make	our	correlaNons	using	ES	data		



CUSTOM CORRELATIONS


•  Define	your	relaNons	

•  Parse	your	reports	

•  Learn	your	query	syntax	

•  Build	your	output	

•  Automate	the	boring	parts	of	the	job!	



DEMO


•  An	example	python	script	that	builds	a	spreadsheet	of	data	known	taken	to	USB	devices	

•  Saves	hours	of	work		

•  Short	code	review	



EXAMPLE REPORT




QUESTIONS?


•  Email	us:		

•  Mak:	mseyer@g-cpartners.com	

•  Dave:	dcowen@g-cpartners.com	

•  Tweet	us:	

•  @forensic_mak	

•  @hecolog	

•  Get	the	code!	

•  hkps://github.com/devgc/ElasNcHandler	


