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NTFS structures in play

. —rprimary filesystem metadata structure, maintains current state.
« $Extend/$Usnjrnl—5J alternate data stream records when changes were made to file.

« $Logfile—a traditional filesystem transactional journal, records very detailed changes but not always
when the changes took place.

* Volume Shadow Copies—volume-level cluster snapshots of the filesystem, recorded periodically and
on-demand.
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SMFT
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$Usndrnl

« Main data stream is empty, “$J” stream is a log of filesystem changes as binary records.

* |Instead of rolling to beginning of file, the beginning is clipped by using sparse data runs and new events
are simply appended. Tricksy, NTFS, very tricksy.

o
» Each event has timestamp of when the change occurred.
» Each event has the type of change.

» Each event notes the file that changed.

» There's some other metadata, too.

o ...But not much else about the change itself.
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$Usndrnl (cont’d)

typedef struct {

DWORD
WORD

WORD
DWORDLONG
DWORDLONG

USN

LARGE INTEGER
DWORD

DWORD

DWORD
DWORD

WORD
WORD

WCHAR

} USN _RECORD V2, *PUSN RECORD V2,

STROZ FRIEDBERG

RecordLength;
MajorVersion;
MinorVersion;

FileReferenceNumber;

ParentFileReferenceNumber;

Usn;

TimeStamp;
Reason;
SourceInfo;
Securityld;
FileAttributes;

FileNamelength;
FileNameOffset;

FileName[1];

Source: MSDN

USN RECORD, *PUSN RECORD;
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$logfile

 Circular log—wraps around to beginning. Sort events by LSN to restore order.
* Primary purpose: filesystem journaling, allow for repair & recovery.

 Binary log of changes made to files

O

O

* Records are in order, but no event timestamp is recorded about when changes occurred.
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Linking the Data

$UsnJdrnl $Lodfile

$Usndrnl/$Logfile

(9 CDBD —~ >

Linker v DB

Sorted

@ogFNe ~— ~—
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Volume Shadow Copies

* Available in XP, enabled by default in Win7+. Defaults to weekly snapshots, but configurable.
* The raw clusters of the volume are snapshotted in a copy-on-write manner.

« Because it’s so low-level, SMFT/$UsndJdrnl/$Logfile are all snapshotted.

» Joachim Metz's libvshadow can parse VSCs

 No VSSAdmin required!
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Introducing...

http://strozfriedberqg.github.io/ntfs-linker
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$Usndrnl, $Lodfile

NTFS-Linker!

Ntfs-linker

NTFS journal parser

3§ Download TAR

® view On GitHub

This project is
maintained by
strozfriedberg

NTFS-Linker

Author: Zack Weger

Copyright (c) 2015, Stroz Friedberg, LLC

Status: Alpha

Basic usage:

C:\> ntfs-linker.exe --input .\jo

C:\> ntfs-linker.com --image MyEv
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Reasoning Historically

OVERLAP GAP
| | | |

$UsnJdrnl

$UsnJrnl

$logfile

Nlelelills

$UsnJrnl

$logfile

(

BACK IN TIME... \/SC #2 \/SC #] NOW
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Handling Overlaps

$Usndrnl/$Logfile
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Mind the gap!

e If $Usndrnl/$Logfile do not project back in time far enough to reach last VSC, there’s a gap in our
knowledge of the changes.

« SMFT from VSC allows for resync’ing, so that prevents parent folder errors from creeping in.

» But, there are windows of activity that cannot be accounted for. Don’t assert something didn’t happen
just because it isn't present in the events.
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Release Information

 \Website: http://strozfriedberg.github.io/ntfs-linker

 Windows build

* Requires TSK 4.3
* Please report issues & feature requests on github.

« Remember: it's alpha.
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VWere Hiring

Stroz Friedberg is hiring Digital Forensics & Incident Response professionals across the firm!

www.strozfriedberg.com/careers
DATA BREACH
@StrozCareers
IP THEFT
ADVANCED PERSISTENT THREAT
MOBILE FORENSICS
MALICIOUS CODE
ELECTRONIC FORGERY

SPYWARE

TSREUETKH

ALDCTVOSAD

2-Nov-15



THANK YOU
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