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Brief Intro

e Funded by DHS S&T
e Released to open source with Autopsy 3.1.1

e Significant enhancements by 4.2



Outline

1. High Level Overview

2. Example Scenarios
3. Live Demo

4. Questions



Overview




Overview BASIS

e File System

The Timeline feature includes events odiied

. e Created
from all Autopsy results with v Chanced

associated timestamps. * Web Activity
Downloads
Cookies
Bookmarks (creation)
History
Searches
e Miscellaneous
Email
Recent Documents
Installed Programs
Exif metadata
Devices Attached
Text Messages (Android)
Call Log(Android)
GPS Searches(Android)
GPS Locations(Android)

Events are stored in a dedicated DB
optimized for millions of events



Overview
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Display Times In:

5 History | 4= Back
£ Zoom
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Hide Known Files

¥ || Event Type
» |V/| File System
» || Web Activity
» V| Misc Types

@ Local Time Zone

YEARSMONTHS DAYS HOURS

GMT / UTC

F E—
iew Mode: | [il; Counts

Z. Details

[ List

Number of Events (Logarithmic)

Start:

2000

2001

Feb 8, 1999 12:08:08 PM (®

Scale:

1999

2002

@ Logarithmic @

Linear Snapshot Report
P P

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

)f) 4, Zoom infout to ¥ End:| Mar 23, 2012 12:42:01 Al [(®

2001-01-01 00:00:00 to 2002-01-01 00:00:00

Table Thu

Icon

(CPRE

= =

=

mbnail

Date/Time
2001-04-07 01:59:30
2001-04-07 01:59;30
2001-05-20 05:57:40
2001-05-20 05:57:40
2001-07-21 16:40:50
2001-07-21 20:37:46

Description

fimg_xp-sp3-v4.001 fvol_vol2/Prograrm Files/Comtmon File. .
fir)_xp-5pG-v4.001fvol_vol2/Pragram Files/Commmon File. .
firmg_xp-sp3-v4.001fvo0l_vol2/Program Files/Comman File...
/imQ_xp-sp3-v.001 fvol_valz/Fragram Files/Comman File, .
iMg_xp-sp3-v4.001 fvol_vol2AWINDOWS fsystem324spool.

fimg_xp-sp3-v4.001/vol_vol2AWINDOWSHelp/digiras.chm

Base Type
File System
File System
File System
File System
File System
File System

4445 Results

Hex Strings File Metadata Results
Result: 1 of 1 Result

Sub Type

&

File Modified A

Flle Created

File Modified

File Created

File Created

File Created  w
5

General Info
File Type
(signature)
Source File Path

Artifact ID

application/x-msdownload

fimg_xp-sp3-v4.001/vol_vol2/Program Files/Common Files/System/Ole
DB/MSDAPML.DLL

-9223372036854763372




Overview: Counts View

When was there activity, and what kind of activity was it?
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verview: Details View BASIS

What happened at a given time, what else happened before/after?
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i IE4Data: :
i IE40:
i IEData: :

! MobileOptionPack: :

% IESBAKEX: :
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Overview: List View BASIS

| just want to see the details of every event in chronological order!

37,005 events

Date/Time Event Type Description Known *

1999-02-08 12:08:08 || M_B fimg_xp-sp3-v4.001/vol_vol2/Program Files/Comm ... d/web server extensions/40/bin/1033/FPEXT.MSG  known =
1999-04-14 21:46:54 | | M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/PFM/SY_____PFM known
1999-04-14 21:46:54 || M_B f/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/PFM/zx_____ .pfm known
1999-04-14 21:46:54 | | M_B f/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/PFM/zy______ pfm known
1999-04-14 21:46:54 || M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/SY______.PFB known
1999-04-14 21:46:54 || M_B Jimg_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/ZX______ .PFB known
1999-04-14 21:46:54 || M_B Jimg_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/Font/ZY______.PFB known
1999-06-06 10:0%:26 || M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Com ... les/Microsoft Shared/Web Folders/MSOWS409.DLL  known
2000-07-24 2347:08 || M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Reader/vdk150.dll known
2000-09-28 02:49:58 || M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Reader/Cptional/README.TXT known
2000-10-09 20:44:50 || M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/CMap/Iidentity-H known
2000-10-09 20:44:50 |1 M_B J/img_xp-sp3-v4.001/vol_vol2/Program Files/Adobe/Reader 9.0/Resource/CMap/Identity-V known
2000-11-1917:28:36 |1 M_B J/img_xp-sp3-v4.001/vaol_vol2/Program Files/Comm ... ared/web server extensions/40/bin/FP4AWEC.DLL known

2001-04-07 01:59:30 |M_B J/img_xp-sp3-v4.001/val_vol2/Program Files/Common Files/System/Qle DB/MSDAPMLDLL known ~




Overview: Common Themes

Zooming:
Showing more or less details,

sometimes at the cost of excluding
some data (temporal zooming)



Overview: Common Themes

Filtering:

Reduce data overload with
composable filters. Do more
targeted searches.



Overview: Common Themes

Context:
Maintain awareness of how

the current view fits into the
larger case.



Example Scenarios




Scenario 1

You have a new computer:
You want to find out what was
happening in the last days.



Scenario 1: Counts View BASIS

Shows number and
type of events.

Interaction is with
bars in chart

\\\\\\\\\\\
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Scale: Logarithmic @ (@) Linear @

Two scale options




Scenario 1: Counts View

59000

Linear Scale shows directly
proportional counts

000

Logarithmic Scale compresses
the range of counts, and
makes relatively small counts

visible. Can be hard to
interpret, use with caution. .-I.-...illl-




Scenario 1: Counts View BASIS

Number of Events (Logarithmic)

November Dacembar January February March April May June July August September October November December January February March
2010 | 2011 | 2012
—
Start:| Nov 20, 2010 3:35:49 AN ® P @ | G Zoominjoutto ~ End:| Mar 23,2012 124201 Al @

Drag the range slider to zoom in.




Scenario 1: Counts View
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Double click last month to zoom in.



Scenario 1: Counts View BASIS

Number of Events (Logarithmic)

00 01 02 03 od 05 06 o7 08 -] 10 1" 12 13 14 15 16 17 18 19 20 21 2 23 24 25 26 27 28 29 30 31 32 EE] 34 35 E.] ar 38 39 a0 a1 42
2012-March-23 00
S _——___=
Start: Mar 23,2012 12:00:00 Al ® £ ® | G Zoominfoutto End:| Mar 23,2012 12:42:01 Al | ©®

Double click last day to zoom in again.




Scenario 1: Counts View
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Drag out a selector to zoom to arbitrary time range



Scenario 1: Zooming BASIS

~ Foom
. . Time Units: e P
Mu|t|p|e other ways of zooming in YEARSMOMNTHS DAYS HOURS SECONDS
time for both precise control and
. : Event Type: s T Sub Type
quick intuitive interaction S SINCRRY
Description Detail:

Start:| Feb 8, 1999 12:08.08 PM ® ,('!'f ', Zoom infout to ¥ End: Mar 23,2012 12:42:01 Al |[®




Scenario 1: Counts View

2 0 2 2

12122500 A1 @ 2| ® O zeominjoutto ~ End: Mar 23,2012 12:42:01 Al @

Break out event sub types.



Scenario 1

You've gotten a feel for when
there was activity on the system.
But what was it exactly?



Scenario 1: Details View

@ mozilla.org (3)

View Mode: il; Counts [ List § Pinned Events || Advanced Layout Options ~ Snapshot Report
L fimg_xp-sp3-v4.001/vol_vol2/WINDOWS/ (209)
..system32/ieframe.dll 29 2 18 2
04 [Che
img_xp-sp3-v4.001/vol_vol2/Documents and Settings/ (2803)
Oa [ 2799

9 /img_xp-sp3-v4.001/vol_vol2/ (4)

L fimg_xp-sp3-v4.001/vol_vol2/Program Files/ (82)

O 0z

@ microsoftcom (8 @ atdmt.com (2)

# placetype=6&sort="14&maxResults=10 : place:itype=6&sort="14&maxResults=10 : Recent Tags
E # placefolder=BOOKMARKS_MENU&folder=UNFILED_BOOKMARKS&folder=TOOLBAR&queryType=1&sort=128&excludeltemlIfParentHasAnnotation=livemark%%2F
é @ mozilla.com (B) @ adlorg (3)
z # placeredirectsMode=28&sort=8&maxResults=10 : placerredirectsMode=28&sort=8&maxResults=10 : Most Visited
@
fer
<

Start:| Mar 23, 2012 12:25:00 Al ©

En 37 38 3 a0 a a2 a3
2012-March-23 00
\_____————_=

4, Zoom infoutto ~

Switch to details view
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@ zinelibrary.info : SESS660e5bd9539e594242bb8a564b4db758 : ubalulknémuo59t32kk4sTie25
google.com (6)

J 5 @ ..:PREF:1D=94bf78e1809ed21f:U=f55a4430f8273d5e:FF=0:TM=1332459014:LM=1332459020:5=y_FimYWUwQ5Az0Sk
@ citizen bank : google.com : FireFox & twitter.com : pid : v2:35037828845648543244

@ citizensbank.com (9) @ thefirearmblog.com (3)

@ ing.com (3) # wikipedia.org : http://en.wikipedia.org/wiki/The_Anarchist Cookbook : The Anarchist Cookbook - Wikipedia, the free encyclopedia.url
& webtrendslive.com : ACOOKIE : C8ctADk4LEXMCAxNzUUMASLTMyMjcONjk2MDAUMzAYMTQyNzUAAAAAAAABAAAADGgAABS2a080tmtPAQAAAMIBAAAUtT
& gun shopping : google.com : FireFox

budsgunshop.com (11)

(2N 2)

5 @6

@ buysafe.com : buySAFE : UniquelD=01283bd9-2fef-4e61-bf08-83a7f4ab26a2

31 2 EES ES ES

el

End: Mar 23,2012 124201 Al ©

BASIS

TECHNOLOGY




Scenario 1: Details View

Details View clusters events by time, type, and
description. Allows free form exploration of events.

User Actions
Expand and collapse descriptions + -
Hide/show events by description L ¥
Pin events to maintain context % v

Place guide marker

L}
——



Scenario 1: Details View BASIS

What are those outliers?

L fimg_xp-sp3-v4.001/vol_vol2/WINDOWS/ (209)

[l ..system32/ieframe.dll [T 29 15 2
0a [OFeE ' '
L1 fimg_xp-sp3-v4.001 vol_vol2/Documents and Settings/ (2803) 1 /vol_vol2/WINDOWS/
|01 4 2199 38:44

2012-03-23 00:38:47

_L fimg_xp-sp3-v4.001/vol_vol2/ (4) @ thefirearmblog.com (3)

Expand groups based on description to find out



Scenario 1: Details View

ﬁ H Expand /collapse cluster to next level of description

[ 8 R(@)E

| .system32/diskcopy.dil
..system32/dfsshlex.dll
...system32/dskquoui.dil
.system32/rshx32.dll

..system32/twext.dll
..system32/dskquota.dll
...Prefetch/VERCLSID.EXE-3667ED8%.pf (2)

IO & wSEE [ 2

S CICIE

They don’t look too interesting. You could adjust
the time range to exclude them.



Scenario 1: Details View BASIS

Let's say that no files in the WINDOWS folder are
interesting. Lets hide them.

L fimg_xp-sp3-v4.001/vol vol2/WINDOWS/ (199)
..system32/ieframe.dll 1 163
IO 4

_ fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/ (2803)
L1l 4 L i 2799

129 2

[ fimg_xp-sp3-v4.001/vol_vol2/ (4) & zinelibrary.info : SESS660e5k
& microsoftcom (8) & bbccom (14) & C\Documents and Se
_ fimg_xp-sp3-v4.001/vol_vol2/Program Files/ (82) @ thefirea
L L 7S L LY @ twitter.
# place:folder=BOOKMARKS_MENU&folder=UNFILED_BOOKMARK
# placetype=6&sort=T14&maxResults=10 : place:type=6&sort=148
# placeredirectsMode=2&sort=8&maxResults=10 : placeredirects|



Scenario 1: Details View

BASIS

TECHNOLOGY

® ® Hide and show event clusters by description

[ /img_xp-sp3-v4.001/vol_vol2/WINDOWS/ (199) &=

5 .system32fieframedit  [T7763 1 29 2
{14
L fimg_xp-5p3-v4.001/vol_vol2/Documents and Settings/ (2803)
Ll 4 L1 2799

[ /img_xp-sp3-v4.001/vol_vol2/ (4) & zinelibrary.info : SES5660e5bd95

\

L1 /img_xp-sp3-v4.001/vol_vol2/Documents and Settings/ (2803) % &
IO 4 1 2799
L1 /fimg_xp-sp3-v4.001/vol_vol2/ (4) & zinelibrary.info : SESS660e5bd959

@ Hidden Descriptions

\

@ Hidden Descriptions

@ Shart: fimavn-sn2-ud N1 Aml unl? AMINDOWS/
@& Unhide and remove from list



Scenario 1: Details View BASIS

% % Pin events to maintain context

i Counts = Details | | List § Pinned Events || Advanced Layout Options

¥ citizen bank : google.com : FireFox
& gun shopping : google.com : FireFox \ A
& wikileaks : google.com : FireFox
# place:folder=BOOKMARKS_MENU&folder=UNFILED_BOOKMARKS&folder=T(

F s i « L B o I e e i T e o R s [ [ = ISR o (AP

ll; Counts % Details | | | List ' ¥ Pinned Events . Advanced Layout Options ~

& qun shopping : google.com : FireFox | &

¥ citizen bank : google.com : FireFox
& gun shopping : google.com : FireFox

& wikileaks : google.com : FireFox
# place:folder=BOOKMARKS_MENU&folder=UNFILED_BOOKMARKS&folder=TC



Scenario 1: Details View

BASIS

TECHNOLOGY
L}

L}
L}
——

Place guide markers as references you explore

The guide marker is useful for quickly assessing the relative times
of events in the visualization. For permanent marking, use pinning.

@ mozilla.com (6) & bing.com (4) & ®

() mozilla.com (6) G bing.com (4)

S = . : e = . o

@ mozilla.org (3) http://v () mozilla.org (3) al 3 # .. httpy/
Place Marker ==

‘&’ google.com (6) _ ‘&) google.com (6) |
@ 5 & Zoom History » BiEHY ——p @ &) & ..:PREF:ID=94bf78e1809ed21fU=1
& citizen bank : google.com : FireFox & twitter.com & citizen bank : godgle.com : FireFox @ twitter.com
& citizensbank.com (9@ @ citizensbank.corri (9)
@ ing.com (3) @ atdmt.com (2)

|;::| ing.com (3) @ atdmt.com (2}



Scenario 2

You have run ingest with a
hash list: You want to find out

what was happening around
hash hits.



Scenario 2: List View BASIS

— = By popular demand!

View Mode: il Counts = Details  List
Hide Known Files I = 2 3 3 5 o A " " -
» = —— witch after explorin

M_B img_xp-5p3-v4.001/v0lvol2/Program NDI DKIOCMP
v (V] Bvent Type

2 SR} img_xp-s Lvol2/Program O/Reader/plug_ins/VDKHome/VDKIO.IC v = "
» ¥ Fiespem B |mocomme DM imaspiviiholPgom HesdobeResde S0Rexdrpog mNOKHomeNDKIOSTD Ir] Ol lr'] S e al S

& 2006-03-30 123435 - Ef Canon ;: Canon EOS-1Ds Mark Il : F733Fd01 unknown

2006-06-10 003208 M_B /img_xp-5p3-14001/vo_vol2/Program o view browsergif

2006-08-04 180752 01/vol vol2 ents 5 el lals doc e
2006-08-16 21:08:50 /img_xp-5p3-v4.001/vol_vol2/Program /ENU/DefaultiD.pdf known L
=i b So Jump directly to

FE—

fime xn-so3-48. 001 unl vol2 Miocuments et Setfinas lohn /My Docments/lanalchiSC GR2Z12 bim

— ——TTT — listview from Autopsy

005-00.26 213745

Zooming no longer makes sense, but time selection still works as a filter.




Scenario 2: List View BASIS

Jumping directly to List View from Autopsy

Choose an event to show in timeline:

Event Type Date/Time
[l File Modified 2012-03-05 20:13:58

FI [ ] show Rejected Resuits | DrootorY Lsting 4] File Accessed 2012-03-11 01:17:04

notable_hash_db
7B Data Sources Table  Thumbnail =] File Created 2012-03-11 01:17:04

w

L‘B 2 Views

Resilts Source Fie MDS5 Hash Choose the amount of time to show before and after the selected event:

: E Extracted Content # NA-BDO48_YEMENS_G_20091227224359,jpg f22ffodcbl97ab2azrddd 1 : Month =
[ Devices Attached (3) F Hacking Into Computer Systems.pdf 866 135cec59985d2ba020
EXIF Metadata (11) # survival_planning.pdf elefS42ea3elocfatcarf7!
Extension Mismatch Detected (25) M roteat haddn— -t sne 1 mecmema anang Show Timeline | Cancel
Installed Programs (23) - Properties
z ; # FM21-76_Sur o5
Operating System Information (2) | View Source File in Timeline...
¥, Osama bin Lal 130

Operating System User Account (21)
Recent Documents {24)

Web Bookmarks (58)

Web Cookies (637)

Web Downloads (26)

Web Histary (2612) Extract File(s)
Web Search (130)
= N Keyword Hits

A Single Literal Keyword Search (0) Tag File »

View File in Directory

View in New Window

Open in External Viewer

Search for files with the same MD3 hash

. Single Regular Expression Search (0)
"X Email Addresses (1535)

Hashset Hits Add file to hash database >
% notable_hash_db (5) )

E-Mail Messaaes

Tag Result >

ot feo 1999 120808000 © o (v = W [¢] 0|00 e ver 23,212 124201

°




Scenario 2: List View BASIS

20 events
Date/Time Event Type Description Known Tagged HashHit *
E Filters st 2012-03-03 01:02:27 E Web His.. google.com : hitp://www.google.com/#hl=en&sclient=psy-ab&g=hackin ... =ebadale4be87c9aa&biw=800&bih=509 : hacking guide - Google Search unknown
2012-03-03 01:02:27 & Web Sea.. hacking guide : google.com : Chrome unknown
« Apniy Default 2012-03-03 01:02:30 £ Web His.. google.com : http://www.google.com/ur?sa=t&rct=j&g=hacking%20gu ... q9rT8qGJKTX0QHIs6j)Bg&usg=AFQjCNFICbYFIOCRZYg4FVpS56EUGICSDkg :  unknown
2012-03-03 01:02:30 @ Web Sea.. hacking guide : google.com : Chrome unknown
J Text Filter haCkmg 2012-03-0301:02:32 E Web His.. google.com : http://www.google.com/url?sa=t&rct=j&g=hacking%20gu ... q9rT8qGJKTX0QHIs6j)BgBiusg=AFQICNHarEwAfXIS)20iv_07moFg5pm5ig :  unknown
it Ko Filak 2012-03-03 01:02:32 @ Web Sea.. hacking guide : google.com : Chrome unknown
2012-03-03 01:02:34 @ Web Co.. puremango.co.uk: __utmz: 156180964.1330732954.1.1.utmcsr=googlejutmccn=(organic)lutmcmd=organicjutmctr=hacking%20guide unknown
¥ 2012-03-03 01:02:34 E Web His.. puremango.co.uk : http://www.puremango.co.uk/2004/12/how_to_hack_79/ : How To Hack — Beginners Guide to Hacking Computers unknown
2012-03-03 01:02:43 4 WebBo.. puremango.co.uk : http://www.puremango.co.uk/2004/12/how_to_hack_79/ : How To Hack - Beginners Guide to Hacking Computers unknown
2012-03-05 20:13:58 /img_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/netcat_hacking_tutorial.pdf

2012-03-0520:18:56 || M___ /img_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/Hacking Into Computer Systems.pdf kno .. ad %
. 2012-03-10 20:45:58 [ A _ /img_xp-sp3-v4.001 /vol_vol2/Documents and Settings/John/Recent/Hacking Into Computer Systems.Ink unknown
Ad d I n g a teXt 2012-03-11 00:22:14 E Web His... file : file/Documents%20and%20Settings/John/My%20Documents/Hacking%20Into%20Computer%20Systems.pdf : unknown
2012-03-11 00:22:14 E Web His... file : file/Documents%20and%20Settings/John/My%20Documents/Hacking%20into%20Computer%20Systems.pdf : unknown

L 2012-03-1101:17:04 []_ B fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/Hacking Into Computer Systems.pdf kno .. ad *

fl | te r re d u Ce S 2012-03-1101:17:04 [] _AB fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/netcat_hacking_tutorial.pdf kno .. ad *

, 2012-03-1101:22:14 [ _C_ fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/Hacking Into Computer Systems.pdf kno .. ad &
- 2012-03-11 01:22:14 [ M_CB fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/Recent/Hacking Into Computer Systems.Ink unknown
th e VI eW to 2 O 2012-03-11 01:22:14 @ Recent D... C:\Documents and Settings\John\My Documents\Hacking Into Computer Systems.pdf unknown

2012-03-19 190736 [0 A _ fimg_xp-sp3-v4.001/vol_vol2/Documents and Settings/John/My Documents/Hacking Into Computer Systems.pdf kno .. ad *®

events




Scenario 2: Filtering

Reduce data overload and h|de umnterestlng
events

Hide Known Files

Filter on:
Description, known o sl -

status, event type,data e

sources, tags, hash P = |
S etS -sp3-v4.001 /vol_vol2/Documents and Settings




What now? BASIS

Use the familiar Autopsy table/thumbnail views and content
viewers to examine, tag, and export events.

x [1 65 045 ] 25824
& canon (5)
[ .. :Canon EOS-1Ds Mark Il - F733Fd01 | & 2
v [V Event Type ® .:Canon EOS-1D Mark Ill : ACC93d01
» (/] File System & | W ..:Canon EOS DIGITAL REBEL XS : Tony_normal[11jpg
> V] Web Activity (5] L [ /ima xp-sp3-v4.001/vol vol2/ (100) 1
109 2000 2001 w0z 2 200 205 2006 2007 2008 20 2010 o1 2012 20

@ Hidden Descriptions ]

Short: /imgxp-sp3-v4.001/vol_vol2/Documents anc
Shart: fimaxn-sn3-v4.001/vol vol?/Proaram Files/ | | Start:| Feb 8, 1999 12:08:08 PM | © || L4 Zoominjoutto ~
>

End:| Mar 23, 2012 12:42:01 Al ®

et DS S Ae0r 0 iz LRests | oy Srings FleMetadats Results Indexed Text Meda
Table  Thumbnai

Icon Date/Tme Description BasaType SubType Known

Take a screen-shot of the visualization for inclusion in
reports' [&] Snapshot Report




Going Forward BASIS

Some improvements we are thinking about

Integrate with Collaborative Autopsy

More data sources: plaso / log2timeline , custom / manual events

Dynamic description level grouping based on time range and number of events
Cyclical / Calendar visualization to help spot patterns of activity

i

=] =T Tt
-k-i =1 (=
(L] . |||

, NN .

Inspiration from http://www.tatvic.com/blog/calender-heatmap-with-google-analytics-data/



Live Demo !!




Questions




