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About Me

Assistant Professor

25+ years in IT field

Developed 25+ Autopsy Modules

10+ years in Digital Forensics field
BS in Computer Science

MS in Computer Information Systems

CCE, GCFA, GCIH Certifications
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Where Can You Get The Plugins?

All the plugins can be downloaded from my github repository

https://github.com/markmckinnon/Autopsy-Plugins
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OSDFCon 2016 Plugins Recap

> Evtx Log Parser » Parse SQLiteDB

> SAMParse » Parse SQLite Deleted
Records

» JL parser
» Shimcache

» Amcache Parser .
» Plist parser

» SRUDB database
» Shellbags

» Webcache
» USNJ
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OSDFCon 2017 Plugins Created

» Volatility » FS Events Mac

» Plaso » Mac OSX Recents

» File History » Volume Shadow

» Safari OSX » Thumbs DB

» Cuckoo » Thumbcache

» CCM_Recently Used > Process EVTX files By
Event Id
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Thumbs and Thumbcache Plugin

Searches for Thumbs.db/Thumbcache file(s), extracts them and adds them
back into Autopsy as a derived file.

Directory Listing |
=@ Data Sources Jfimg_thumbs_thumbcache_disk.E01/vol_vol2/Thumb_db_3/Thumbs.db

=, & thumbs_thumbcache _disk £01 Table | Thumbnail

H Yoll Qo ed:= 0-i27) Name Location Modified Time Change Time
= vol2 (NTFS / exFAT (0x07): 128-1017983) —
i J) SExtend (6) H 256_3c88c69e2fea7e?0.jpg fimg_thumbs_thumbcache_disk.E01 fvol_vol2/Thumb_db_3... 0000-00-00 00:00:00  0000-00-00 00:00:00

. $OrphanFiles (0) 5| 256_494e46d7b74346be.jpg fimg_thumbs_thumbcache_disk.E01 fva
¥ Sunalc (1) E—” 256_5f79ca36c6ef7c2f.jpa fimg_thumbs_thumbcache_disk.E01 fvo

vol2/Thumb_db_3... 0000-00-00 00:00:00 0000-00-00 00:00:00

volz/Thumb_db_3... 0000-00-00 00:00:00 0000-00-00 00:00:00

G140 Thumb_db_1 (4) -
.8 Thumbs.db (12) &) 256_6a332ed352af5581.jpg fimg_thumbs_thumbcache_disk.E01fvol_vol2{Thumb_db_3... 0000-00-00 00:00:00  0000-00-00 00:00:00
[ Thumb_db_2(4) 5] 256_7d810f8e79992529.jpg fimg_thumbs_thumbcache_disk.E01vol_vol2/Thumb_db_3... 0000-00-0000:00:00  0000-00-00 00:00:00
&) Thumbs.db (4) = . " 1, A P A ARAR-AALAN AAAAAR ANAAAN-AA AA:AR:AN
g Tﬁumb db_3 (4 LE’T 256_8abced7550a173bf.jpa fimg_thumbs_thumbcache_disk.E01 fvol_vol2)Thumb_db_3... 0000-00-00 00:00:00  0000-00-00 00:00:00
& Thumbs.db (12) E 256_98fde60797a006df.jpg fimg_thumbs_thumbcache_disk.E01fvol_vol2{Thumb_db_3... 0000-00-00 00:00:00  0000-00-00 00:00:00

m

- [} Thumb_db_4 (4) — —
/B Thumbs.db (20) Hex | Srings | Fie Metadata | - - Media egistry View |
- [} Thumb_db_5 (4)
-[H Thumbs.db (5)
- [} Thumb_db_6 (4)

.[H Thumbs.db (6)
-}, Thumbcache_Win7 (3)

vol3 (Unallocated: 1017984-1023993)

m

Sy v

m

Forensic Examination of
Windows 7 Jump Lists

@ Views
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File History Plugin

Based on the research by Ken Johnson.

Parses the Catalog1.edb and the Catalog2.edb for each user
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File History Plugin

M File_History_test_1 - Autopsy 4.3.0 - X
Case View Tools Window Help
ES:/ Add Data Source a View Images/Videos .0:-:. Timeline | [jg;| Generate Report @ Close Case ¥ PN @ ~ Keyword Lists Qg Keyword Search
2 i isti e B
€ | [ShowEeieciedsente Fill::rl:eiicst;rr‘:/L(IJSaZIgog 1 185481 Results
@ Data Sources Table  Thumbnail
3 file_history_test.E01 Source File Parent Path File Name File Size USN Journal Entry  File Created @
E; g} ::::slts # Catalog1.edb Ci\UsersimarkiDownloads YMware-workstation-full-12,1.0-3 XE 2016-07-09 10:31:23 EDT VAv
[_3. Extracted Content & Catalog1.edb sersimarkiDownloads spS0852.exe 2016-07-09 10:25:45 EDT
(2. Wil History Catalog 1 (185481) #: Catalog1.edb mark\Downloads : e 2016-07-09 10:26:04 EDT
;_ - #  File History Catalog 2 (123654) # Catalog1.edb markiDownloads .en-lUS_0365ProPlusRetail_002caS43 43 EDT
B2 Eeyword it # Catalogl.edb C:\Users\markiDownloads SecureDownloadManager.log 145338 :08 EDT
\ angle oA ?earch e # Catalogl.edb sersimarkiDownloads SDM_EN.msi 132420 31 EDT
“A\ Single Regular Expression Search (0) b : 24 sttt e 7 rRdine
- %  Hashset Hits # Catalog1.edb Ci\UsersimarkiDownloads python-3 Xe 104432 10EDT
-9 E-Mail Messages o Catalogl.edb C:\UsersimarkiDownloads Product Keys for instructor use in student labs.docx 13582 95861744 2016-07-09 12:55:08 EDT
-3¢ Interesting Items # Catalogl.edb Cri\Users\markiDownloads ChromeSetup.exe 987728 11407984 2016-07-09 40 EDT
- Accounts # Catalogl.edb 1004273 187 2016-07-09 58 EDT
@& Tags c % 5 S Eemit i s
- & Reports *® Catalog1.edb winrt--{5-1-5-2 293912-1479115529-100.., 852 10123088 2016-07-09 02 EDT
# Catalog1.edb Ci\UsersimarkiSearches Indexed Locations.search-ms 248 7941928 2016 09 10:13:59 EDT
# Catalog1.edb Ci\UsersimarkiSearches Everywhere.search-ms 248 7943104 359 EDT
# Catalogl.edb Ci\UsersimarkiDocumentsiiwinHex zlib1.dll 100352 104288960 3:05 EDT
# Catalogl.edb C:iUsersimarkiDocuments!WinHex WinHex.exe 2057728 18086192 04 EDT
# Catalog1.edb simarkiDocuments)winHex 469439 104274120 3:04 EDT
# Catalog1.edb C:\UsersimarkiDocuments\WinHex winhex-d.chm 561035 04 EDT
# Catalog1.edb s\markiDocuments Y55 Catalog Entry.tpl 1030 03:04 EDT
* Catalogl.edb markiDocumentsi i Y55 Catalog Entry 0x02.tpl 1057 3:04 EDT W
< >
Windows Internals for file_history_test.E01 |
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Process EVTX Files By Event Id Plugin

Parses *all* event logs and provides a list of unique events found in each
event log. You can then cherry pick the events of interest.

M Run Ingest Modules - e

[] 1 Thumbs.db Parser Module 2
O it *** Only run this once otherwise it adds it to the data again.
e —

Parse CCM Recently Used Apps [] Other - Inputin text area below then check this box
Parse MACOS Recents *** Format is a comma delimited textie: 8001, 8002 il
Remove Artifacts/Attributes
GUI Test

Windows Internals

[7] Create Content View of Unique Event Id's

Thumbscache Parser Module |
Volatility Module

Volatility Convert Hiber /Crash Module
Volatility Dump File Module

Cuckoo Module

Logical Files v

m

OooOoOoOoboOoOoEO

[ Select Al ] [ Deselect Al ] Parses EVTX files By EventID

[ View Ingest History J

[V] Process Unallocated Space

Global Settings

| Start | [ Close |
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Process EVTX Files By Event Id Plugin

a@l Results
. =B Extracted Content

. i # Windows Event Logs (125)
. L # Windows Event Logs By Event Id (175)
Directory Listing
Show Rejected Results
¢ [ [soreecediend | b T
=@ DataSources Table  Thumbnail
P I:J LogicalFeset (5 Source File Event Identifier EventId Count DataSource  Tags
H-® Views F & o
p— : 8001 LogicalFilesetl
-8 Resits % applocker.evix 3001 1 LogicalFileSet
- & [B Extacted Content # applocker.evix 8004 6 LogicalFileSet1
- # Windows Event Logs (125) # applocker evtx 8002 190 LogicalFileset1
SRR indows Event Logs By Event 1d (175) #: Win7-appiication.evtx 210 1 LogicalFileSett
| 2 Reywoedtis #: Win7-application.evix 213 ! LogicalFieset1
¢ -\ Single Literal Keyword Search (0) P
i - icati 220 LogicalFileSet1
- @Q Single Regular Expression Search (0) % Win7-application.evtx 220 1 LogicalFileSet1
% Hashset Hits ¥ \in7-application.evtx 221 ! LogicalFileSet1
¥ E-Mai Messages #;: Win7-application. evtx 223 t LogicalFileSet1
* Interesting ltems & Win7-application.evtx 225 1 LogicalFileSet1
) rcans #: Viin7-application.evix 1007 i LogicalFleset
- > N ot/ LonicalFileSetl
-0 Tags in7-application.ev gicalFi
% Reports # Win7-application.evtx 1008 1 LogicalFileSet!
#: \Win7-application.evix 1010 { LogicalFileSet1
# \in7-application.evix 1011 1 LogicalFileSet]
& Win7-application.evix 1012 1 LogicalFileSet1
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CCM Recently Used Plugin

Based on James Habben’s post about recently used apps.

@@ Data Sources

@ Views
2-[E] Results
- & [B Extracted Content
Tk
= X Keyword Hits
- @-A Single Literal Keyword Search (0)

Directory Listing | L
WMI Recently Used Apps
Table | Thumbnail
Source File Path & Explorer File Name File Size User ID Last Used Time Time Zone Offset  Launch Count
# OBJECTS.DATA C:\Program File mckinnon 2017-10-03 10:47:17 EDT  ="+000" 2
# OBJECTS.DATA C:\Program File mckinnon 2017-10-05 11:47:51 EDT  ="+000" 565
# OBJECTS.DATA C:\Program File 72G.exe mckinnon 2017-10-03 13:14:43EDT  ="+000" 290
# OBJECTS.DATA C:\Program Files\AccessDatalFTK Imager), ADIso.exe 63848 mckinnon 2017-07-11 17:53:19EDT  ="+000" 7
# OBJECTS.DATA C:\Program Files (x86)\Common Files\Apple\Apple Applicati... APSDaemon.exe 435816 mckinnon 2017-09-18 1 S0EDT  ="+000" 30
# OBJECTS.DATA C:\Program File ommon Files\aimersoftiaimersoft ... ASHelper.exe mckinnon 2017-10-05 11:47:51 EDT  ="+000" 30
# OBJECTS.DATA C:\Program File dobe\Reader 11.0\Reader!, AcroRd3. mckinnon 2017-10-03 14:11:42 EDT  ="+000" 1114
# OBJECTS.DATA C:\Program File ommon Files\adobelaRM 1,04 AdobeaRM.e mckinnon 2017-09 7EDT  ="+000" 6
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Volume Shadow Plugin

Parses Volume Shadow using DFVFS

Creates a new logical file data source and adds the extracted content to it for
each Volume Shadow. This way you can run other plugins against that data
source.

In the Extracted Content view is a list of all the files that were extracted.
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Volume Shadow Plugin

M vss test 1° Autopsy 4.4.0 = o X

Case View Tools Window Help

- — ;
E:b_: Add Data Source ‘Wewlmagesteos :Tmehe {i Generate Report OdoseCase M '\ . © - KeywordLsts | Qp Keyword Search

Directory Listing v QO

€ (] Show Rejected Resuts

Jvss - 5fbe 1eac-3741-11e7-9408-0800272373b7 - 2017-05-18 12:59:20/vss0 10 Results|
=@ DataSources A | Table Thumbnai
& ) Python-win-test delete-vss.£01 Name Location Modified Time Change Time Access Time Crez
=] Q] vss( - Sfheleac-3741-11e7-9408-080027237307 - 20 ¥ ¢ xtend T— w— . ; ; A ’ A o
.  SEx [vssO - Stbeleac-3741-11e7-9408-060027 7-2017-,., 0000-00-00 00:00:00 0000-00-00 00:00:00 0004
=RV <0 (10) » o ! : _
& L $Extend (1) 4 SRecyde.Bin [vss0 - Sfbeleac-3741-11e7-9408-0 0000-00-00 00:00:00 0000
@v . SRecyde.Bin (1) -‘;Prog'am Files - 5fbeleac-3741-1167-9408 . 0000-00-0000:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00 000
E’ L PYOQTMHQS(H) ‘_ Prog'amData - Sfbeleac-3741-11e7-9408-080 -2017-,,, 0000-00-00 00:00:00  Q000-00-00 00 0000-00-00 00:00:00 0004
#- |0 ProgramData > z
g @ 4 Python27 0 - Sfbeleac-3741-1127-9408 2017- 000(
@[l Python27 (1) _
& b System Volume Information (2) .. System Volume Information Jvssh - Sfbeleac-3741-1127-9408-0 2017-,,, 0000 000(
@[ Users(2) ‘,Users fvss0 - Sfbeleac-3741-11e7-3408-0 2017-, 000d
@ [l Windows (26) 1 Windows fyss0 - Sfbeleac-3741-11e7-9408-0 -2017-,., 0000-00-D0 00;00;00 0 0 000(
@ !:J vss1 - 5012d053-3e36-1167-9402-080027237307 - 2 SMFT Juss0 - Sfbeleac-3741-11e7-9408-080027 . 0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00  00OQ
E)»l:j vss2 - c0f9383b-442a-11e7-3415-080027237307 - 20 i — S 000-00-0000:00:00  0000-00-00 00:00:00  0000-00-00.00:00:00 0004
i pagefile.sys fuss0 - 7 - 2017-.,. 0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00  000Q
+ [_-:] vss3 - 841fc327-44ab-11e7-941b-0800272373b7 - 20

- [] ves4-6093c018-46e2-1167-9430-080027845366 - 2
@[] vssS - 6250b28f-4beb-1167-9431-08002784566 - 20

@@ Views < >
2-[E Results =
- = [B Extracted Content

- # yssD - Sfbe leac-3741-1167-9408-0800272373b7

i # vss1 - 5012d05a-3ea6-11e7-940a-0800272373b7

o # vss2 - c0f9aB3b-442a-11e7-9415-0800272373b7

i M yss3 - 841fc327-44ab-1167-941b-0800272373b7

- # yss4 - 6093c018-46e2-1167-9430-080027845366

. # yss5 - 625bb28f-4beb-11e7-9431-080027845a66 v

< >

repopiaing mageideocaabese

B @
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Volume Shadow Plugin

M vss test 1 - Autopsy 44.0 - n} X

Case View Tools Window Help

. 8 ey = - - |
- &7 Add Data Source n\ﬁewlmages/\fndeos :.Tmeine i Generate Report 6doseCase M A O ~Keywordlists Qy Keyword Search

—1_ o v O
‘(' [[] Show Rejected Reslts DReCto) Lsty

vss0 - Sfbe leac-3741-11e7-9408-080027237307 - 2017-05-18 12:59:20 Files 5500 Results|
=@ Data Sources A | Table Thumbnal

S Python-win-test-delete-vss.E01 Source Fie Name MFT Number  Path Date Created Date Modified
&[] ves0 - Sfbe teac-3741-117-9408-080027237367 - 20

y # {sfbeteac-37¢ §TxfLag b 32 [$Extend/$RmMetadataf§ TxfLog 2017-04-03 18:49:09EDT  2017-05-22 ;[1;54:1»'\
a0 vss0 (10) { §TxfLog [$Extend/§RmMetadataf$TxfLog
@[l $Extend (1) #: {fbe1eac-37¢ §TxfLogContainer00000000000000000002 34 [$Extend/$RmMetadataf$TxfLog 2017-04-03 18:49:09EDT  2017-05-22 20:54:1

# ‘L $Recyde.Bin (1) # {Sfoeleac-37¢ crc [Usersfmark/AppDatafLocal(JetBrains/Transien... 2017-05-19 14:02:26 EDT  2017-05-19 14:02:2
[ Program Files (13) # {stheleac-37¢ crc
- | ProgramData (3) # {Sfbeleac-37¢ crc

@10 Python27(1)

ers/mark{AppDatajLocalfJetBrains/Transien.., 2017-05-19 14:02:27 EDT  2017-05-19 14:02:2

)
JUs

27EDT  2017-05

Users/markfAppDatajLocal/JetBrains/Transien,., 2017-05-19 14:0 -19 14:02:2

&
@- 1 System Volume Information (2) # {stheleac-37¢ usage {Users/mark/&ppDatafLocal/Google/ChromefU, .. 2017-05-18 09;21:33EDT  2017-05-18 09;21:4
@ L Users (2) % {5fbeleac-37¢ version [Usersjmark/AppDatajLocal/JetBrains{Transien.., 2017-05-19 14:02:27 2017-05-19 14,02:2
@ |40 Windows (26) % {sfbeleac-374 version [Users/markfAppDatajLocal(JetBrains/ Transien.., 2017-05-19 14;,02:27 EDT  2017-05-19 14:02:2

[ Q vss1 - 5012d05a-3ea6-11e7-940a-0800272373b7 - A # {5foeteac-37¢
& Ej vss2 - c0f9a83b-442a-117-9415-0800272373b7 - 20

version [Users{mark/AppData/Local/JetBrains/Transien,., 2017-05-19 14:02:26 EDT  2017-05-19 14:02:2

3 I:j vss3 - 841Fc327 1167941 37377 - 20 & {Sfbe leac-374 0.0 filtertrie.intermediate. bt 9725 [Usersfmark/&ppData/Local/Packages/Microsof... 2017-05-22 18:53:52EDT  2017-05-22 18:53:5

Y E'J vss4 - 6093c0 18-46e2-117-9430-080027845366 - 20 & {sfbeleac-37¢ 0.1 filtertrie.intermediate.txt 9731 [Users{mark/AppDatajLocal/Packages/Microsof,.. 2017-05-22 18:53:52EDT  2017-05-22 18:53:5

B Ej vss5 - 625bb28f-4beb-1127-9431-080027845a66 - 20 .3 {5fbe1eac-374 0.2 filkertrie.intermediate.bxt 9738 JUsers/markjAppDatajLocal/Packages/Microsof ., 2017-05-22 18:53:52EDT  2017-05-22 18:53:5 v
[#-® Views < >

2-[E| Results
- [B Extracted Content

|
vss1 - 5012d05a-3ea6-1167-940a-0800272373b7
vss2 - c0f3a83b-442a-11e7-9415-08002723737
" vss3 - 841fc327-44ab-11e7-941b-080027237307
vss4 - 6093c018-46e2-11e7-9430-080027845266
vs5 - 625bb28f-4beb-11e7-9431-080027845366 v

S S S

< >

prepopulating image fvideo databese | EEN
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Safari OSX Plugin

Parses the Safari browser information from Mac os. Collects data from
History, Bookmarks, Downloads, Last Session, Recently Closed Tabs and Top
Sites and Web Searches.

=@ Data Sources Safari Top Sites
@ ©_Capitan_lohann_Shmidt,E01 Table | Thumbnail
L Views Source File Username URL Title Site Last Modified
& ‘g Resuts # TopSites.plist  redskull http: fjwww, apple.comjstartpagef 2017-04-29 22:39:46 EDT
E}--. Extracted Content " ) i » ) ) L e
Lk Safari Top Sites (12) * TopSites.plist  redskull https: /v, icloud. com) iCloud 0000-00-00 00:00:00
. ‘‘‘‘‘ 2 Web History (59) & TopSites.plist redskull https: [ fwww,vahoo,com/ Yahoo 0000-00-00 00:00:00
: - @ Web Search (2) & TopSites.plist redskull https:/fwww bing.com/ Bing 0000-00-00 00:00:00
E} “ :\ FEYWWd Hits # TopSites.plist  redskull https: ffwww,.google.com/?client=safarid&channel=mac_bm  Google 0000-00-00 00:00:00
o Single Literal Keyword Search (0) # Topsites.plist  redskul https:ffww, wikipedia,org/ wikipedia 0000-00-00 00:00:00
¢ [\ Single Regular Expression Search (0)
__ % Hashset Hits # Topsites.plist  redskull https: |/ fwww, Facebook, com Facebook 0000-00-00 00:00:00
.. U E-Mail Messages # Topsites.plist  redskull https: /twitter.com/ Twitter 0000-00-00 00:00:00
- * Interesting Items & TopSites.plist  redskull https: [ fwww linkedin.com/ LinkedIn 0000-00-00 00:00:00
EEJ'“@ Tags # Topsites.plist  redskull http:/ fvsn, weather,.com/ The Weather Channel  0000-00-00 00:00:00
-l Reports ) i
# Topsites.plist  redskull http: / fvw, velp,com) Yelp 0000-00-00 00:00:00
# TopSites.plist  redskull http: f v, tripadvisor . com) TripAdvisor 0000-00-00 00:00:00
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FS Events Mac os Plugin

Based on the work of Nicole Ibrahim.

Once the events are parsed it groups the data based on different events.
This is controlled using a SQLite database that defines the events, this
allows the user to define more events in the future.

= |§-| Results
== B Extracted Content
. - # AllFSEvents (100064)
----- ~ Aprox Dates System Boot FSEvents (4)
----- #  Internet Browser Activity FSEvents (261)
- #  Mount/Unmount Activity FSEvents (30)
... 8 User Profile Activity FSEvents (2)

—t, g A I e s .
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Mac OSX Recents

This plugin will parse plists and SQLite databases on the system.

This uses a database of defined artifacts in a SQLite database so it can be
expanded for future use.

Plist 10.6 - 10.12
Install History Plist 10.12

SQlite 10.11-10.12
Mounted Volumes Plist 10.9-10.12
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Mac OSX Recents

talled Programs
Table ' Thumbnai
Source File Display Version  Program Name Installation Method  Data Source Tags
(_ % InstallHistory.plist 0S¥ 05 X Installer El_Capitan_Johann_Shmidt.E01
% InstallHistory.plist 10.1.6 VYMware Tools Installer El_Capitan_Johann_Shmidt.E01
E] E Data Sources % InstallHistory.plist 4.3.2 Twitter storedownloadd El_Capitan_Johann_Shmidt.E01
EJ t Views %/ InstallHistory.plist 0.2.4239 Whatsapp storedownloadd El_Capitan_Johann_Shmidt,E01
E]’EJ Results %/ InstallHistory.plist 110 Gatekeeper Configuration Data  softwareupdated El_Capitan_Johann_Shmidt.E01
E} ) . Extracted Content e % InstallHistory.plist 4.22 Chinese Word List Update softwareupdated El_Capitan_Johann_Shmidt.E01
%] Installed Programs (6) Listing
- #  MacOS Mounted Volumes (4) MacOS Mounted Volumes
. mJ Operating System Information (1) Table Thumbnail
. Koyt Source Fil MAC Mounted Vol Data T
. B-Q Single Literal Keyword Search (0) ource File ounted Volume ata Source ags
: @\ Single Regular Expression Search (0) & com.apple.sidebarlists.plist Computer El_Capitan_Johann_Shmidt,E01
: :j:hﬁ: - £ com.apple.sidebarlists. plist EL_CAPITAN El_Capitan_Johann_Shmidt.E01
- () ail Messages
3K Interesting Items #: com.apple.sidebarlists.plist Install O5 X El Capitan  El_Capitan_Johann_Shmidt,E01
: @ # com.apple.sidebarlists. plist Network El_Capitan_Johann_Shmidt.E01
w8 Tags
R B Reports Llstlng I
Operating System Information
Table  Thumbnail
Source File Name Version MAC Build Version Data Source
=, SystemVersion.plist MacOSX  10.11.6 15G31 El_Capitan_Johann_Shmidt,E01
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Plaso Plugin

This plugin allows the user to either import data from a plaso run or run plaso
against an Image.

M. RunIngest Modules - ﬂ M RunIngest Modules_ - Z g v~ R &
Ve TGO DT . W rurs e san saran 7
[7]  Thumbs.db Parser Module Plaso Executable Directory [C] Thumbs.db Parser Module Plaso Executable Directory
[7]  ParseFile History H: \plaso-1.5. 1-X64\plaso [C]  ParseFile History H:\plaso-1.5.1-X64\plaso
[ ParseEvitxByEventlD [l ParseEvixByEventID
[T Parse CCMRecently Used Apps [ Save Plaso Exec Dir ] [7]  Parse CCMRecently Used Apps [ Save Plaso Exec Dir ]
W] pasododde | BV S e .
[7]  Plaso Import Module D RutPlaso Against Autopsy Image ) I D. [—
[7]  Mac OSX FSEvents Module jAlLVSS juw) il |[C]  MacOSXFSEvents Module
[7]  Parse MACOS Recents _ I [[]  Parse MACOSRecents [ Exclude Fie Source
[7]  Remove Artifacts/Attributes [ import Plaso Storage Fie ! [ Remove Artifacts/Attributes
[[]  GuITest e Siege o . - : [[]  GUITest Message:
[[]  Windows Internals i| |[F]  Windows Internals Taid RIS
[7] Thumbscache Parser Module = [F] Exclude Fie Source [7]  Thumbscache Parser Module =
[71  Volatility Module 71 volatiity Module
[T Volatiity Convert Hiber/Crash Module Message: [71  volatiity Convert Hiber/Crash Module
] Volatiity Dump File Module Settings Read successfuly! " |1 volatiity Dump File Module
7] Cuckoo Module : [l Cuckoo Module
[[]  Logical Files v | 7] Logical Files ad
[ kel ] [ Desclect il Run Plaso or Import Storage File [ Select Al J [ Deselect Al J Import Plaso Storage File
Process Unallocated Space Process Unallocated Space
Start Close | stat | [ Close | |
Pl g — 2
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Plaso Plugin

=-|%| Results

- =B Extracted Content

L # Plaso Source LOG (4)
-----rs

- # Plaso Source REG (991939)

= X Keyword Hits

-

Listing I
Plaso Source PLIST

Table Thumbnail

Source File Plaso Source Type  Plaso Type Plaso Description Plaso File Name
# Plaso_Import.db3 Plist Entry Content Modification Time  [item/ Installation of [OS X ] using [OS X Installer]. Packag... [Library/Receipts/InstallHistory,plist
# Plaso_Import.db3 Plist Entry Content Modification Time  [Stores) Spotlight Yolume 0834236C-CA2B-4BC3-9483-2C3.,, [,Spotlight-V100/VolumeConfiguration,
® Plaso_Import.db3 Plist Entry Content Modification Time  fitem/ Installation of [VMware Tools 10.1.6] using [Installer... [Library/Receipts/InstallHistory . plist
# Plaso_Import.db3 Plist Entry Content Modification Time  fitem/ Installation of [Twitter 4,3.2] using [storedownloadd,.. [Library/Receipts/InstallHistory . plist
# Plaso_Import.db3 Plist Entry Content Modification Time  Jitem/ Installation of [Whatsapp 0,2.4239] using [storedo... [Library/Receipts/InstallHistory. plist
# Plaso_Import.db3 Plist Entry Content Modification Time  fitem/ Installation of [Gatekeeper Configuration Data 110] ... JLibrary/Receipts/InstalHistory, plist
#: Plaso_Import.db3 Plist Entry Content Modification Time  Jitem/ Installation of [Chinese Word List Update 4.22] usin... [Library/Receipts/InstallHistary. plist
# Plaso_Import.db3 Plist Entry Content Modification Time  fitem/ Installation of [CorelSKD Configuration Data 8] usin... JLibrary/Receipts/InstallHistory, plist
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Cuckoo Plugin

This plugin will allow you to send tagged items to a Cuckoo server.

M. Run Ingest Modules - ‘ X

] Parse CCM Recently Used Apps 7 :

Protocol to Use
] Plaso Module i
] Plaso Import Module
[]  Mac OSX FSEvents Module Cuckoo IP Address
] Parse MACOS Recents 10.33.10.167
& Remove Artifacts/Attributes Pt Nisbier
] Windows Internals 10
[7]  Thumbscache Parser Module [ Save Cuckoo Setup ]
] Volatility Module
[7]  volatiity Convert Hiber /Crash Module |= [ Check If Serve Available ]
[ Volatility Dump File Module Settings Read successfully!
@] lcdoorode
& Logical Files #
[ Selechil ] [ Desclect ] Send Files to Cuckoo
[ Vew Ingest Listocy ] Global Settings
[V] Process Unallocated Space

| start | [ Close |
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Volatility Plugin General

This plugin allows you to run Volatility against a memory Image.
The memory image needs to be added as a Logical File.

This can run the Volatility executable or the Python script

Uses Version 2.5 or 2.6 of Volatility.

Only uses stock plugins. Plugin info is stored in SQLite database so other
plugins may be added by user.

Autodetect will only run once. If Autodetect is selected again it will pull the
memory profile from what was saved from the first run.
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Volatility Plugin

M. Run Ingest Modules g

Parse MACOSX Safari -
Thumbs.db Parser Module Volatility Executable Directory ‘
F:\volatiity_2.6_win64_standalone | Find Dir ]

Parse File History
ParseEvixByEventID
Save Volatility Exec Dir |

Parse CCM Recently Used Apps
Plaso Module
Plaso Import Module
Mac OSX FSEvents Module amcache -
Parse MACOS Recents Plugins: apihooks
Remove Artifacts/Attributes Sines -
GUI Test Profile: ZAutodetect v
Windows Internals
Thumbscache Parser Module

ottty odie |
Volatility Convert Hiber/Crash Module Message:
Volatility Dump File Module Settings Read successfully!
Cuckoo Module
Logical Files =

Version: ' 2.6 v ‘

Additional Parameters To Run With:

m

BIEEEE = FEEEEEEEEEEE

Select Al | [ Deselectal |

Run Volatility against a Memory Image

[ View Ingest History ]

Global Settings

[¥] Process Unallocated Space

[Start][close]
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Volatility Plugin

M Log_test_2 - Autopsy 4.3.0 - O X
Case View Tools Window Help
; — = : :
d&: Add Data Source a View Images)Videos =% Timeline [, Generate Report ® Close Case A © ~ Keyword Lists Qy Keyword Search
. Directory Listing v O
[L] show Rejected Results || it cMDSCAN sample005.bin 11 Results
[+ Data Sources Table ' Thumbnail
E}‘EJ Vlewsl Source File id Process PID History Offset ~ Application ~ Flags Command Count  Last Added LastDisplayed First Comman
[=|%| Results
: & .bi cmd.exe Allocated, Reset 0 0 0
=B Extracted Content sample005.bin 1 md.exe Allocated 11 10 10 0
..... Volatility CMDLINE sample001.bin (21) & sample005.bin 2 cmd. Allocated, Reset 11 10 10 0
Volatility CMDLINE sample005.bin (25) # sample005.bin 3 cmd. Allocated, Reset 11 10 10 ]
Volatility CMDLINE sample006.bin (38) # sample005.bin 4 cmd. allocated, Reset 11 10 10 0
Folaiiy CHDRINE aampletitybin (38 # sample005.bin 5 cmd.exe 11 10 10 0
Volatility CMDSCAN sample001.bin (5) - ) - — - —
\Volatility CMDSCAN sample005.bin (11) * sample005.bin 6 emd. 11 10 10 0
Volatility CONNECTIONS sample001.bin (1) # sample005.bin 7 cmd.exe Allocated, Reset 11 10 10 1]
Volatility CONNECTIONS sample005.bin (3)| | # sample005.bin 8 cmd.exe Allocated, Reset 11 10 10 0
Volatiity CONNECTIONS sample006.bin (1) # sample005.bin 9 cmd.exe Allocated, Reset 11 10 10 0
Volatility IMAGEINFO sample001.bin (1) » p— o { located. Reset 11 - " .
Y 3 0 cmd.exe Allocated, Reset 0 0 0
»»»»» Volatiity IMAGEINFO sample005.bin (1) sample005.bin " s e
Volatiity IMAGEINFO sample006.bin (1) # sample005.bin 11 cmd.exe Allocated, Reset 11 10 10 0

Volatility IMAGEINFO sample007.bin (1)
Volatility PSLIST sample001.bin (21)
Volatility PSLIST sample005.bin (25)
Volatility PSLIST sample006.bin (38)
Volatility PSLIST sample007.bin (31) < >
Volatility PSSCAN sample001.bin (45)
Volatility PSSCAN sample005.bin (101)
Volatility PSSCAN sample006.bin (38)
Volatility PSSCAN sample007.bin (31)
Volatility PSTREE sample001.bin (21)
Volatility PSTREE sample005.bin (25)
Volatility PSTREE sample006.bin (38)
Volatility PSTREE sample007.bin (31)
yword Hits
Single Literal Keyword Search (0)

F 0." c.,- ."» o:; :,- & ‘:). 0',- &% 0:} 0’- & n’b o:,- &% :} o:,- 0.,- .',» o:} 0.,- :} e:} 0',- &%

EEEN

7

@ DAVENPORT UNIVERSITY




Volatility Dump Hiber File Plugin

To be run against a disk image. Will use Volatility to convert the hiberfil.sys and
store as a Logical File to run the Volatility plugins against.

M. Run Ingest Modules ﬂ

Parse MACOSX Safari -
Thumbs.db Parser Module Volatiity Exeautable Directory

Parse File History F:\volatility_2;6_win64_standalone\volatility_z.6_wit
ParseEvixByEventID

Parse CCM Recently Used Apps [
Plaso Module

Save Volatility Exec Dir ]

Plaso Import Module [7] Extract and Create Memory Image from Hiberfile
Mac OSX FSEvents Module
Parse MACOS Recents
Remove Artifacts/Attributes Message:

GUI Test Settings Read successfully!
Windows Internals

Thumbscache Parser Module

[ Volatility Module

[ oty Comvert e Croh e
[ Volatility Dump File Module

[[]  Cuckoo Module

|[[]  Logical Files -

5 T T R

[ Select M ] [ DeselectAl Convert Hiber/Crash files using Volatility

[ View Ingest History ]

Global Settings

Process Unallocated Space

| start | [ Close |

@ DAVENPORT UNIVERSITY



Volatility Dump Plugin

Dumps files to Module Output directory then adds them back into Autopsy as a

derived file in a directory structure under the memory image.
M Run Ingest Modules ﬂ

Parse MACOSX Safari -
Thumbs.db Parser Module

Parse File History

ParseEvixByEventID [
Parse CCM Recently Used Apps
Plaso Module Version: 26 =

Volatility Executable Directory
F:\volatility_2. 6_win64_standalone\volaﬁlii'[ Find Dir ]

Save Volatility Exec Dir ]

Plaso Import Module
Mac OSX FSEvents Module I dumpcerts A

Plugins: dumpfiles
Parse MACOS Recents :

dumpregistry v

Remove Artifacts/Attributes
GUI Test Profile: Autodetect v
Windows Internals

Process ids to dump (comma seperated list):

m

Thumbscache Parser Module
Volatility Module
Volatility Convert Hiber/Crash Module Message:

| [Volatity Dump e Module | PR
Cuckoo Module
Logical Files =3

il & [FlElElElEEEEEEEEEELE

[ Select Al ] [ Deselect Al ] Dump Files Using Volatility against a Memory Image

[ view Ingest History ]

Global Settings

Process Unallocated Space

| start | [ Close |
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Volatility Dump Plugin

M mem_test dups - Autopsy 44.1 - i} X
Case View Tools Window Help
Ll
£, Add Data Source ‘V\ewlmges/ﬁdeos :Tmehe |l Generate Report .*GweCase Ly © - Keyword Lists Qp Keyword Search
[—. v v
[ Show Rejected Results m L ]
ﬁ.ogtﬁSetLﬁob.wm/dnpﬂs/l?SZ 146 Results
5 DetaSources | Tebe Thunbrad
&) LogeaFieset1 (1) Name Created Time
W ig o fle.1752.0: 1chabat 00000 00:00 A
5 dmpfies(3) i -
1384(44) file. 1752.0x8 1c6b1f3.img
1752 (146) fle. 1752.0x8 160578, vach
883 67) fle. 752,08 c6ca) dat
6L, pocimp() fle, 1752.0181c6e640,ing
1384(1)
1752 (1) fie. 1752.0x81c6ed30.mg
888 (1) fie. 1752.0x81c75¢30.img
H-® Views fie, 1752.0x81c7df10.dat
o B/ Results fie, 1752.0v81c804c0.dat
5 [ Extracted Content
fie. 1752.0x81c80b48.dat

% Volatity IMAGEINFO Bob.vmem (1)
% Volatiity PSLIST Bob.vmem (27)
K Volatity PSSCAN Bob.vmem (27)
B\ Keyword Hts
#- '\ Snge Literal Keyword Search (0)
#-\ Snge Regular Expression Search (0)
% HashsetHits
9 EMal Messages
X Interesting Items
i Accounts

file.1752.0x81¢88058. dat
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Future — What’s Next

What do you want to see?
More data processing plugin’'s?
More content viewer’s?

Help shape the future of plugin development.
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File History - https://forensic4cast.com/2016/04/ken-johnson/

CCM Recently Used - http://blog.4n6ir.com/2017/02/secret-archives-of-
execution-evidence.html

FS Events Mac - http://nicoleibrahim.com/apple-fsevents-forensics/

VVolume Shadow - http://dfvfs.readthedocs.io/en/latest/
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