
MACOS HOST MONITORING - 
THE OPEN SOURCE WAY



INCIDENTS HAPPEN!



AM I COMPROMISED?



WHAT DO WE NEED TO DO?  

• Identify infected hosts by checking for known IOCs 

• For each host: 
• Establish a timeline 

• When was this malicious app installed? 

• What did the malware do? 

• Reconstruct the process tree 

• What network connection activity came from these processes? 

• What files did these processes touch? 

• What additional IOCs can we easily divine? 



CAN SECURITY PRODUCTS HELP ME?



VENDORS TO THE RESCUE…?

• Some Well-known products in the macOS endpoint security monitoring space 

• <insert_huge_list_of_EDR_vendors>



…MAYBE NOT SO MUCH

• Cost 

• Kernel Panics 

• Slow 

• Hard to tune and optimize
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WHAT DO WE NEED TO DO?

• Identify infected hosts by checking for known IOCs 
• For each host: 

• Establish a timeline 
• When was this malicious app installed? 

• What did the malware do? 
• Reconstruct the process tree 

• What network connection activity came from these processes? 

• What files did these processes touch? 

• What additional IOCs can we easily divine? 



OSQUERY
Tool from Facebook 

SQL for operating systems 

• Discover Installed Applications 

• Interrogate configuration (including auto runs, Santa settings, etc.)  

• Kext for process events 

• Works on Linux, Windows, and macOS 

More features than I have time to cover  

https://osquery.io/

https://osquery.io/


OSQUERY EXAMPLE 



WHAT DO WE STILL NEED TO DO? 

• Identify infected hosts by checking for known IOCs 

• For each host: 
• Establish a timeline 

• When was this malicious app installed? 

• What did the malware do?  
• Reconstruct the process tree 

• What network connection activity from these processes? 

• What files did these processes touch? 

• What additional IOCs can we easily divine? 



SANTA
Tool from Google 

• Contains a signed kernel extension 

• Designed for whitelist/blacklist of process executions 

• Can be used for execution monitoring and logging 

https://github.com/google/santa

https://github.com/google/santa


SANTA EXAMPLE



SANTA CAPTURING EVEN MORE PROCESS EXECS !



OTHER GREAT SANTA FEATURES



PROCESS TREES ARE RAD!



BUT SANTA ISN’T ENOUGH… 
WE STILL NEED FILE MONITORING AND NETWORK CALLS 



AUDIT (BASED ON OPENBSM)
Built into macOS 

Watch arbitrary syscalls made by processes 

Logs are in xml 

• also duplicate path entries… 

• Lots of information



AUDIT EXAMPLES



BUT THE DOMAIN WASN’T THERE…

Command-line to collect those logs (For post Sierra systems)

For example purposes only



OTHER EXAMPLES OF USEFUL ALERTING: 

• Common post exploitation techniques you can catch 

• https://github.com/EmpireProject/EmPyre/blob/e3321b7f95528e3debdb63d64e96f82ae5d3a9a1/lib/common/stagers.py 

https://github.com/EmpireProject/EmPyre/blob/e3321b7f95528e3debdb63d64e96f82ae5d3a9a1/lib/common/stagers.py


OFFICE MACROS!



THE END

• By using a combination of Osquery, Santa, and Audit, You can perform 
lightweight, free, extendable Incident Response.  




