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Mac OS X Support

» Running Sleuth Kit

» Sleuth Kit builds and runs normally on OS X machines, both
PowerPC and Intel, 32- and 64-bit

° ] \.‘ »o.’- . o .“...
s A P '-4-.._’

o ) ¢ ) o Bcd ) z A PN el
d k L w LY R TIR § U = by i A .‘g .‘ N o | =y e iy > a‘;;'.‘ o8 ‘:. - e _”J ot '
- = IDIBI®Y A 2, | Gl AN~ h aY=2\V.V4 il A S =2 YR avVa
8 = L ’:fl‘ ;»"u- ) | 1Al 11 ﬂ, | o D r 1-“_‘_,‘?3__' Pt .:;1_ L =\ 'C_v' s ™\ :’_.-‘.:l Ex a | f:c_! ¥ \,:. L) IjAE B _'.‘ I \“ ) | f




Partition Table Support

» PowerPC Mac boot disks: Apple Partition Map
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» Intel Mac boot disks: GUID Partition Table (GPT)
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File System Support

» HFS+ is the dominant Mac OS X file system

» Legacy HFS (System 8 and older) is not supported by Sleuth Kit

» Sleuth Kit can read HFS+ file systems wrapped in an HFS
compatibility layer (still occasionally done on external disks)
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HFS+ Support

» Certain SK features don’t yet work for HFS+
» Deleted files

» Journal information




Snow Leopard HFS+

» Mac OS X 10.6 added transparent file
compression to HFS+

» Generally only used at install time for system files, but there are
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Compression Example

root# cd /var/db/dslocal/nodes/Default/groups/

root# ls -1li staff.plist
7981 -rw--——-——-—- 1 root wheel 771 Jul 2 2009 staff.plist

root# /tmp/sleuthkit-3.1.2/icat /dev/rdisk0s2 7981

Ao p: il P & {
ahdats UL SRR D

: - - . A Y y il y - - - ) { oy
A o PP < 3" Laa> Y s 2.0 T N e A TG 4 SRS E SN R KL B e P sy g e
” ", ~’_I,‘, L% Sanciie ok ML s s R iy gV N - Lol il > e A AR w it Loy s SRR i S T SR
v iz hi ) > 44 t 1S Py, e 3 e Tn AL - A 3 * 4 < : e iy oy e AR L A &g TR PR 7 -
AT - N ¢, 1% R bl PR € v L R e 2 T T B AN TS et Nk et B T e e O PR Bl S R o T Ny R 0N » et TN Bt e T s 73 L R RN NG Nl 2 3 T P S S ¥
e Y ',”.:t(;‘,_* . ‘r:. S FeN o o w—.{ ‘p._,‘_n.’. PLE o ‘?,,. Zpid) e R B A S s R AR PRy WL L. t,',,_,._\‘:,. DR A :'ﬂ'd RERC """',:' R :ﬂ?' WU .',:\‘:.‘ :"A\.-‘_‘ i IO, LYY, TP s Oy T 205 I ': et A ol SRRV 5
F FIR ‘et s o M A ” 3 A ¥ - e e -4 S . vy 3 b J X A :



http://www.apple.com/DTDs/PropertyList-1.0.dtd
http://www.apple.com/DTDs/PropertyList-1.0.dtd

How Compression Works

» File’s data fork is empty

» Forensic tools such as Sleuth Kit will show an empty file

} HFS+ extended attrlbute com. apple decmpfs has ,
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How Mac Marshal




Mac Marshal

A forensic tool to analyze Mac
disk images, for use in

» Triage Phase

Discovering the lay of the land of a Mac
hard drive, focusing an investigation
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Mac Marshal+Sleuth Kit




Stock Sleuth Kit Tools

» Tools used during triage
» mmls - partition table information for triage
» img stat - disk image info during triage

» blkcat - read raw blocks from the disk image

D fsstat - fle system mformatlon durlng trlage
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Custom SK Tools

» Modifications to standard tools

» istat - also print file path (if available) on HFS+

» icat - also accept paths by name, optional output file name,
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Using SK as a Back End

> Why!

» Support for multiple image formats, partitioning schemes, etc.
» Visibility of data not provided by native file system drivers

» File system corruption won’t crash the kernel
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Possible directions for




HFS+ Improvements

» Implement HFS+-specific aspects of
» Deleted files

» Journal information




App Integration ldeas

» More easily parseable output

» Especially when file names contain special characters (e.g., \n)

» Progress reporting monitoring for slow
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