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Cookle vs Ga Cookle

e 1 Date
e Host Name
 Hit Count

3 Dates

Host Name

Hit Count/Page View
Source

Keyword

Referring Page




o) GA Cockie Cruncher

Help

Select Browser

@ Intemet Explorer
(") Chrome

(") Safari Plist Cookie

Browser Instructions

Default location for cooldies is under
<ugzer_prafie:'AppData’Roaming\Microsoft
“Windows Coolies. Select the folder where the
coolies are stored or select exported folder

For IE11 on Windows 8: <user_profile=“Local
“Microsoft\Windows \INetCookies and
suger_prafiles:sLocal\Microsaft\Windows
“UMNetCnnkies' | mw

Cookie Location:
CAUsersh HanSolo\DocumertsHTCIAMWE Cookie Tes

Export Reports Location (Al Times UTC):

CiUsers'HanSolo Documents® Test output

Process ] [ Feset

gmail .com.intl/
gmail .com.intl/
client teamviewer com,’
client teamviewer com,’
client teamviewer com,’
juniper.net,’
juniper.net
juniper.net
wordpress.com.’
wordpress.com.’
wordpress.com.’
howtogeek.com.’
howtogeek.com.’
howtogeek.com.’
blogger.com,
blogger.com/
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kb mozillazine .ong/
kb mozillazine .ong/
kb mozillazine .ong/
livefyre com./
mozilazine .orgs
mozillazine .ong,/
mozillazine .ong,/
mozilla.orgs
mozilla.orgs
cclgrouphtd .com./
cclgrouphtd .com./
cclgrouphtd .com./
wiaforensics.com,’
wiaforensics.com,’
wiaforensics.com,’




Output utma

Host Cookie Creation Time 2nd Most Recent Most Recent Visit  Hits

.reddit.com 10/18/2013 3:59 12/14/2013 6:24 12/14/2013 15:48 164
imgur.com 10/18/2013 3:59 12/14/2013 6:25 12/14/2013 15:49 148
witter.com 8/19/2013 5:33 12/14/2013 19:57 12/14/2013 20:05 76
stipple.com 10/18/2013 4:23 12/14/2013 7:27 12/14/2013 15:49 74
Jlastpass.com 8/18/2013 2:13 12/13/2013 4:17  12/14/2013 20:05 63
.blogger.com 8/18/2013 14:13 12/14/2013 21:31  12/14/201321:41 63
.stackoverflow.com 10/16/2013 17:22 12/13/2013 5:35 12/13/2013 17:13 19
.elfster.com 12/3/2013 2:05 12/6/2013 5:01 12/6/2013 7:28 10
.code.google.com 11/7/2013 14:45 12/12/2013 18:02 12/12/2013 22:43 9




Output utmb

Host Page Views Outbound Links Start Current Session
.dfinews.com 1 10 12/14/2013 21:42
.blogger.com 4 10 12/14/2013 21:41
forensicfocus.com 1 10 12/14/2013 21:57
.nirsoft.net 2 10 12/14/2013 21:58




Output utmz

Host Last Update Source Keyword
.yorkphoto.com 12/11/2013 17:15 google cheap%20photo%20prints

Cheap

Shoto prints yorkphoto.com

Google

Last Update Source Keyword ReferringPage
.secureworks.com 5/7/2014 10:16 windowsir.blogspot.com not found /2014/05/new-stuff.html

Windowsir.blogspot.com
[2014/05/new-stuff.html Secureworks.com
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Gr-Farse! o vt

GA-Parser.py —f filename —o directory --ie

GA-Parser.py —d directory—o directory --ie

--chrome, --firefox, --apple

STAY
Pagefile / Hiberfil.sys

DD Image




Build out  utma

Host  |Created | 2nd MostRecent|MostRecent | Hits |
5/12/2013 6:40| 7/13/2013 18:05| 7/14/201321:39| 30|

40
.youtube.com | 5/12/2013 6:40| 9/29/20136:14| 9/29/20138:01| 44
.youtube.com | 5/12/2013 6:40| 10/3/2013 22:46| _10/4/20130:41 66
_youtube.com | 5/12/2013 6:40| 10/8/20135:52| 10/18/20136:18| 98

5/12/2013 6:40| 10/18/2013 6:18 :




m Start Current Session

youtube.com 7/6/2013 19:18

7/14/2013 21:39

15
30
youtube.com 30
30 9/15/20139:07
296|  10/4/20130:41

10/8/2013 5 52
10/18/2013 6:18

9/29/2013 8:01




Build out  utmz

Host

Last Update

Keyword

.youtube.com

7/6/2013 19:18

NSFW Videos

.youtube.com

7/14/2013 21:39

Stuff to get me fired

.youtube.com

8/17/2013 6:03

Grumpy Cat

.youtube.com

9/15/2013 9:07

NSFW Videos

.youtube.com

9/24/2013 6:43

NSFW Videos

.youtube.com

9/29/2013 8:01

Best 2013 NSFW Videos

.youtube.com

10/4/2013 0:41

NDFW Vidoes

.youtube.com

10/4/2013 6:23

How to Embezzle

.youtube.com

10/8/2013 5:52

Really NSFW Videos

.youtube.com
.youtube.com

10/18/2013 6:18
10/26/2013 10:31

11 Ewoks gone wild !!!
Really Really NSFW Videos




m Creation Time

youtube.
youtube.
youtube.
youtube.
youtube.
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youtube.
youtube.
.youtube.
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5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40
5/12/2013 6:40

Combine

7/6/2013 7:16
7/13/2013 18:05
8/11/2013 21:18
9/13/2013 7:37
9/15/2013 9:07
9/29/2013 6:14
10/3/2013 22:46
10/4/2013 0:41
10/8/2013 1:14
10/8/2013 5:52
10/18/2013 6:18

2nd Most Recent §| Most Recent

7/6/2013 19:18

'
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n Really Really NSEW Vidoes

10/26/2013 10:3

utmb

Page
Views

I:
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Hits |Source Keyrwnrd

MEE.—.t 2013 NSEW Vidoes

o oolioocic Inrw vidoes

65 How to Embezz

Really NSFW Videos
NSFW Vidoes Gone Wild




Cookie vs Ga Cookle
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___utm.gif?

http://www.google-
analytics.com/___utm.gif?utmwv=5.4.3&utms=4&utmn=1046933378
&utmhn=www.deviantart.com&utme=8(user-
type)9(visitor)11(1)&utmcs=windows-
1252&utmsr=1600x900&utmvp=1583x754&utmsc=24-bit&utmul=en-
us&utmje=0&utmfl=11.7%20r700&utmdt=deviantART%20%3A%20L
0g%20In&utmhid=1021688701&utmr=0&utmp=%2Fusers%2Fwrong
password%3Fusername%3Dmdegrazia%26ref%3Dhttp%25253A%
25252F%25252Fwww.deviantart.com%25252F&utmht=1373048611
329&utmac=UA-322734-

1&utmec=__ utma%3D212885643.1758037532.1373048500.137304
8500.1373048500.1%3B%2B  utmz%3D212885643.1373048500.1
.1.utmcsr%e3Dgoogle%7Cutmccn%3D(organic)%7Cutmcmd%3Dorg
anic%7Cutmctr%e3D(not%2520provided)%3B&utmu=gR~




Cheat Sheet

Google Analytics UTM Parameters (v2) Cheat Sheet
by Jay Taylor (Jay Taylor) via cheatography.com/573/cs/254/

Hit / Campaign Parameters e-Commerce Parameters (Transactions) Social Parameters

utmac Account ID (e.g. UA-123456-1) utmtci Billing City utmsa Social action (e.g. 'share’, ‘tweet')

Cheatography

utmee Analytics Cookie string utmtco  Billing Country utmsid  Social destination (optional)

utmen New campaign visit? utmtrg Billing Region utmsn Social network name

utmer Repeat campaign visit? utmtid  Order ID These values are sent by _trackSocial requests

utmdt Page fitle utmtst Affiliation / Store name only.

utmhn Hostname utmtsp  Shipping cost
; o Internal Parameters
utmp Page path utmtto Order Total (inc. tax and shipping)

utmr Full referral URL utmttx Tax cost utmhid  Hit ID, random number

. - i - . utmn Random ID to prevent gif caching
utmcc contains the combined strings of the The utmtid order ID must be unique for each

utms Requests made this session (max.
500)

__utma and __utmz Google Analytics cookies. order, otherwise Google Analytics will group
This string is URL encoded. multiple transactions under a single entry. All
monetary fields should be filled in without a utmt Request type (e.g. 'event’, 'tfran’ efc...)

The utmcn and utmcr parameters never currency symbol, e.g.: 12.50 - Chent usage / Eror data (sncoded)

appear in the same request and both only

appear with a value of '1". c T o ) utmvid  Visitor ID
utmwv  Tracking code version

utmtid Order ID
Environment Parameters guid Send Globally Unigue Identifier
utmipe Product code / SKU

utmes  Character set (e.g. ISO-8859-1) . utms increments with each successive request
utmipn Product name

utmifl Flash version made for the current session. After 500, hits will

utmipr Product price be ignored.
utmip IP address
utmigt Quantity




Manually Parsed l';

Host Title:  www.deviantart.com
Page Title: deviantART : Log In

Page Request:

/users/wrongpassword?username=admackbar
&ref=http://www.deviantart.com

—irst Visit =7/5/2013 6:21:40 PM
Previous =7/5/2013 6:21:40 PM
_ast Visit =7/5/2013 6:21:40 PM




| ocations

C:\Users\%USERNAME%\AppData\Local\
Mozilla\Firefox\Profiles\% RANDOM%.defau
[t\Cache

C:\Users\% USERNAME%\AppData\Local\
Google\Chrome\User Data\Default\Cache

C:\Users\%USERNAME%\Library\Caches\
com.apple.Safari\cache.db

C:\Users\% USERNAME%\Local\Microsoft\
Windows\WebCache\WebCacheV01.dat
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FireFox Cache File

= = —r— e T g

5 1.,.r.1‘:‘ 1 EE;EHEWy‘fnS O EEEcEeERAEF = r13-—v>VeEY, " PUVI- ! FBRC
SRR, S i<S5EcHE- Ex 0/ 20 U '=aEWSC) " *Wa iV EmpAL ~ ; :g¥somQS3\...! “Aaad | Ue@sOm
;5 #traa-i[ﬁ@myﬂmsﬂm-::ﬁli B~ 2CEa% {04! “vBSiBEs
: :1 SEREIC - - BEWEEA, ~ Fki @D MnLii— | - Ok el - £ EREEEmE 00 ] 2 A
NULINULINUL|NUL[MITTL B KT ST TE T L R TRITTT (MTTT DL E B E =

ttps ﬂ"a-- =5.4.65utms=lautmn=082¢8
W racking3¥20Code3200verviews 20—
dné.blogspot . com32FZ201332F0732Fgoogle—anaYwtic—values—-in—-cache-files,.
1387061012364cutmac=UA—-24532603-Jéiutmcc= uWma33D171161141.344512501.1
ot . com37Cutmecni3ID (referral ) 37TCutmemdi3Dreferral37CutmectI3IDIZ2F2013%2
R request-method@AGETREAresponse—head@@RHTTE/1.1 200 OK
e 10388
Ll ternate-Protocol: 443 :qguic

ache-Control: private, no-cache, no-cache=5et-Cookie, proxy-revalidat
ontent-Length: 35

ontent-Type: image/gif

Date: Fri, 13 Dec 2013 17:51:548 GHT

Xpires: Wed, 19 4Apr 2000 11:43:00 GHMT

ast-Modified: Wed, 21 Jan 2004 19:51:30 GMT

ragma: no—cache

Ferver: Golfeld

K—content-type—-options: nosniff

—Firefox-5pdy: 3
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GA-Parser L

GA-Parser.py —f webcacheVD1.dat —o
directory --gif

GA-Parser.py —d “C:\path\exportedfiles” —o
output --gif

Ram

Pagefile / Hiberfil.sys

DD Image




Cookle VS (GA Cook|e+Cache)

« 1 Date
e Host Name
 Hit Count

Many Dates
Host Name

Hit Count
Source
Keyword
Referring Page

GA Cookie
Page Title
Page Req
Source
Keyword




@,
File Edit View Options Help
| j i IE.I ‘| H _ﬂ
|Enn13iner_11 [Table ID = 21, 25 Columns] b
elta Url Filename =
PrivaclE:s-msn.com/i/E2/*/37BAS2E2100341BFDEF41 264 224302 gif B
PrivaclE:s-msn.com/i/en-us/*/30.qif 0
PrivaclE:2Zmdn.net/ads/richmedia/*/Missan_Sentra_M5M_300:250_bakcup.jpg
PrivaclE:bing.com/widget/ls//I
PrivaclE:googlesyndication.com/pagead/js/*/lidar,js
PrivaclE:s-msn.com/i/91,/*/17EESOAB116E8 AA4 CODBFEBAEABSDO. jpg -
A | 1 ' 3

91 record(s) NirSoft Freeware. httpahwww.nirsoft.m




ESEDatabaseView: CihUsers\Forensics\Documents tation\5... EE

File Edit View Options Help

BEHRO=08 A

|Enn13iner_15 [Table ID = 29, 25 Columns]

Lirl

http:/www.google-analytics.com/__utm.giffutrmwwe=5518utms=2...

http:/www.google-analytics.com/__utm.giffutmww=5.518utms=1...
http:/www.google-analytics.com/__utm.giffutmwv=5.518&utms=1...
http:/www.goeogle-analytics.com/__utm.giffutmwwe=5518utms=1...
http://www.goeogle-analytics.com/__utm.giffutmwv=5.518&utms=1...

http:/www.google-analytics.com/__utm.giffutmwv=5.518&utms=2...

http://www.google-analytics.com/__utm.giffutmwwv=5.518utms=3...
http://www.goeogle-analytics.com/__utm.giffutmwv=5518&utms=58... |_utm[5].gif J+

4 [

4152 record(s), 1 Selected Hirsoft Freeware. httpuiwww.nil




Not So Private

http://a.abcnews.com/assets/images/navigation/weather/36.png
http://a.abcnews.com/assets/player/amp/common/bar.png

G H J K
utma_last utma_h utmhn_hostname udmt_page _title utmp_page _request tutmr_full_referral URL
2:42 1w nantonio.com MRA blasts Open Carry Texas after San Antonio inciden /default/article/NRA-bl: Open-C nw.reddit.com/r/news/
1 abcnews.go.com 12-Year-Old Wisconsin Girls Charged in Stabbing - ABC [ /US nw.reddit.com/r/nev
1 bringmethenews.com  Charges: Neighbor pulls gun on dad teaching daughter w.reddit.com/r/nev
.monroenews.com Al Barron reinstated as Monroe Public Schools teacher /news/2014/jun/o1, nw.reddit.com/r/news,
Virginia atheist couple: Court-appointed officiant told 1 /r A4/05/30/vi -atheist-c nw.reddit.com/r/news/
Woman shoots at would-be home intruders | www.ws fnews flocal/woman-shoots-y hitg
6/2/2014 22:44 www. ki Seattle to get 515 minimum wage -- nation's highest | \ /news/news/seattle-city-coucil-ma http://www.reddit.com/r/news/

Host Name: abcnews.go.com
Page Title: 12-Year-Old Wisconsin Girls Charged in Stabbing - ABC News
Request: /US/wireStory/12-year-wisconsin-girls-stab-friend-19-times-23959855

Hit Count : 1




Backups
Cookies
Cache
Applications

Unallocated

Cell Phones

Sprint\\’/ |

> % .l #9 10:08 AM




Three Sources




Summary

Search _ utm|abz], utm.gif?

Export out relevant files

Run Cookie Cruncher (logical cookies)
Run GA-Parser (unallocated / kitchen sink)

Build out Timeline (gray matter)




Questions

github.com/mdegrazia

http://az4n6.blogspot.com

arizona4dne@gmail.com

Twitter @maridegrazia




