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P R O B L E M  S TAT E M E N T:  
G I V E N  A  L I S T  O F  I N T E R E S T I N G  F I L E S ,  F I N D  A L L  
D E V I C E S  T H AT  C O N TA I N  AT  L E A S T  O N E .



A  C O M M O N  S O L U T I O N :  
H A S H  E V E R Y T H I N G .  C O M PA R E  H A S H E S .

1. Keep a database of the hashes 
of your interesting files. 

2. Extract files from each new 
device you see: 

- Overt + undeleted + carved 

3. Hash extracted files. Look for 
matches against the database. 

4. Solved!

M AT C H ?

Y E S / N O



T H E R E  A R E  M A N Y  C O M M O N  S C E N A R I O S  
W H E R E  F I L E  H A S H I N G  D O E S N ’ T  W O R K .

• Comparing cryptographic hashes only finds exact 
matches. 

• Flip a bit, the hash changes completely. 

• Everybody knows this already. 

• Usually it comes up when people are worrying about 
mildly clever adversaries. 

• But… there are many more mundane reasons to worry. 



E X A M P L E  1 :   
E X C E L  C H A N G E S  F I L E  
C O N T E N T  W H E N  Y O U  
S AV E

How to get a new MD5 for 
your Excel file: 

• Open your file. 

• Click save. 

• Complete!

“ G E T  N E W  M D 5 ”



B E F O R E  S AV I N G A F T E R  S AV I N G

S H I F T E D  F R O M   
H E R E  T O  T H E  E N D  

( ~ 1 . 5 K )

H E R E ’ S  T H E  H E X  V I E W  O F  T H E  C H A N G E S  



E X A M P L E  2 :  
P O W E R P O I N T  
E X H I B I T S  S I M I L A R  
B E H AV I O R

• Not as many changes, but 
one byte is enough. 

• Note that the user content 
is 100% unchanged!

“ G E T  N E W  M D 5 ”



D I F F  O F  P O W E R P O I N T  H E X  D U M P S  B E F O R E  A N D  A F T E R  S A V I N G :



T H E R E  A R E  M A N Y  
C O M M O N  S C E N A R I O S  
W H E R E  F I L E  H A S H I N G  
D O E S N ’ T  W O R K .

• Small, fixed length.  

• Infinitesimal false positive 
rate.

M D 5  ( P L A N . P D F )  =   
0 E 2 C D D F F 7 8 5 7 3 0 F 9 7 C 9 3 E 0 8 7 A 2 7 0 2 5 0 A

M D 5  ( P L A N . P D F )  =   
0 4 2 0 6 4 9 6 C A 2 4 F 9 3 A 7 5 C 7 9 1 8 6 5 7 2 E 8 6 7 0

E X A M P L E  3 :  T W O  “ I D E N T I C A L ”  P D F S  C R E AT E D  B Y  P D F L AT E X



A G A I N ,  H E R E  I S  T H E  H E X  V I E W.

I F  Y O U  L O O K  C L O S E LY  Y O U  C A N  S E E  T H E  T I M E  S TA M P  H A S  C H A N G E D

FILE  ID?



C O N C L U S I O N :  M A N Y  A P P L I C AT I O N S  
C H A N G E  F I L E - L AY E R  C O N T E N T.

• The point is not that your investigation relies on Excel 
files or finding PowerPoint presentations. 

• The point is: applications don’t care about forensic 
integrity.  

• The changes above are transparent to the user.



C O R O L L A RY:  W E  M AY  B E  M I S S I N G  
E V I D E N C E .

Other things you won’t find with file hashes: 

• Files that are deleted and partially overwritten. 

• Slightly edited files. 

• Corrupted files in overt space. 

• Badly carved files. 

• Fragments of files in unallocated space.



W O R S E :  T H E S E  A R E  C A S E S  W H E R E  T H E  
S U S P E C T  I S  N O T  E V E N  T R Y I N G .

• At most, they require someone to click save or empty the 
recycling bin. 

• The state produced by default behavior is much more 
concerning than any single clever person.   

• Many reasons to improve this process, but the most compelling 
is economic: 

• Solving the problem should be cost less than creating it.



A N  A R G U M E N T  F O R  “ A P P R O X I M AT E  
M AT C H I N G ”  S T R AT E G I E S :

• Not a fancy thing: we often just want to find files with 
the exact same user-level content. 

• Fundamentally, the approach is not that different: 

1. Cut the object into pieces. 

2. Hash the pieces. 

3. Count matching hashes.



T H I S  P R O B L E M  H A S  M A N Y  K N O W N  
S O L U T I O N S .

Numerous sophisticated matching schemes: 

• Rabin fingerprinting, ssdeep, sdhash, frag_find, sector 
hashing… 

• Lots of good stuff—we try to build on it. 

• A skilled examiner could find everything we mentioned. 

• Many groups have in-house solutions. 

• Why write a new tool?



R E A S O N S  F O R  A  N E W  T O O L

1. Nothing on the previous slide will change the 
economic problem. 

2. Make already developed techniques more available. 

3. Getting it right is harder than it first seems. 

-  In particular, the feature selection problem has not 
been solved.



O U R  G O A L S :  T R I V I A L ,  S C A L A B L E ,  
C O M P R E H E N S I B L E .

• Trivial: It has to be easier to discover targets than it is 
to obscure them. 

• Scalable: Should be able to search for millions of files 
at once. 

• Comprehensible: operation of tool and interpretation 
of results must be intuitive.



S E C T O R S C O P E  D E M O

• Target: the 3 files shown above. 

• Media: a modified disk image from the 
m57 patents scenario (exFAT). 

• Files were added to a subfolder on 
the image then deleted. 

• Subfolder was deleted then replaced 
so it is not trivially easy to recover 
through Autopsy / TSK.



S T E P  1 :  C R E AT E  A  B L A C K L I S T

• We store our blacklist in hashdb: a fast, 
lightweight key-value store we designed 
for this project. 

• Blacklist files are hashed in 512-byte 
chunks and imported into the database 
using the hashdb bulk_extractor scanner. 

• At the moment, this requires a command 
line.

5 1 2 B

M D 5

B U L K  
E X T R A C T O R

H A S H D B



S T E P  2 :  S C A N  M E D I A

• Could do this at the command line… 

• Let’s use Autopsy.

• Install SectorScope 
and the SectorScope 
plugin. 

• Add your disk image 
to the case.

• Run SectorScope ingest module.



S T E P  3 :  A N A LY Z E  T H E  R E S U LT S .

Open SectorScope from the Reports listing:



R E S U LT S  F R O M  O U R  3  F I L E  B L A C K L I S T.

M E D I A  I S  R E P R E S E N T E D  A S  A  
S I N G L E  L I N E

B L A C K L I S T  M AT C H E S

S O U R C E S  F O U N D



PA N  A N D  Z O O M  T O  N AV I G AT E  T H E  
M E D I A .

• The list is sorted by percent of file found. 

• Highlight a file to see where it is. 

• Ignore it to get it off the screen. 

• Select a range to see which sources are there. 

• Adjust the resolution. 

• Open a hex-dump of the data.



L E T ’ S  L O O K  AT  A  N O N -
T R I V I A L  E X A M P L E .



T H E  S C A N  R U N S  B U L K _ E X T R A C T O R ’ S  H A S H D B  
M O D U L E  T O  Q U E R Y  T H E  B L A C K L I S T.

• Scanning took 109 seconds to scan against 20,772,713 
hashes 

• Lenovo Thinkpad with 8G of RAM, and a Dual Core 
i7-5600U CPU (2.6 GHz) 

• You can beat this speed with faster hardware 

• Compare to 99 seconds to scan against 2,607 hashes: 
a factor of a thousand takes 10 seconds longer.



T H I N G S  G E T  M O R E  C O M P L I C AT E D  W I T H  
2 0  M I L L I O N  H A S H E S .

• Added from govdocs—not all high entropy. 

• Need to use noise reduction to filter out false positives.



N O I S E  R E D U C T I O N  I S  T R I C K Y

• Down at the level of a 512-byte block, it’s not really clear 
what a “match” tells us. 

• Some blocks are extremely rare. (24096 is a lot of 
possibilities). 

• Some blocks show up all over the place. 

• We use an algorithm published in a recent DFRWS paper: 
Garfinkel, S. L., & McCarrin, M. (2015). Hash-based carving: Searching 
media for complete files and file fragments with sector hashing and 
hashdb. Digital Investigation, 14, S95-S105.



F U T U R E  W O R K :  A N N O TAT E  W I T H  T S K  
A N D  B U L K _ E X T R A C T O R  D ATA

Part 0 
(Unalloc)

Part 1 
(NTFS)

blacklist 
matches

Part 2 
(Unalloc)

overt files

} nulls}

unalloc, 
unknown

friends.xls 555-3233

pat@m57.biz

555-0999

zoom detail

jo@m57.biz



Y O U  N E E D  T O  K N O W  W H AT  Y O U  D O N ’ T  
K N O W.

• Few forensics tools will tell you this. 

• How much of the image contains data that you know 
nothing about at all? 

• Our end goal is to bring available tools together to 
map out every sector.



Questions?

Contact: 
Michael McCarrin 
mrmccarr@nps.edu

Bruce Allen 
bdallen@nps.edu

SectorScope on GitHub:  
https://github.com/NPS-DEEP/NPS-SectorScope

https://github.com/NPS-DEEP/NPS-SectorScope

