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* Any disclaimer issued by me is subject to change without notice.
* Netflix's FIDO - Fully Integrated Defense Operation - is not a part of, or service of, the FIDO Alliance

* Disclaimer does not cover misuse, accident, lightning, flood, tornado, tsunami, volcanic eruption,
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unauthorized use, unauthorized r'epair, impraoper installation, typos, broken antenna or marred cabinet, missing or altered serial

numbers, electromagnetic radiation from nuclear blasts, sonic boom vibrations, customer adjustments that are not covered in this list, and incidents owing to an airplane crash,
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n security to Fortune 1C

Cybersecurity’s hiring crisis: A troubling
trajectory

of organizations have a problematic shortage of cloud computing and server
virtualization security skills
31% of organizations have a problematic shortage of endpoint security skills
b of organizations have a problematic shortage of network security skills

30% of organizations have a problematic shortage of data security skills

30% of organizations have a problematic shortage of security analytics/forensic skills

“It's probably 10- to 12-times harder to find cybersecurity professionals than it is to find
general IT professionals,” says Rashesh Jethi, a director in the services group at Cisco

which last year pegged the number of unfilled cybersecurity jobs around the world at 1

million.

Indeed, there is perhaps no greater obstacle facing ClOs and CISOs t
18 the talent shortage? Let's take a look some numbers

ay than the widening secunity skills gap. Just how severe

44 percent of organizations are short on staff with strong cyber secunty and networking knowledge —ESG, “Network

Security Trends in the Era of Clowd and Mobile Computing

35 percent of organizations are unable to Al open secunty jobs, despite the fact that 82 percent expect to be attacked this year
ISACA and RSA,

e demand for information security analysts will grow

Between 2007 andd 2013, postings for cyber security jobs rose 74

Buming Glass, “Job Marker Imtelligence: Report on the Grows

n cyber secunty jobs worldwide

more than double the national average

Wi1¢

te of Cybersecwrity. Implications for 20]
{ from 2012-2022 5. Bureau of Labor Staristics
more than twice the rate of IT jobs as a whole
of Cybersecuriry Jobs

By 2017, there will be & shortage of 2 UK House of Lords, Digital Skills Commirtee

The average senior security analyst in the US makes $ Glassdoor com

64 percent of high school students in the U.S. do not have access 1o computer science classes or other classes that would help
prepare them for a career i cyber secunty — Raytheon and Natonal Cyber Security Allsance, “Preparing Millennials to Lead

in Cyber Space,’

Source: Cisco 2014 ASR, Network World, ISAC, swimlane.com, Security Week
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http://swimlane.com

Vendors and organizations are not doing enough to lower the bar
62% of organizations have not increased security training

83% of enterprises lack the resources or skills to protect assets
Majority of the work is done manually... self-defeating

Response time windows are too high

Enforcement, mitigation is largely manual



Too Many Alerts, Too Little Time/Resources

Network defenders are overwhelmed by the volume of security alerts

Typical Fortune 1000 organization experiences thousands of new security events everyday

Data review is time consuming

Current industry best practices rely on analysts using SIEM
technologies + manual use of threat intel feeds

Too many false positives

Very little guidance on how to filter the signal from the noise

Source: (1) IBM 2014 Cyber Security Intelligence Index



Source: (1) CISO from Fortune 200 Company
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Success?

Pre-F.1.D.O. Post-F.1.D.O.
Response measured in days to week 1. Response measures less than an hour
Aggregation of data took hours 2. Aggregation of data takes minutes
80% of alerts not processed 3. All alerts processed
Minimal endpoint/user information 4. Detailed endpoint/user information
Little or no scoring information 9. Detailed scoring information
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Patterns in the data
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Evolution of Correlation

M&jg

Although somedays 0 is probably here.
feel like it's here.




Too much opportunity

especially for o

More data, more data points
Move past 300 vectors
* More indicators
- Move laterally across data (detector, threat feed, whatever)
*  Drill in multiple layers deep
Better data enrichment algorithms for higher quality associations
Independent processes for correlation (parallelism, retrospection)

Continue to evaluate ML for correlation



Still too much opportunity

for one person.




Still too much opportunity
Go from prototype to full stack

More contributors, more partnerships
Tighter integrations

Web Ul

ML for scoring

More telemetry
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