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Disclaimers
• The facts expressed here belong to everybody, the opinions to me. The 

distinction is yours to draw. 

• Any similarity to actual companies or technology, living or dead, is purely 
coincidental. 

• Every statement in this presentation is possibly true. 

• Any disclaimer issued by me is subject to change without notice. 
• Netflix's FIDO - Fully Integrated Defense Operation - is not a part of, or service of, the FIDO Alliance 

• Disclaimer does not cover misuse, accident, lightning, flood, tornado, tsunami, volcanic eruption, 
earthquake, hurricanes, or other acts of God, neglect, damage from improper use, incorrect line voltage, 
unauthorized use, unauthorized repair, improper installation, typos, broken antenna or marred cabinet, missing or altered serial 

numbers, electromagnetic radiation from nuclear blasts, sonic boom vibrations, customer adjustments that are not covered in this list, and incidents owing to an airplane crash, 
ship sinking or taking on water, motor vehicle crashing, dropping the item, falling rocks, leaky roof, broken glass, disk failure, accidental file deletions, mud slides, forest fire, hitting of a deer, milk coming out of your 
nose due to laughing while drinking, or projectiles, which can include, but are not limited to, arrows, bullet shots, BBs, shrapnel, lasers, napalm, torpedoes, emissions of X-rays, Alpha, Beta and Gamma rays, knives, stones, etc. 



The Human Problem

Source:	Cisco	2014	ASR,	Network	World,	ISAC,	swimlane.com,	Security	Week	

http://swimlane.com


The Human Problem
• Vendors and organizations are not doing enough to lower the bar 

• 62% of organizations have not increased security training 

• 83% of enterprises lack the resources or  skills to protect assets 

• Majority of the work is done manually… self-defeating 

• Response time windows are too high 

• Enforcement, mitigation is largely manual



The Technical Problem
Too Many Alerts, Too Little Time/Resources 

Network defenders are overwhelmed by the volume of security alerts 

• Typical Fortune 1000 organization experiences thousands of new security events everyday (1) 

• Data review is time consuming  

Current industry best practices rely on analysts using SIEM  
technologies + manual use of threat intel feeds 

• Too many false positives 

• Very little guidance on how to filter the signal from the noise

Source:	(1)	IBM	2014	Cyber	Security	Intelligence	Index



“There	are	400	alerts	in	my	SIEM,	and	I	have	Lme/resources	to	
invesLgate	10.	Which	10	do	I	choose?”	(1)

Source:	(1)	CISO	from	Fortune	200	Company	

The Technical Problem



But… it Works in the Movies

The Technical Problem



• The work of a human, but at machine speed 

• Data enrichment 

• Get more out of security investment 

• Adds consistency 

• Filter out false positives 

• Threat, user, machine and asset scoring  

F.I.D.O. = Orchestration



Reduce Response Time

Attackers 
Ability Defenders 

Ability

Source:(Verizon(Data(Breach(Report(

F.I.D.O. = Orchestration



F.I.D.O. High Level
F.I.D.O.

1.	Detectors 2.	Host	Detection 3.	Threat	Stack 4.	Data	Sources 5.	Correlation 6.	Scoring 7.	Enforcement 8.	Notification



F.I.D.O. High Level
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Pre-F.I.D.O. Post-F.I.D.O.
1. Response measured in days to week 

2. Aggregation of data took hours 

3. 80% of alerts not processed 

4. Minimal endpoint/user information 

5. Little or no scoring information

1. Response measures less than an hour 

2. Aggregation of data takes minutes 

3. All alerts processed 

4. Detailed endpoint/user information 

5. Detailed scoring information

F.I.D.O. High Level
Success?



• F.I.D.O. is not ML, but we are working on it 

• ML for scoring first 

• ML for security is hard 

• Correlation can be repeatable 

• Correlation is what we do… codify it

Correlation



Correlation Simple Example

Normal Suspicious Malicious

Patterns in the data



Correlation Initiatives
Patterns in the data



Although somedays I 
feel like it’s here.

Evolution of Correlation

F.I.D.O. is probably here.



Correlation Initiatives
Too much opportunity

• More data, more data points  

• Move past 300 vectors 

• More indicators 

• Move laterally across data (detector, threat feed, whatever) 

• Drill in multiple layers deep 

• Better data enrichment algorithms for higher quality associations  

• Independent processes for correlation (parallelism, retrospection) 

• Continue to evaluate ML for correlation

especially for one person.



What’s Next?
Still too much opportunity

especially for one person.



What’s Next?
Still too much opportunity

• Go from prototype to full stack 

• More contributors, more partnerships 

• Tighter integrations 

• Web UI 

• ML for scoring 

• More telemetry

especially for one person.



Q&A
• Questions? 

• Thank you! 

• rob.fry@netflix.com

mailto:rob.fry@netflix.com

