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Self contained
database system, all
inside one file*

%QLite

Used by:
* Google Chrome
e Skype
* Mozilla Firefox
* and many more...






e Self-contained; where it came from doesn’t matter

e Can be used to determine “relatives”
* Only a small portion of the sample is used



SQUID (SQLite Unknown IDentifier)

 Compares candidate against catalog of knowns

 Computes a comparison score between the two
SQLite databases
— Only looks at internal structure
— Converted to percentage

* Allows for exact and partial matches



Frequent Updates to Applications

 Many modern apps get
updated very frequently
(much more frequently than
many forensic tools)

* Changes can break analysis
tools (or even worse, give
incorrect results)



Chrome Market Share by Version
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Points System

* Each matching table is 12 points
e Each matching column in a table is 6 points

e Each matching attribute of a column is 1 point
(total of 3 attributes)

— Type, Default Value, and Not Null
e Score is candidate / known, always <=1



Points System

Column
Name

url
time

expires

Candidate

Type

VARCHAR
INT
INT

Default
Value

an

0

Not
Null

X
X

time
expires

icon

VARCHAR
INT

INT
BLOB

Default Not
Value Null
“ X

0 X

0



Points System

Candidate 12 Known 12
O
Column e Default Not Column e Default Not
Name Value Null Name Value Null
url VARCHAR X url VARCHAR X
time INT 0 X time INT 0 X
expires INT 1 expires INT

icon BLOB



Points System

Candidate 18 Known 18
O
Column Default Not Column Default Not
Name ype Value Null Name Type Value Null
- VARCHAR X - VARCHAR X
time INT 0 X time INT 0 X
expires INT 1 expires INT

icon BLOB



Points System

Candidate 21 Known 21
Column Default Not Column T Default Not
Name ype Value Null Name ype Value Null
expires INT 1 expires INT

icon BLOB



Points System

Candidate 30 Known 30
Column Default Not Column Default Not

Name ype Value Null Name YPE Value Null




Points System

Candidate 36 Known 36
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Column Default Not
Name Value Null

VARCHAR X
w0 X
INT 1



Points System

Candidate 38 Known 39
Column o Default Not Column Tvbe Default Not
Name yp Value Null Name yp Value Null




Points System

Candidate 38 Known 48

Column Default Not
Name Value Null



Points System

Candidate 38 79% Known 48

Column Default Not
Name Value Null



Components

e N

v

e Python script (squid.py)
* Catalog of ‘known’ databases



Comparison Commands

 Compare a file or directory using --compare or —
 Name the output report (XLSX) with --output or —o

> squid.py —--compare F:\path\to\SQLite\files
—-—output “E:\Reports\SQUID Report”



Use Case #1: Phone Backups

<« MobileSync » Backup » bfcd664271db8d70f99ab6albbd42319c155e4d2c

Organize v Include in library v Share with v Burn New folder
X Favorites Name : Date modified

|| 000b1e0656f8a5ca24159670c3e4386b81555847 10/27/2

79 Libraries || 000b9741862556303661426f49dc344f378ablaf 10
|| 000cae3437db21095a857717166874f92ce7593 10

h& Homegroup || 000dcbaaeee2e00edb2a775ch9366db55f81c6bd 10
|| 00a2b56cHaaab0e26d55090465199584 d229407 10

"% Computer || 00a5e667dae7193c9ed5fabl64a31db678bf07ce
|| 002103dc37424968129¢86f96436aebf19b80105

€l Network || 00aalc6e107523a11 eee] e482595071768252a96

|_| 00abb83f858b78f87 c380b19ef8705a552483d5a
|_| 00b3da7d60721879¢e76c8344f7b5b54535699a3d
|| 00c0bf435085125a05b20b6102287640d8d82cbc
|| 00c6c60b0bb640454426852a5883d6b8b932e5b1
N0crARRTAT1 2282802 h1 41534 ahAR8 A AFFNNN
17,410 items

10/27/2014 9:39
10/27/2014 9

10/27/2014 S
2/11/2015Q13 PAM

Type

File
File
File
File
File
File
File
File
File
File
File
File
File

L




Use Case #1: Phone Backups

:\>sq --comEare "C \Users\Réan\ApgData\Roam1ng\Apple Computer\MoblleSync\
Backup\ch4664271d 8d70f 99a6a1bbd42319¢ 155e4d2¢c " --output "Ryan iPhone Backup™

Scanning C:\Users\Ryan\AppData\Roaming\Ap
Computer\MobileSync\Backup\bfc4664271 b8d @F99aéalbbd42319c155e4d2c and
any subdirectories for SQLite DBs.

Below are any high-confidence (990+X%) matches; a complete list of the top
three matches for each SQLite DB is in "Ryan iPhone Backup.xlsx"

Matchx Known DB Name Known Program
6b180bR173f6a618badSf.. 100.0x oogleanalytics-v3.sql Google Analytics
7cbce3aeb649b49bf da37e. . 97.8x gu51ness sqglite Yelp

P6196ablcf 209070363f0bA.. 100.0x% com. apple obileBluetoo.. Bluetooth Devices

b144cPbd44f 2b3dffd918.. 100.0x% Photos.sqlite Photos
d1b8el8b39c2f af 33bad4.. 100.0x googleanalytlcs -v2.5ql Google Analytics
f 7d4cb78c336dbb4b5cet6.. 100.0% googleanalytics-vZ2.sql Google Analytics ~




Use Case #1: Phone Backups

A B

'3l SQUID (v0.4.0)

2 e e
60 55680ab883d0fdcffd94f959b1 C:\Users\Ryan\AppData\Roaming\Applg
89 71e79b23acb72ba5a27912bdc C:\Users\Ryan\AppData\Roaming\Applg
115/969ee001f767b7e12e58dfc57 C:\Users\Ryan\AppData\Roaming\Apple
143 caf47e54e28f38c93a994ce7es C:\Users\Ryan\AppData\Roaming\Apple
174 ecal53e5b0158cc8dcb805d 70 C:\Users\Ryan\AppData\Roaming\Apple
178 ef39c265a26270e9a4ffb6c487 C:\Users\Ryan\AppData\Roaming\Apple
186 faf971ce92c3ac508c018dcelb C:\Users\Ryan\AppData\Roaming\Apple

188 fd304caldcel3leede7df586d C:\Users\Ryan\AppData\Roaming\Apple

100.0% Favicons
98.8% Cookies

100.0% Origin Bound Certs
96.6% Web Data

100.0% Login Data

100.0% Top Sites

97.7% History

100.0% Shortcuts

Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome
Google Chrome

44 - 45
45
45
44 - 45
44 - 45
32-45
37-45
38

Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser
Web Browser



Use Case #2: Second Opinion

Extract Python Plug-ins Report Help

'l K4 & | B

Welcome to UFED Physical Analyzer

[ 05 Advanced Logical 4.0

K3

25 Open | | 8} settings

fion in progress

Connect> Prepare> Extract data

Extracting data, step2 /2

Time elapsed: 01:17




Use Case #3: Carving from Windows

* Searched unallocated space
on OS drive from Windows
computer for SQLite files
> squid.py —--—-compare
"F:\recup dir.1"

* Or live file system

>squid.py --compare f:\recup_dir.1l --output

Scanning f:\recup_dir.1 and any subdirectories for SQLite DBs.

Below are any high-confidence (90+X) matches;

three matches for each SQLite DB is in "Carved_Databases.xlsx".

00852472.sqlite 00.90x x.localstorage
00854280.sqlite 00.0% *.localstorage
PR859040.sqlite 00.0x *.localstorage
PP950168.s5qlite ©0.9x x.localstorage
1000056.sqlite 00.0x *.localstorage
1014680.sqlite 00.0x *.localstorage
3179912.sqlite 00.0% Evernote7.sqlite
3849200.sqlite 00.0% *.localstorage
4291160.sqlite 00.0% *.localstorage
4310968.sqlite 00.0% *.localstorage
24338888.sqlite 00.0% *.localstorage
04495656.sqlite 100.90x x.localstorage
05005440.sqlite Q0.0x *.localstorage
Q5R67232.sqlite Q0.0x *.localstorage
05490504.sqlite Q0.0x *.localstorage
25964200 .sqlite Q0.0x *.localstorage
26109384 .sqlite Q0.0x *.localstorage
26291016.sqglite 96.7% *.localstorage
26511544 .sqlite Q0.0x *.localstorage
26916800.sqlite Q0.0x x.localstorage
6935136.sqlite Q0.0% x.localstorage
7006696.sqlite Q0.0x x.localstorage
7075480.sqlite Q0.0x *x.localstorage
7087592.sqlite Q0.0x x.localstorage
7197168.sqlite Q0.0x x.localstorage
7488720.sqlite ©0.0x googleanalytics-v2.sql
7970264 .sqlite Q0.0x x.localstorage
7987960.sqlite Q0.0x x.localstorage
7990448.sqlite 97.9%4 Recents
108295480.sqlite 100.0x x.localstorage
— ===

Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo
Coo

"Carved_Databases"

a complete list of the top

ies
ies
ies
ies
ies
ies
rnote
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies
ies

1

o es
Google Analytics

Cookies
Cookies

ail
Cookies




Learning Commands

* Teach SQUID a new database using --learn or —|

» Specify details about the program the database is

associated with using additional flags (--name, --family, --
program, and --version)

> squid.py --learn “C:\Users\Ryan\AppData
\Local\Google\ Chrome\User Data\Default” --
program “Google Chrome” --version %“46”" -—-
family “Web Browser”



SQUID: What’s Next

* Keep building a bigger set of ‘knowns’
ESE DBs!
Continue to tweak comparison algorithm (edit distance)

e Save queries in catalog to pull useful information from
each ‘known’ database when found

Simple GUI



Questions?

4n6.link/squid (@ RyanBenson

0 https://github.com/obsidianforensics/squid

.)! http://www.obsidianforensics.com



