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What tools are there?


•  100%	managed	C#	code	for:	
•  Lnk	files	
•  Registry	hives	
•  Jump	lists	
•  Prefetch	
•  ExtensionBlocks	(shell	items)	
•  OleCF	
•  Amcache	
•  Appcompatcache	(shimcache)	
• WMI/CIM*	
•  MFT*	
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Why use these tools?


•  Extract	mass	quanOOes	of	forensic	data	
• Ohen	first	to	support	new	formats	and/or	features	
•  Simple,	easy	to	understand	code	
•  Fast,	open	source,	and	free	
•  Seamless	integraOon	with	PowerShell	
• When	issues	arise,	fail	noisily!	
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Why use these tools?


• Support	for	key	arOfacts	showing	a	range	of	acOvity	
• Evidence	of	execuOon	
• Directory	traversal	
• File	access	
• Persistence	

• Find	things	other	tools	miss	
• Export	to	any	format	you	like	
• Json,	csv,	xml,	html,	etc.	
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How can they be used?


• All	parsers	are	standalone	projects	
• This	allows	for	anyone	to	integrate	core	parsers	into	a	
larger	tool	chain	vs	only	consuming	output	from	
exisOng	tools	
• MulOple	front	ends:	Secondary	projects	use	the	
parsers	and	wrap	them	
• Command	line	tools	
• Awesome	GUIs	
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Yea, but how easy is it?

•  June	22,	Andrew	Case	asks	about	Mark	Woan’s	Jumplister	tool	and	
support	for	Windows	10	on	TwiCer	
• Project	started	on	June	23.	Within	a	few	hours,	working	prototype	
built	using	JumpList	project	
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Looking under the covers


• Many	projects	have	
constructors	that	take	
mulOple	input	formats	
•  File	name	
•  Byte	array	

•  This	allows	for	maximum	
flexibility	depending	on	how	
data	is	made	available	
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Looking under the covers


• Provide	strongly	
typed	objects	and	
lists	
• Most	also	provide	
access	to	the	raw	
bytes	for	
verificaOon,	etc.	

19	



Deeper s:ll!


• Helper	methods	for	
common	operaOons	
•  Dumping	lnk	files	
•  ExtracOng	bytes	from	OleCf	
containers	

•  Same	opOon	exists	for	
automaOc	jump	lists	which	
extracts	lnk	files	not	
tracked	by	DestList	
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Programma:c access to everything 



• Get	everything,	
not	low	hanging	
fruit	
•  Leave	no	byte	
behind!	
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Extending PowerShell


•  In	newer	versions	of	PowerShell,	can	also	use		
Add-Type	-path	D:\Code\LECmd\LECmd\Dependencies\Lnk.dll	-
ReferencedAssemblies	D:\Code\LECmd\LECmd\Dependencies\ExtensionBlocks.dll	
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Extending PowerShell


23	



Extending PowerShell


• All	properOes	are	
available	and	can	be	
accessed	
individually	as	
needed	
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PuMng it all together
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So who is using it?


•  I	acOvely	maintain	parsers	and	front	ends	
•  SANS	includes	many	tools	in	SIFT	workstaOon	in	FOR408/FOR508	
•  Troy	Larson	has	integrated	several	of	the	parsers	into	his	Azure	
forensics	stack	
•  You	(hopefully!)	
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How to get involved?


• Visit	my	GitHub	page	at	hCps://github.com/EricZimmerman	
•  Fork	projects	
•  ???	
• Profit	

27	



Ques:ons?
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