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Who am I?

• Digital Forensics Expert at G-C Partners

• Part time researcher
• All things Forensics

• Part time programmer
• Python

• C #

Nicole Ibrahim | Consultant | G-C Partners, LLC

nibrahim@g-cpartners.com | @nicoleibrahim



Importance

• Small number of tools available that parse FSEvents

• Records historical file system activity over time 

• Currently not being fully utilized by Mac examiners

• Contains User and OS activity
• Creations, deletions, renames, permission changes and more.

• Identify names of files that were previously existing but have since 
been deleted

• Identify what changes occurred to files of interest
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• Interesting artifacts

• Caveats



Introduction to FSEvents



Introduction to FSEvents

• FSEvents or File System Events 

• Generated by Apple OS FSEvents API
• Introduced in 10.5 (Only directory events up to 10.6)

• In 10.7 file events were introduced

• Stored in FSEvent log files (gzip)
• Historical events of changes on the file system 

• Logs can span days to months

• Records are stored alphabetically, not chronologically

• Found on MacOS devices and external devices plugged in to a Mac



Introduction to FSEvents

FSEvent logs

• Location in OS X:
• /.fseventsd

• Location in iOS:
• Data: /private/var/.fseventsd

• System:  /.fseventsd

• Developer Patch: /DeveloperPatch/.fseventsd

• Gzip archive format

• Name is last Event ID stored in the FSevent log 
file plus 1.

• E.g “00000000000a4b3e” or 674,622 decimal



Introduction to FSEvents

Lifecycle of an fsevent 
record An object is 

changed

API checks memory 
buffer to see if 

already assigned 
event ID

If yes, record flags 
updated in 

memory. If not, 
next available ID 
assigned. Event 

stored in memory

When memory 
buffer is full or 

volume unmounted 
all records are 

written to disk and 
buffer is cleared



Reverse Engineering FSEvents



Reverse Engineering FSEvents

• Identifying the components of an FSEvent file
• Undocumented

• Identifying the components of an FSEvent record
• Undocumented

• Identifying the components of FSEvent record flags
• Documented on Apple’s developer *website, however ..
• Documentation appears to be specific to live FSEvent monitoring and not FSEvents archived 

to disk 

• Conducting controlled tests for each of the identified flags

*https://developer.apple.com/library/content/documentation/Darwin/Conceptual/FSEvents_ProgGuide/UsingtheFSEventsFramework/UsingtheFSEve
ntsFramework.html



Decoding FSEvents



Decoding FSEvents

FSEvent Record 
Components

•The relative full path to the file 
system object that incurred a change.Full Path

•Event ID assigned to full path on first 
change.Event ID

•Record flags indicating the type of 
object that was changed and what 
changed for it.

Record 
Flags

• An uncompressed FSEvent log can 
contain 1 or more pages with the 
magic header “1SLD”

• Each log can contain up to 5,000 
events

• Events are ordered alphabetically 
by Full Path

• Each record consists of 3 
components



Decoding FSEvents

FSEvent Record Flags

• Type flags include:
• File 

• Folder 

• Hard link

• Symbolic link

• Reason flags include:
• Created

• Removed

• Modified

• Renamed

• Permissions

• Inode metadata

• Finder information

• Mount

• Unmount

• Last hard link removed

• End of transaction

• Document revisions
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Parsing FSEvents with FSEventsParser

G-C Partners FSEventsParser Script

• Written for python 2.7

• Current version is 2.1

• Cross-platform compatible
• Unix

• Windows

• Available at https://github.com/dlcowen/FSEventsParser



Parsing FSEvents with FSEventsParser

Command Line Parsing

• Can be run against an active 
system’s .fseventsd directory

• Need root privileges

• Can be run against .fseventsd
directory exported from a forensic 
image or other system



Parsing FSEvents with FSEventsParser

Output Data

• Script outputs data to:
• SQLite3 database

• Tab delimited TSV file

• Contains parsed record entries



Interesting Artifacts



Record Artifacts

OS X

• Just scratching the surface of interesting artifacts:
• .Trash activity

• User folders activity

• Internet activity

• Mount events



Record Artifacts: OS X

Trash activity

• Files sent to the Trash

• Emptying the Trash

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'Users/%/.Trash/%'



Record Artifacts: OS X

Trash activity

• Files sent to the Trash

• Emptying the Trash

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'Users/%/.Trash/%'

.Trash Folder
Removed flag



Record Artifacts: OS X

User folders activity

• Activity in:
• “Documents”

• “Downloads”

• “Desktop”

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM 
"fsevents"

WHERE
"filename" LIKE 'Users/%/Documents/%’
OR "filename" LIKE 'Users/%/Downloads/%’
OR "filename" LIKE 'Users/%/Desktop/%'



Record Artifacts: OS X

User folders activity

• Activity in:
• “Documents”

• “Downloads”

• “Desktop”

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM 
"fsevents"

WHERE
"filename" LIKE 'Users/%/Documents/%’
OR "filename" LIKE 'Users/%/Downloads/%’
OR "filename" LIKE 'Users/%/Desktop/%'

Downloads

Desktop



Record Artifacts: OS X

Internet activity

• Websites visited
• Chrome

• Safari

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 

'Users/%/Library/Caches/Metadata/Safari/History/%'
OR "filename" LIKE 'Users/%/Library/Application 
Support/Google/Chrome/Default/Local Storage/%'



Record Artifacts: OS X

Internet activity

• Websites visited
• Chrome

• Safari

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 

'Users/%/Library/Caches/Metadata/Safari/History/%'
OR "filename" LIKE 'Users/%/Library/Application 
Support/Google/Chrome/Default/Local Storage/%'

Wfaa.com visited



Record Artifacts: OS X

Mount activity

• Mount activity related to:
• DMGs

• External devices

• Shared network drives

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"mask" LIKE '%mount%'



Record Artifacts: OS X

Mount activity

• Mount activity related to:
• DMGs

• External devices

• Shared network drives

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"mask" LIKE '%mount%'

Volumes mounted/unmounted

DMG mounted



Record Artifacts

iOS

• iCloud synced files

• Internet activity

• Email activity



Record Artifacts: iOS

iCloud synced files

• iCloud synced files from 
other devices

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'mobile/Library/Mobile 

Documents/com~apple~CloudDocs/%'



Record Artifacts: iOS

iCloud synced files

• iCloud synced files from 
other devices

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'mobile/Library/Mobile 

Documents/com~apple~CloudDocs/%'

.Trash activity from computer



Record Artifacts: iOS

Internet activity

• Websites visited?
SELECT

*, _ROWID_ "NAVICAT_ROWID"
FROM

"fsevents"
WHERE

"filename" LIKE '%websitedata/local%'



Record Artifacts: iOS

Internet activity

• Websites visited?
SELECT

*, _ROWID_ "NAVICAT_ROWID"
FROM

"fsevents"
WHERE

"filename" LIKE '%websitedata/local%'

www.redsn0w.us visited

www.vox.com visited



Record Artifacts: iOS

Email activity

• Inbox

• Sent

• Attachments

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'mobile/Library/Mail/%’



Record Artifacts: iOS

Email activity

• Inbox

• Sent

• Attachments

SELECT
*, _ROWID_ "NAVICAT_ROWID"

FROM
"fsevents"

WHERE
"filename" LIKE 'mobile/Library/Mail/%’
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Caveats

• Lost FSEvents

• Lack of timestamps

• External devices

• Anti-forensics

• Coalescing of multiple changes



Caveats: Lost FSEvents

Problem

• FSEvents are lost due to 
either:

• A hard reset of a system

• A system crash

• Not properly unmounting a 
volume

• System upgrades

Remedies

• Carve for gzip files



Caveats: Lack of Timestamps

Problem

• FSEvent Records consist of:
• Event ID

• Full Path

• Flags

• Note timestamps are not mentioned

Remedies

• Use temporal data from the 
names of logs



Caveats: External Devices

Problem

• Unsafe removal results in lost 
events

• Safe removal was performed, 
but FSEvents not finished 
writing to disk

• File system compatibility 
issues results in lost events

Remedies

• Hope that the user has 
properly unmounted their 
devices

• Carving for those lost events 
might not be possible due to 
FSEvents being stored in memory



Caveats: Coalescing of multiple changes

Problem

• The FSEvents API coalesces 
multiple changes into a single 
record resulting in:

• Inability to determine order of 
changes

• Inability to determine frequency 
of changes

Remedies

• None
This file may have been 
created 3 times and 
removed twice, but we 
will never know



Caveats: Anti-Forensics

Problem

• A no_log file was placed in the 
.fseventsd directory

• FSEvents are not recorded for 
the partition

• Note that the recovery partition 
on a Mac computer contains this 
file by default

Remedies

• None. However, this scenario is 
unlikely and requires root 
privileges and advanced 
knowledge of FSEvents



Questions?

Nicole Ibrahim | Consultant | G-C Partners, LLC

nibrahim@g-cpartners.com | @nicoleibrahim

• Blog: www.nicoleibrahim.com

• Code: www.github.com/dlcowen/FSEventsParser


