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Importance

* Small number of tools available that parse FSEvents
» Records historical file system activity over time
» Currently not being fully utilized by Mac examiners

» Contains User and OS activity
* Creations, deletions, renames, permission changes and more.

* |[dentify names of files that were previously existing but have since
been deleted

* |[dentify what changes occurred to files of interest
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Introduction to FSEvents

« FSEvents or File System Events

* Generated by Apple OS FSEvents API

* Introduced in 10.5 (Only directory events up to 10.6)
* In 10.7 file events were introduced

 Stored in FSEvent log files (gzip)
» Historical events of changes on the file system
» Logs can span days to months
» Records are stored alphabetically, not chronologically

* Found on MacOS devices and external devices plugged in to a Mac



Introduction to FSEvents

FSEvent logs

 Location in OS X:
» /.fseventsd

* Location in 10S:

« Data: /private/var/.fseventsd
« System: /.fseventsd
« Developer Patch: /DeveloperPatch/.fseventsd

* Gzip archive format

 Name is last Event ID stored in the FSeventlog
file plus 1.

e E.g “00000000000a4b3e” or 674,622 decimal

0000000000a7e7c0
0000000000a8cb74
0000000000a9b0a5
0000000000a24795
0000000000a36192
0000000000a42336
0000000000aa9110
0000000000ab61d5
0000000000ac70ad
0000000000ad6273
0000000000ae294b
0000000000aee39a
0000000000af50e9

& Macintosh HD

ion hare Edit Tags



Introduction to FSEvents -
Lifecycle of an fsevent
record
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Reverse Engineering FSEvents

* |dentifying the components of an FSEvent file
« Undocumented

* |dentifying the components of an FSEvent record
* Undocumented

* |dentifying the components of FSEvent record flags
 Documented on Apple’s developer *website, however ..

« Documentation appears to be specific to live FSEvent monitoring and not FSEvents archived
to disk

» Conducting controlled tests for each of the identified flags



Decoding FSEvents




Decoding FSEvents

* An uncompressed FSEvent log can
contain 1 or more pages with the
magic header “1SLD”

» Each log can contain up to 5,000
events

» Events are ordered alphabetically
by Full Path

 Each record consists of 3
components

FSEvent Record
Components

» The relative full path to the file
system object that incurred a change.

« Event ID assigned to full path on first
change.

» Record flags indicating the type of

object that was changed and what
changed for it.




Decoding FSEvents

FSEvent Record Flags

 Type flags include:
 File
« Folder
e Hard link
« Symbolic link

« Reason flags include:
* Created

Removed

Modified

Renamed

Permissions

Inode metadata

- Finder information
- Mount

- Unmount

- Last hard link removed
- End of transaction

- Document revisions
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Parsing FSEvents with FSEventsParser

G-C Partners FSEventsParser Script

« Written for python 2.7
e Current version is 2.1

* Cross-platform compatible
* Unix
« Windows

» Available at https://github.com/dlcowen/FSEventsParser




Command Line Parsing

e Can be run against an active
system’s .fseventsd directory
* Need root privileges

» Can be run against .fseventsd
directory exported from a forensic
image or other system

Parsing FSEvents with FSEventsParser

SEParser v 2.1 -- provided by G-C Partners, LLC
un Time: 86/85/2817 B88:42:36 [UTC]

ile 1 of 2: Trying ©888866666120111
LD Header found. Parsing records

ile 2 of 2: Trying ©02008860008120112
LD Header found. Parsing records

INISHED PARSING: See exceptions log for parsing errors
11 Files Attempted: 2
11 Parsed Files: 2




Parsing FSEvents with FSEventsParser

Output Data

* Script outputs data to:
« SQLite3 database
« Tab delimited TSV file

» Contains parsed record entries
E‘u’ETTt_id.ﬁlET"IErTIE mask mask_hex record end offset source source_modified time other dates

MULL Mount; 25 D:\f\0000000000120111 10/22/2016 14:45 UNKNOWN
.D5_Store Modified;lnodeMetaMod;FileEvent; 10/22/2016 14:45 UNKNOWN

Spotlight-v100/VolumeConfiguration.plist Madified;InodeMetaMod;FileEvent; 101 D:\f\0000000000120111 10/22/2016 14:45 UNKNOWN
fseventsd/sl-compat FolderEvent; 45 D:\f\0000000000120112 10/22/2016 14:45 UNKNOWN
MNULL FolderEvent;EndOfTransaction; 58 10/22/2016 14:45 UNKNOWN




Interesting Artifacts




Record Artifacts

OS X

 Just scratching the surface of interesting artifacts:
.Trash activity

User folders activity

Internet activity

Mount events



Record Artifacts: OS X

Trash activity SELECT
*_ROWID_ "NAVICAT_ROWID"
* Files sent to the Trash FROM
, “fsevents”
 Emptying the Trash WHERE

"filename" LIKE 'Users/%/.Trash/%'



Record Artifacts: OS X

d
24255026
24255452
24255029
24255032
24255449
24253440
24255443
24255446
24255437
24255035
24255038
24235041
24255044
24255047
41255050

filename

Users/gc/. Tras

Users/gc/. Trash
Users/gc/.Trash
Users/gc/.Trash
Users/gc/. Trash
Users/gc/.Trash
Users/gc/. Trash
Users/gc/. Trash
Users/gc/. Trash
Users/gc/.Trash
Users/gc/.Trash
Users/gc/. Trash
Users/gc/.Trash
Users/gc/.Trash
Users/gc/. Trash

WIy_ 1 ests/ .U _Store
y_Tests/20160127_Tests
y_Tests/20160127_Tests/.D5_Store
y_Tests/ 20160127 _Tests/FsEventMonitor_v(.3_Terminal_log.bd
y_Tests/20160127_Tests/FSParser_Reports
y_Tests/20160127_Tests/F5Parser_Reports/F5Events-EXCEPTIONS_LOG.txt
y_Tests/20160127_Tests/F5Parser_Reports/F5Events-Parsed_Records-tab_delimited. b
y_Tests/20160127_Tests/FSParser_Reports/fsevents.sqlite
y_Tests/20160127_Tests/fsevents
y_Tests/20160127_Tests/fsevents/00000000000094d6
y_Tests/20160127_Tests/fsevents/ 000000000000 72
y_Tests/20160127_Tests/fsevents/0000000000015233
y_Tests/20160127_Tests/fsevents/000000000002240¢
y_Tests/20160127_Tests/fsevents/000000000002240d
y_Tests/20160127_Tests/fsevents/0000000000022e55

ask
-Ddiﬁed;lnndehﬂ etaMod:Rermoved:FileEvent:

FolderBvent: Remowved:
Removed: FileEvent:
Removed: FileEvent:
FolderEvent: Remowved:
Removed: FileEvent:
Removed: FileEvent:
Removed: FileEvent:
FolderEvent: Remowved:
Removed: FileEvent:
Removed: FileEvent:
Removed: FileEvent:
Removed: FileEvent:

Removed: FileEvent:

Removed: FileEvent:




Record Artifacts: OS X

User folders activity SELECT
. Ivitv in: *, _ROWID_ "NAVICAT_ROWID"
ActL\/] ty in: ” 0
* “Documents o
* “Downloads” WHERE
. “Desktop” “filename” LIKE ‘Users/%/Documents/%’

OR "filename” LIKE 'Users/%/Downloads/%’
OR "filename” LIKE 'Users/%/Desktop/%'



(s}
[w=]

7975811
7975823
7975835

1975347

Record Artifacts: OS X

filename
Users/neiko/Downloads/Microsoft_Office_2016_15.32.17030901_|nstaller.pkg
Users/neiko/Downloads/Unconfirmed 148620, crdownload

Users/neiko/Downloads/navicat112_sqglite_en.dmg

Users/neiko/Library/Containers/com.microsoft. Word/Data/Documents/whatsNew) 50NCache.plist

zers/neiko/Desktop/.D5_5tore
Users/neiko/Desktop/ fseventsd
Users/neiko/Desktop/ fseventsd /0000000000006211
Users/neiko/Desktop/ fseventsd /0000000000006212
Users/neiko/Desktop/ fseventsd/000000000001 5401
Users/neiko/Desktop/ fseventsd /00000000000210fb
Users/neiko/Desktop/ fseventsd/D 0 2df90
Users/neiko/Desktop/.fseventsd/000000000003cdea
Users/neiko/Desktop/ fseventsd /0000000000040 30

mask

FRenamed:FileEvent:

Modified;Renamed; Created;PermissionChangeBxtendedAttrModified; FileEvent;
Renamed;Created;PermissionChange ExtendedAttrModified; FileEvent;
Renamed;PermissionChange FinderinfoMed;FileEvent;
Modified:InodeMetaMod: Created: FinderlnfoMod: FileEvent:
FolderEvent;Renamed;IncdeMetaMod; PermissionChange; Extended AttrModified;
Modified; Created; PermissionChange FinderlnfoMeoed; FileEvent;

Modified; Created; PermissionChange FinderlnfoMeoed; FileEvent;

Medified; Created;PermissionChange FinderlnfoMeod;FileEvent;

Modified; Created; PermissionChange FinderlnfoMeoed; FileEvent;

Moedified; Created;PermissionChange FinderlnfoMed; FileEvent;

Modified; Created; PermissionChange FinderlnfoMeod; FileEvent;

Modified; Created; PermissionChange FinderlnfoMeoed; FileEvent;




Internet activity

 Websites visited
« Chrome
e Safari

Record Artifacts: OS X

SELECT

*, _ROWID_ "NAVICAT_ROWID"
FROM

“fsevents”
WHERE

“filename” LIKE
‘Users/%/Library/Caches/Metadata/Safari/History/%
OR "filename” LIKE ‘Users/%/Library/Application
Support/Google/Chrome/Default/Local Storage/%



wd
5408233
5325007
5325109
546388
5408467
5409287
5412791
5481704
5481716
5491733
5493889
5486606

408048

filename T mask

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_www.netflix.com_0.localstorage-journal Medified;InodeMetaMod;FileEvent;

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_www.youtube.com_{.localstorage InodeMetaMod; Created; Extended AttrModified: FileEvent;
/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_www.youtube.com_D.localstorage-journal Modified: InodebetaMod: Created; ExtendedAttrbdodified: FileEvent:

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/chrome-extension_pkedcjkdefgpdelpbcmbmeomcjbeemfm_0.localstor Meodified;InodeMetaMod; FileEvent;

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_ www.amazon.com_0.localstorage-journal Medified;InodeMetaMod;FileEvent;

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_www.netfl.com_0.localstorag vent;

Users/other/Library/Application Support/Google/Chrome/Default/Local Storage/https_www.netflee.com_0.localstorag Mod;FileEvent;

Users/nikki/Library/Caches/Metadata/Safar/History/http: %2F%2Fwfaa.com %2F.webhistory Modified: Created: Bdended Attrf odified: Bdended AttrRermoved: FileEvent:

Users/nikki/Library/Caches/Metadata/5Safar/History/http: %2F %2 Pwww.wiaa.com %2F.webhistory Madified: Created: Bdended Attridodified: Bdended AttrRemoved: FileEvent:

Users/nikki/Library/Caches/Metadata/5afan/History/http: %2 F %2 Pwww.wiaa.com %a2Fweather2Fradars.webhistory Madified: Created: Bdended Attridodified: Bdended AttrRemoved: FileEvent:

Users/nikki/Library/Caches/Metadata/5afan/History/http: %2 F %2 Fwww . wiaa.com %2 Fweather%a2Ftexas-radar.webhistory Maodified: Created: Bdended Attridodified: Bdended AttrRemoved: FileEvent:

Users/nikki/Library/Caches/Metadata/Safar/History/http: %2 F%2Fwww.wiaa.cor veather®2Fwfaa-weather-large-hail-damaging-wind-possible-todMedified; Created; Extended AttriModified; Extended AttrRemoved; FileBvent;

z/nikki/Library/Caches/Metadata/Safari/History/http 6, Y2 Fwiki%t2FWind shear.webhistory Modified; Created; EBxtendedAttriodified: Bxtended AttrRemoved; FileEvent;

Users/nikki/Library/Caches/Metadata/Safari/History/https: %62F %2 Fwww.google.com %2Fsearchclient=safari&rls= en8ig=weather&lie= UTF-28ce=UTF-{ Modified: Created: Extended AttrM o dified; Extended AttrRernoved: FileEvent;



Record Artifacts: OS X

Mount activity SELECT
 Mount activity related to: ", _ROWID_ "NAVICAT_ROWID"
e FROM
S ‘ "fsevents”
» External devices WHERE

 Shared network drives "mask” LIKE '%mount%'



Record Artifacts: OS X

filename mask T mask_hex source_modified_time

10625760
1419
1418
10640527
10686244
0686248

MNolumes/Recovery HD
/home

/net

MNelumes/Recovery HD
/private/var/setup
MNeolumes/Recovery HD
MVolumes/MachOView
NVolumes/O5X_108TESt
MNelumes/ 05X 108TESt 1
MNolumes/TEST
MNVolumes/Test_Folder_Actions
MNolumes/UNTITLED
MNVolumes/Untitled
fhome

/net

MNolumes/Recovery HD
/Volumes/artifacts-20160114.pkg
MNolumes/bencode-1.0.pkg

FolderEvent:Unmount:Removed:

Mount:

Mount;:

Unmount:

FolderEvent:Mount: Unmount: PermissionC
FolderBvent:Mount: Unmount: Removed:
Mount:
FolderEvent:Unmount:FolderCreated:

Mount:Unmount;

FolderEvent:Unmount:FolderCreated:
Folderbvent:Mount: Unmount:FolderCreated: Removed:
FolderEvent:Unmount:Removed:

Unmount:

Mount:

Mount:

FolderEvent:Mount: Unmount: Removed:
Mount:Unmount;

Mount:Unmount;

Oec02000005
00000002
OecD0000002
CrecDDO0000

OncDOO00002

Oec02000005
Oec Q000000
OxD000000.2
OeeDOO0D0002
Oxa02000007
O 00000006
OncDO0O0000G

2017-03-24 17:46:32
2017-03-24 17:46:32
2017-03-24 17:46:32
2017-03-24 20n56:02

-03-24 20:56:02

-03-25 01:09:45
2016-03-21 15:25:44

6-03-21 152944

B-03-21 1322944
2016-03-21 15:2%:44
2016-03-21 15:25:44
2016-03-21 15:2%:44
2016-03-21 15:25:44
2016-03-21 15:2%:44
2016-03-21 153:2%:44
2016-03-23 09:58:48
2016-03-23 09:58:48
2018-03-23




Record Artifacts

i0S
» iCloud synced files

* Internet activity
« Email activity



Record Artifacts: i0S

iCloud synced files

» iCloud synced files from
other devices

SELECT
*, _ROWID_ "NAVICAT_ROWID"
FROM
“fsevents”
WHERE
“filename” LIKE 'mobile/Library/Mobile
Documents/com-~apple~CloudDocs/%'



Record Artifacts: i0S

filename T mask

| | r'[!

mobile/Library/Mebile Documents/com~apple~CloudDoqgs/ . Trash/| .fseventsd 3.530, WI/.00000000020d4441 icloud Renamed:FileEvent:
mobile/Library/Mobile Docurmnents/com-~apple~CloudDogs/ . Trash/| .fseventsd 5.30.19 PM/.00000000020d9d05.icloud Renamed:FileEvent:

mobile/Library/Mobile Docurments/com-~apple~CloudDegs/ . Trash/| fseventsd 5.30.19 PM/.00000000020deale.icloud Renamed;FileEvent;
mobile/Library/Mobile Documents/com~apple~CloudDogs/ . Trash/]. ! : Renamed;FileEvent;
mobile/Library/Mebile Documents/com~apple~CloudDogs/ Trash/|. ] Renamed;FileEvent;
maobile/Library/Mobile Documents/com-~apple~CloudDogs/ Trash/| .fseventsd 5.30.1% PM/.00000000020f6eb8.icloud Renamed;FileEvent;
mobile/Library/Mobile Docurments/com-~apple~CloudDeogs/ . Trash/| fseventsd 5.30.19 PM/.0000000002100c5f . cloud Renamed;FileEvent;
mabile/Library/Mabile Decuments/com-~apple~CloudDogs/ . Trash/|. Renamed;FileEvent;
mobile/Library/Mobile Documents/com~apple~CloudDogs/ . Trash/] .fseventsd 5.30.19 PM/.000000000210bacb.cloud Renamed;FileEvent;
maobile/Library/Mobile Documents/com-~apple~CloudDogs/ Trash/| fseventsd 5.30.1% PM/.000000000210ff2b.icloud Renamed;FileEvent;
maobile/Library/Mobile Documents/com~apple~CloudDogs/ . Trash/| .fseventsd 3.30.19 PM/.0000000002113bd4d.icloud Renamed:FileEvent;




Record Artifacts: i0S

Internet activity
SELECT

* Websites visited? * ROWID_ "NAVICAT _ROWID"
FROM
“fsevents”
WHERE
“filename” LIKE ‘%websitedata/local%



200
oD

226308

filename
mobile/Containers/Data/Application/4B33FE56- DDDE-42D4-BE34- 54F61FED2DS57/ Library/WebKit/WebsiteData/LocalStorage/http_www.redsnlw.us_0.localstorage-journal

mobile/Containers/Data/Application/4B88FE56-DDDE-4209-BE34-54FR1FED2DS 7/ Library/ WebKit/WebsiteData/LocalStorage/StorageT
mobile/Containers/Data/Application/4B83FES6-DDDE-42D9-BE34-54F61FED2D57/Library/ WebKit/WebsiteData/LocalStorage/http_ww
mobile/Containers/Data/Application/4B28FE56-DDDE-42D%-BE34-54F61FED2D57/Library/ WebKit/WebsiteData/LocalStorage/StorageTracker.db-journa

mobile/Containers/Data/Application/4B88FE56-DDDE-42D9-BE34-54F61FED2D57/ Library/ WebKit/WebsiteData/LocalStorage/https_www.instagrarm.com_0.localstorage

mobile/Containers/Data/Application/4B88FE56-DDDE-42D9-BE34-54F61FED2D5 7/ Library/ WebKit/WebsiteData/LocalStorage/https_www.instagram.com_0.localstorage-journal

mobile/Containers/Data/Application/E2DD4CDC-722A-480C-36B3-1F5BCD1ESF2F/ Library/ WebKit/WebsiteData/LocalStorage/StorageTracker.db-journal
mobile/Containers/Data/Application/E2DD4CDC-7224-480C-36B3-1F5BCD1ESF2F/ Library/ WebKit/WebsiteData/LocalStorage/https_m.youtube.com_0.localstorage-journal
mobile/Containers/Data/Application/F6142168-1D6B-44CC-8CD1-C306ED328B0C/ Library/ WebKit/WebsiteData/Local5torage/StorageTracker.db-journal
mobile/Containers/Data/Application/Fe142168-106B-44CC-8CD1-C306ED32E8BOC/ Library/WebKit/WebsiteData/LocalStorage/http_pubads.g.doubleclick.net_D.localstorage

mobile/Containers/Data/Application/Fe142168-106E-44CC-8C 01 -C306EDI2EBOC /Library/ WebKit/WebsiteData/L ocalStorage/http pubads.g.doubleclick.net D.localstorage-|

mobile/Containers/Data/Appljcation/F&142168-1D6E-44CC-8C0N - C306ED328B0C/ Library, WebKit/ WebsiteData/Local5torage/http_www.vox.com_0.localstorage

muobile/Containers/Data/Application/F6142168-106B-44CC-28C0D1-C306ED328B0OC/ Library, WebKit/WebsiteData/LocalStorage/http_ww
muobile/Containers/Data/Application/CEFTOFFA-7504-49A0-B1A%-1ASC5ATBE0FE, Library/ WebkKit/WebsiteData/LocalStorage/Storage
muobile/Containers/Data/Application/CEFTOFFA-T504-40A0-B1AS-1ASCSATESOFE/ Library/ WebKit/WebsiteData/LocalStorage/https_m.facebook.com_D.localstorage-shm
mobile/Containers/Data/Application/E2DD4CDC-722A-480C-26B3-1F5BCD1ERF2F/ Library/ WebkKit/WebsiteData/LocalStorage/StorageTracker.db-journal
mobile/Containers/Data/Application/E2DD4CDC-7224-480C-26B3-1F5BCD1ERR2F/ Library/ WebKit/WebsiteData/LocalStorage/https_m.youtube.com_0.localstorage
mobile/Containers/Data/Application/E2DDACDC-722A-480C-26B3-1F5BCD1ESR2F/ Library/ WebKit/WebsiteData/LocalStorage/https_www.google.com_0.localstorage-journal

* mask

Modified: Created: Removed:FileEvent:
Modified: Created: Removed:FileEvent:
Muodified:FileEvent:

Muodified: Created; Removed: FileEvent:
Muodified: Created; Removed: FileEvent:
Muodified: Created; Removed: FileEvent:
Muodified: Created; Removed: FileEvent:
Muodified: Created; Removed: FileEvent:
Muodified: Created; Removed: FileEvent:
Modified: Created: FileEvent:

Medified: Created; Eemoved: FileEvent:
Modified: Created: FileEvent:

Modified: Created: Removed: FileEvent:
InodefetaMod:FileEvent:
Madified:InodeMetaMod: FileEvent:
Modified: Created: Removed:FileEvent:
Muodified:FileEvent:

Muodified: Created: Removed: FileEvent:




Record Artifacts: i0S

Email activity

SELECT
* Inbox * _ROWID_ "NAVICAT_ROWID"
. Sent FROM
“fsevents”
e Attachments WHERE

“filename” LIKE 'mobile/Library/Mail/%’



Record Artifacts: i0S

filename ¥ mask

mohbile/Library/Mail/IMAP -GG " ECX.imapmbox/Attachments/35212/4/shield.png Renamed;FileEvent;
rokbile/Librany/Mail/IMAP @irmap.gmail.com/INBOX.imapmbox/Attachments/35214/2/unknown_device.png Renamed;FileEvent;

Ln (] L
Fd d T
[ D = i |
L (] Il-l-
[FE = I
o8 -

B2
L
F:|

mobile/Library/Mail /IMAP @imap.gmail.com/INBOX.imapmbex/Attachments/35214/3/goegle_legeo.png Renamed:FileEvent:

mobile/Library/Mail/IMAP @imap.gmail.com/INBOX.imapmbox/Attachments/35214/4/shield.png Renamed;FileEvent;

mobile/Library/Mail /IMAP /INEOX.amapmbox/Attachm Ents.,.-"Eu'-lﬁ 67/2/FSEvents_Documentation.docy Renamed;FileEvent;

o
o

[FE
o
b e
L
Lid

L
I——
:

robile/Librany/Mail/IMAP /INBOX.imapmbox/Attachments/6457 '-'_ mime-attachrment.jpg Renamed;FileEvent;
mobile/Library/Mail /IMAP /INBEOX.amapmbox/Attachments,/ 6 /mime-attachment.jpg Renamed;FileEvent;
rokile/Librany/Mail/IMAP /INBOX.imapmbox/Attachments/645373/4/mime-attachment.jpg Renamed;FileEvent;
mobile/Library/Mail /IMAP /INEOX.amapmbox/Attachments/ 3/mime-attachment.jpg Renamed;FileEvent;
rmobile/Librany/Mail/IMAP /INBOX.imapmbox/Attachments/84573/6/mime-attachment. gif Renamed;FileEvent;

rokbile/Librang/Mail/IMAP /INBOX.imapmbox/Attachments/64618/2, Jls Renamed;FileEvent:

r\J

Removed:FileEvent:
rokbile/Librang/Mail/IMAP /INBOX.imapmbox/Attachments/49134/2/IMG_1957.JPG Removed:FileEvent:
mobile/Library/Mail /IMAP /INEQXamapmbox/Attachments/50064/1.2 FolderEvent:Removed:
robile/Library/Mail/IMAP /INBOX.imapmbox/Attachments/30064/1.2/5creen Shot 2017-05-03 at 10.14.40 AM.png Removed:FileEvent:

mobile/Library/Mail /IMAP /INEQXamapmbox/Attachments/39852/

E\.I




Caveats




Caveats

 Lost FSEvents

» Lack of timestamps

« External devices

» Anti-forensics

 Coalescing of multiple changes



Caveats: Lost FSEvents

Problem

» FSEvents are lost due to
either:
* A hard reset of a system
« A system crash

* Not properly unmounting a
volume

« System upgrades

Remedies

 Carve for gzip files



Caveats: Lack of Timestamps

Problem

 FSEvent Records consist of:

Event ID
Full Path
Flags

Remedies

names of logs

* Note timestamps are not mentioned

3796573

5079026

5079020

filename

arvvate/varflog/Thagnostichessages 2017.05.13.asl

private/var/log/po
private/var/log/powermanagement,/2017.05.13.asl
private/var/log/DiagnosticMessages/2017.03,13.asl
private/var/log/DiagnosticMessages,/2017.05.13.asl
private/var/log/DiagnosticMessages/2017.03.13.asl
private/var/log/asl/2017.05.13.G80.asl

private/var/log/powermanagement,/2017.05.13.asl

+ mask mask_hex
Created:PermissionChange:Bxtended&ttrbodified: FileEvent: Cha01032000
Created:PermissionChange:Extended Attridodified: FileEven

Medified; Created; PermissionChange ExtendedAttrMoedified; FileEvent;
Modified: FileEvent:

Modified: FileEvent:

Modified: FileEvent:

Modified: FileEvent;

Modified: FileEvent:

Modified: FileEvent;

Ox 10003000

» Use temporal data from the

source_modified_time
2017-05-13 13:02:26

2017-05-13 13
2017-05-13 14:3%:47
2017-05-13 16062
2017-05-13 16:26:37
2017-05-14 0%
2017-05-14 0%
2017-05-14 09

other_cates
20170513

UMEMOWN
UMNKMNOWN
UMNEMOWN
2017.05.13,2017.05.14
2017.05.13,2017.05.14

2017.05.13,2017.05.14



Caveats: External Devices

Problem Remedies

» Unsafe removal results in lost * Hope that the user has
events properly unmounted their

» Safe removal was performed, devices

but FSEvents not finished « Carving for those lost events
writing to disk might not be possible due to

FSEvents being stored in memory
* File system compatibility
issues results in lost events



Problem

* The FSEvents API coalesces * None

multiple changes into a single
record resulting in:

* Inability to determine order of
changes

* |Inability to determine frequency
of changes

EventID Record Full Path

Caveats: Coalescing of multiple changes

Remedies

This file may have been
created 3 times and
removed twice, but we
will never know

)

Event Reason Flags

123 Users/GC/Desktop/My Test File.txt

Created,Removed,Modified,File Eveht



Caveats: Anti-Forensics

Problem

* Ano_log file was placed in the
.fseventsd directory

« FSEvents are not recorded for
the partition

* Note that the recovery partition
on a Mac computer contains this
file by default

Remedies

 None. However, this scenario is
unlikely and requires root
privileges and advanced
knowledge of FSEvents



Questions?

» Blog: www.nicoleibrahim.com

e Code: www.github.com/dlcowen/FSEventsParser

Nicole Ibrahim | Consultant | G-C Partners, LLC
nibrahim@g-cpartners.com | @nicoleibrahim



