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Jones, J. H., & Khan, T. M. (2017, January). A method and implementation for the empirical study of deleted file persistence in digital devices and 
media. In Computing and Communication Workshop and Conference (CCWC), 2017 IEEE 7th Annual (pp. 1-7). IEEE.
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M57 Advanced Keylogger

Garfinkel, Farrell, Roussev and Dinolt, Bringing Science to Digital Forensics with Standardized Forensic Corpora, DFRWS 2009,Montreal, Canada
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M57 AK: Decay Curves
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M57 AK: Decay Curves
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M57 AK: Decay Curves
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Image ID Activity

0 after creating 10 audio files

1 after deleting those 10 files manually (via USB connection to PC)

2 after creating nine new audio files

3 after creating seven additional audio files

4 after deleting the newly created (all) files on the device

5 after loading files on the device manually (3GB; to near device capacity)

6 after (quick) reformatting the device storage

Jones, J. "Deleted Audio File Decay on a Digital Voice Recorder."Audio Engineering Society Conference: 2017 AES International Conference on Audio 
Forensics. Audio Engineering Society, 2017.
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Image ID Activity

0 after creating 10 audio files

1 after deleting those 10 files manually (via USB connection to PC)

2 after creating nine new audio files

3 after creating seven additional audio files

4 after deleting the newly created (all) files on the device

5 after loading files on the device manually (3GB; to near device capacity)

6 after (quick) reformatting the device storage
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file sectors

sectors intact at image ID:
final

persistence

0 1 2 3 4 5 6

0 346 346 346 63 63 63 0 0 0.00%

1 746 746 746 28 28 28 28 28 3.75%

2 1065 1065 1065 22 22 22 22 22 2.07%

3 1055 1055 1055 41 41 41 40 40 3.79%

4 1435 1435 1435 65 65 65 0 0 0.00%

5 2554 2554 2554 88 88 88 5 5 0.20%

6 395 395 395 50 50 50 0 0 0.00%

7 1387 1387 1387 1141 47 47 0 0 0.00%

8 611 611 611 611 0 0 0 0 0.00%

9 1665 1665 1665 1665 49 49 0 0 0.00%
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Cameras and SD Cards

Jones, James H. Jr; Srivastava, Anurag; Mosier, Josh; Anderson, Connor; and Buenafe, Seth, "Understanding Deleted File Decay on Removable Media 
using Differential Analysis" (2017). Annual ADFSL Conference on Digital Forensics, Security and Law. 13.
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32 kB clusters 64 kB clusters
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Experimental runs: 324

Tracked deleted files: 1917

Dataset records:  621,108

Magnetic Hard Disks



OSDFCon 2017 20

File Source ("Who" Wrote It)
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Disk Fragmentation and Free Disk Space




