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« Associates [ :  Dev for Windows 2005
e Current Certifications: GSEC, GCED, GCIH, GCIA, GCFE, GCUX, GXPN

f e Obsessive dabbler in just about all areas of computer science these days...




+ BS in Software Engin _ sineering 2012
e Current Certifications: GSEC, GPEN, GCUX, CISSP

f e Can teach you how make a rack on a budget...hint: IKEA







user@ubuntu:~$ vol -f memory images/example.vmem --profile=WinXPSP2x86 pslist
Volatile Systems Volatility Framework 2.3 alpha
offset(V) Name PID PPID Thds Hnds Sess Wow64 Start Exit

0x819cc830 System B 0 60 209 ------ 0
0x818efdad smss.exe 384 4 3 19 cccc-- 0 2011-09-26 01:33:32
0x81616ab8 csrss.exe 612 384 12 473 e 0 2011-09-26 01:33:35
0x814c9b46 winlogon.exe 636 384 16 498 ) 0 2011-09-26 01:33:35
0x81794de8 services.exe 680 636 15 271 0 0 2011-09-26 01:33:35
0x814a2cdd lsass.exe 692 636 24 356 0 0 2011-09-26 01:33:35
0x815c2630 vmacthlp.exe 852 680 1 25 0 0 2011-09-26 01:33:35
0x81470020 svchost.exe 868 680 17 199 0 0 2011-09-26 01:33:35
0x818b5248 svchost.exe 944 680 11 274 0 0 2011-09-26 01:33:36
0x813a0458 MsMpEng.exe 1040 680 16 322 0 0 2011-09-26 01:33:36
0x816b7020 svchost.exe 1076 680 87 1477 0 0 2011-09-26 01:33:36
0x817f7548 svchost.exe 1200 680 6 8l 0 0 2011-09-26 01:33:37
0x8169al1de svchost.exe 1336 680 14 172 0 0 2011-09-26 01:33:37
0x813685e0 spoolsv.exe 1516 680 14 159 0 0 2011-09-26 01:33:39
<0X818f5Cd0 explorer.exe 1752 1696 32 680 0 0 2011-09-26 01:33:45
Ox815c9638 svchost.exe 1812 680 4 102 0 0 2011-09-26 01:33:46
\ 0x8192d7f0 VMwareTray.exe 1876 1752 3 84 0 0 2011-09-26 01:33:46
(0x81816458 VMwareUser.exe 1888 1752 9 245 0 0 2011-09-26 01:33:47
0x8164a020 msseces.exe 1960 1752 11 205 0 0 2011-09-26 01:33:47
x81717378 ctfmon_exe 1912 1752 3 93 ¢] 6 2011-089-26 01:33:47
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* FireEye’s . {TIBE‘SII- HQ_Y_?_

] f « PassMark Software's Volatility Workbench:




-~ THESE ARE OK, BUT WE WANT BOTH
® ®  Good Analysis ®  Automated Commands
®  Individually Processed ®  No Analysis
13 PassMark(IM) Volatility Workbench
N — Image e C\emp\ARFAM bi

Profle | Wirdows 10 6420 buid 14333
S e

Feves e by U s amame S

Review Network Ports / Conmections Parent

L Review Memory Sections / DULLs e 5e8 ' Yo [0
Review Untrusted Mandies Arguments: “CAWINDOWS\\system32\Vsass.exe™ d eCicl 1oh L2550
Review Mooks on I l ot
| Review Drivers and Devices || Trust Status } o s
Processes  Host | B injectes O Regex
4 & lsassexe 1900 | . injected
Fandes B onectes
“
Named Memary Sectons B Undetermines
Detaded Sectons . Undetermined
Strngs

Ports B unserermines
4@ boviam W Undetermines

Kandles
B uncetermined
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* Volatility JSON # S

f ®* We needed a translator
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« Updatable w/o Restarting ANY services
* Look for new release version 2.6.9 - Today!
jj/o- https://splunkbase.splunk.com/app/3919/





https://answers.splunk.com/




|| " MAKE A REFERENCE TABLE FOR LATER USE

index::main source="john_doe_pslist.json*

| table pid,ppid,name,image -

| outputlookup volpids.csv

volpids.csv

name < image <
ipconfig.exe john_doe
conhost.exe john_doe
cmd.exe john_doe
wmpnetwk.exe john_doe
glend. exe john_doe
Map.exe john_doe
PhotosApp.exe john_doe

FlashUtil_Acti john_doe




IH "\ IDENTIFY ORPHAN PROCESSES VISUALLY

index::main source="john_doe_pslist.json" O
| lookup volpids.csv pid as ppid image as image OUTPUTNEW
name as parent =

| stats count by parent,name

volpids.csv

iexplore exe
- explorer.exe o . conhost.exe

TPAutoConnSve. TPAutoConnect. Wm0 ipconfig.exe
TabTip32.exe wm

arrery Isass.exe
wininit.exe MsMpEng . exe »m
TabTip.exe NisSrv.exe =

Searchindexer,
VSSVC.exe mm
msdtc.exe =
svchost.exe spoolsv.exe =

services.exe

dilhost.exe

FlashUtil_Acti
wmpnetwk exe Bl
Map.exe mm

PhotosApp . exe
RuntimeBroker. mm

UserAccountBro

WWAHost.exe I

WmiPrvSE.exe mm
audiodg.exe
dasHost.exe

glend exe
taskhostex.exe

winlogon exe dwm exe




IDENTIFY ORPHAN VIA IN TABULAR FORMAT |

name as parent

| table name,pid,parent,ppid,image | where isnull(parent)
~ volpids.csv

index::main source="john_doe_pslist.json" A
N ' | lookup volpids.csv pid as ppid image as image OUTPUTNEW l i

name < pds ~ parent < image <
explorer.exe 2088 <:| john_doe
winlogon.exe 536 john_doe
CSrss.exe 492 john_doe
wininit.exe 480 john_doe

CSrss.exe 396 john_doe

System 4 john_doe




TRACE PROCESS TREES OF ORPHANS VISUALLY

index::main source="john_doe_pslist.json* )
) | table name,pid,ppid,image
| listprocess root_process_id=2088 process_field=name —
) ppid_field=ppid pid_field=pid
\ | lookup volpids.csv pid as ppid OUTPUTNEW name as parent | volpids.csv

stats count by parent,name

iexplore_exe

conhost.exe




VISUALIZE NETWORK CONNECTIONS BY PROCESS

index::main source="john_doe_netscan.json"
&5 | table foreignaddr,localaddr,pid,state
| lookup volpids.csv pid as pid OUTPUTNEW name as name —
' | rex field=localaddr "(2<src_ip>[*\:]+):(2<src_port>[*$]+)*
- | rex field=foreignaddr "(2<dest_ip>["\:]+):(2<dest_port>["$]+)" volpids.csv

| where src_ip!="0.0.0.0" AND src_ip!="::" AND src_ip!="127.0.0.1*
| stats count by name,dest_ip

23.205.120.139 ™
23.207.250.156
23.67.252.251 W




[ V" IDENTIFY ANOMALOUS PSXVIEW PROCESSES
I :felo:;acl;g pslist pspcid psscan session deskthrd thrdproc _ %

[ eval total=if(<<FIELD>>="False" total+1,total) ]
| table pid,name,image,csrss,pslist,pspcid,psscan,session,deskthrd,thrdproc,total volpids.csv

| where total>1
| sort - total

name < ¥ 4 image < CSIss = pslist ¢ pspcid < psscan < session deskthrd < thrdproc < total <

LogonUI.exe john_doe False False False True False False False
SMSS.exe john_doe False True True True False False True
4 System john_doe False True True True False False True
4020  cmd.exe john_doe False True True True True False False |:>
628 TabTip.exe john_doe False True True True True False False

3388 ipconfig.exe john_doe False True True True True False False




volpids.csv
process < commandline <

ipconfig.exe

cmd.exe

tund.exe [:::::i>>"C:\\bsers\\clever\\tun4.exe"

dasHost.exe dashost.exe {d89b20d2-80fb-41c9-b2341e7f4be898bc}

TabTip32.exe /loadhooks /Parent:0000000000000990
TabTip.exe /QuitInfo:00000000000004D0;00000000000004D4;
TPAutoConnect. TPAutoConnect.exe -q -1 vmware -3 COM1 -F 30

taskhostex.exe taskhostex.exe




IDNETIFY MUTANTS/MUTEXES

index::main john_doe_handles.json Mutant
| lookup volpids.csv pid as pid OUTPUTNEW name as name
| stats values(details) as details by name

volpids.csv

details <
{A3BD3259-3E4F-4283-84C8-F0463A9D3EB5 7}

taskhostex.exe AccessibilitySoundAgentRunning
CicLoadWinStaWwinSta0
MSCTF.Asm.MutexDefaultl
MSCTF.CtfMonitorInstMutexDefault?

ZonesCacheCounterMutex
ZonesLockedCacheCounterMutex

:> uuJ9IBoKTbgOpUIQ

vmtoolsd.exe .NET CLR Data_Perf_Library_Lock_PID_51c
.NET CLR Networking 4.0.0.0_Perf_Library_Lock_PID_51c
.NET CLR Networking_Perf_Library_Lock_PID_51c




V" CHECK MALFIND FOR INJECTION

index::main source="john_doe_malfind.json" page_execute_readwrite

| table process,pid,data,protection

| lookup volpids.csv pid as pid OUTPUTNEW ppid as ppid

| lookup volpids.csv pid as ppid OUTPUTNEW name as parent

| decrypt field=data unhex() emit('plaintext’) volpids.csv
| table process,pid,parent,plaintext,protection

process = F 4 parents / plaintext < protection < rd
wmpnetwk . exe services.exe . PAGE_EXECUTE_READWRITE
wmpnetwk.exe services.exe PAGE _EXECUTE_READWRITE
Map.exe svchost.exe . .. L.... PAGE_EXECUTE_READWRITE
Map. svchost. i {_F- PAGE_EXECUTE_READWRITE
Map. svchost.ex j..4. .D.s.....D. . PAGE_EXECUTE_READWRITE
svchost. - e L) : - PAGE_EXECUTE_READWRITE

.exe IC .exe @jD. N PR AP T - P PAGE_EXECUTE_READWRITE
Map.exe svchost. 4 T G Y PAGE _EXECUTE_READWRITE
iexplore.exe iexplore.exe ~ .~ PAGE_EXECUTE_READWRITE
UserAccountBro svchost.exe PAGE_EXECUTE_READWRITE
UserAccountBro 916 svchost. ex ! PAGE_EXECUTE_READWRITE

audiodg.exe svchost. ; veeaC.i.\W.i.n.d.0.w.5.\.5.Y.S.T.E.M.3.2.\.k.e.r.n. PAGE _EXECUTE_READWRITE




I V" BUILD A USERASSIST TIMELINE

index::main sourcetype::volatility source="john_doe_userassist.json*
| eval _time=strptime(lastupdated, "%Y-Y%om-%d %H:%M:%S")
| table lastupdated,value

| sort - lastupdated
volpids.csv

lastupdated < F 4
14726292 UTCTo000

2014-06-17 %APPDATA%\\Microsoft\\Internet Explorer\\Quick Launch\\User Pinned\\TaskBar\\Internet Explorer.lnk
05:55:15 UTC+0000

2014-06-17 #windir%\\system32\\notepad.exe <:|

05:52:23 UTC+0000

2014-06-17 awindir%\\regedit. exe <:

05:50:53 UTC+0000

2014-06-17 C:\\Users\\clever\\Desktop\\tun4.exe <:|
05:49:12 UTC+0000

2014-06-17 Ewindirk\\system32\\Taskmgr.exe
05:39:11 UTC+0000

2014-06-17 C:\\Users\\clever\\AppData\\Local\\Microsoft\\Windows\\Application
05:38:25 UTC+0000 Shortcuts\\microsoft.windowscommunicationsapps_8wekyb3d8bbwe\\Microsoft.WindowsLive.People. lnk




”| " IDENTIFY LOADED MODULES BY PROCESS NAME

index::main sourcetype::volatility source="john_doe_ldrmodules.json" tun4.exe
| lookup volpids.csv name as name OUTPUTNEW pid as pid l

| table pid,process,mappedpath,ininit,inload,inmem

volpids.csv

process < mappedpath < ininit < inload <
tund.exe \\Windows\\Syswow64\\dhcpcsvc6.dll True True
tund.exe \\Windows\\SyswWOw64\\rsaenh.dll True True
tund.exe \\Windows\\Syswow64\\profapi.dll True True
tund.exe \\Windows\\SyswOw64\\dnsapi.dll True True

tund.exe \\Windows\\SysWOW64\\mswsock.dll <:| True True

tund.exe \\Windows\\Syswow64\\clbcatqg.dll True True

tund.exe \\Windows\\SysWOW64\\bcrypt.d11 <:| True True

tund.exe \\Windows\\Syswow64\\wininet.dll True True




e SPLUNK MACHINE
» Behavior Baseline | . LEARNING TOOLKIT
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A.‘

e Add umfle _outpu

e Save plugin file




SATX _DRIANL.AATE _PRIENL. WAL __(WEIT, LUNTLY, “eigs, -oumelgs)
self._config.aca_oprion( " IGNORE_UNIX', shorT _option = U, default

oef wnified_outout(selé,data):

return TreeGria([("Prote™, str),
("Local 1P, str),
("Locel Port™, int),
("Remcte 197, 1),
("Remcte Port™, ine),
("State*, str),
("Process”, str),
("PID~, str),
("Name", str),
,l
self generator(data))

def generator(self, detes):
for Task in cata:
for ents in tesk.metstot():
1€ ents[@) == socket.AF_LNET:
(_, proto, sadd, sport, deddr, dport, state) = ents(l)
Yielﬂ(’- [
striprote),
str{secsr),
ist(spore),
str{aaosr),
ist(apore),
str{state),
stritask,.com),
stritesk.pid),
strinane),

)

elif ents(@) == 1 NG noT self. _condig. IGMORE_UnIX:
(mare, finue) & emts[l]
yiels(e, [
str{"UNIX "estr(inum)),

# its a socket! ',
def render_text(self, outfd, data): str(task.conm),
linux_common.set_plugin_members(self) ,‘::E:‘:;"’“"
)
if not self.addr_space.profile.has_type("inet_sock"): # R e
# ancient (2.6.9) centos kernels do not have inet_sock in debug info

raise AttributeError, "Given profile does not have inet_sock, please file a bug if the kernel version is > 2.6.11"

for task in data:
for ents in task.netstat():
if ents[@] == socket.AF_INET:
(_, proto, saddr, sport, daddr, dport, state) = ents[1]
outfd.write("{@:8s} {1:<16}:{2:>5} {3:<16}:{4:>5} {5:<15s} {6:>17s}/{7:<5d}\n".format(proto, saddr, sport, daddr, dport, state, task.comm, task.pid))

elif ents[@] == 1 and not self._config.IGNORE_UNIX:
(name, inum) = ents[1]
outfd.write("UNIX {0:<8d} {1:>17s5}/{2:<5d} {3:s}\n".format(inum, task.comm, task.pid, name))
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.~ EXTENDING TA-VOLATILITY

V4
7~

7N\

N

7

* Probably ALREADY in the TAplugins.py cla

4

class linux_netscan:
mode="standard"

» class linux_netstat:
d mode="standard"
SPED

% class linux pidhashtable:
mode="standaxrd"

305
* If not, add your plugin name and mode=“standr'- Helass Llinux pkt_queues:
30

* UNLESS you need custom parsing!

e Format function start

def format(self, file_sep, base_dir, arch, plugin, host):
$¢Set the container to None
container = None

mode="standaxrd"

309 I%class linux plthook:
310 mode="standard"

—class my special plugin:
1 mode="custom”

# copy format function from TAvol.py
# make changes to fields as necessary and save{




* License costs are SItuatlonally dependent try speaking human to them
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