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What is Autopsy?

Open source digital forensics platform.

Has been designed for:

O FEaseofuse
O Fastresults
o Extensibility (many plug-in frameworks)

Has the features you need (and more).

Free to download
Has commercial support and development backing.

Let's take a quick tour
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Standard Features
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Make A Case

N New Case Information

Steps Case Info

1. Case Info

2. Additional Information
Enter New Case Information:
Case Name: |
Base Directory: R:\ Browse
Case Type: (_) Single-user (@) Multi-user

Case data will be stored in the following directory:




Add A Data Source

ks Add Data Source

Steps Enter Data Source Information wizard (Step 1 of 3)

1. Enter Data Source
Information
2. Configure Ingest Modules
3. AddData Source
Select source type to add: Image File v

Browse for an image file:

Z:\vmware-share \imgs\auto|Logical Files Browse

Please select the input timezone: | (GMT-5:00) America/New_York v

|| Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)
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Data Source Support

All common f

o NTFS, FAT,

e systems supported via T

EXFAT, HFES+, Ext2/Ext3/Ext4, YA

ne Sleuth Kit:

-FS2, etc.

o Covers common computers and smart phones

Supports raw, EO1, VMDK, and VHDI formats.

Can also analyze:

o Local drives (USB attached)

O Localfiles
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Choose Analysis Technigues

Configure Ingest Modules wizard (Step 2 of 3)

Configure the ingest modules you would like to run on this data source.

v Recent Activity
m SeEn e s
File Type Identification NSRLFile.tct-md5
Embedded File Extractor
Exif Parser
Keyword Search
Email Parser Select known BAD hash databases to use:
Extens:gn Mismatch Detector notable_hash_db
E01 Verifier
Android Analyzer
Interesting Files Identifier
PhotoRec Carver Calculate MD5 even if no hash database is selected
C4P Hash Lookup
(2] Rin_and Round File Finder e
Select Al Deselect Al Identifies known and notable files using... Advanced
Process Unallocated Space




Standard Features

File Type Identification .
Embedded File Extractor e \Web artifacts from

Exif Parser .
Keyword Search F| I’efOX, C h rOMme, d ﬂd | E

Email Parser

Extension Mismatch Detecto ° [ [ [
ot Sneen Mismatch betector Registry analysis using

Android Analyzer Qe g R| p p er.
Interesting Files Identifier
PhotoRec Carver
C4P Hash Lookup
Big and Round File Finder

Recent Activity

[<]<]<][d] [ [<][<][<] <] /<] [<][<] [«
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Standard Features

2 D st A -~Hi
Hash Lookup
i Ty pETUETaCEuon
7]  Embedded File Extractor * Flags known and known bad
v Exif Parser files
v Keyword Search
v Email Parser e S DPO s
v Extension Mismatch Detector
v E01 Verifier e NIST NSRL
v Android Analyzer
v Interesting Files Identifier * EnCaseformat
v PhotoRec Carver . :
v C4P Hash Lookup AUtOpSy SQLItG
v Big and Round File Finder * Project Vic (with add-on)
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Standard Features

V| Recent Activity . o .

= File Type |dentification

L

L4 , * Detects files based on
v Exif Parser

V]  Keyword Search S| onatures.

v Email Parser

v Extension Mismatch Detector ° SU pports user Spedﬁed
v E01 Verifier

v Android Analyzer S | g natures.

v Interesting Files Identifier

v|  PhotoRec Carver * Canraise alerts when they
v C4P Hash Lookup

v Big and Round File Finder are found.
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Standard Features

4 Recent Activity .

7]  HashLookup Embedded File Extractor
. Opens ZIP, RAR and many

v  Keyword Search other archive files.

v Email Parser

v Extension Mismatch Detector e Extracts Im ages fro m

v E01 Verifier

v  Android Analyzer office documents.

v Interesting Files Identifier

v PhotoRec Carver

v C4P Hash Lookup

v Big and Round File Finder
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Standard Features

Recent Activity .
Hash Lookup ExXIT Parser

File Type Identification
| * Finds JPEG images with

Exif Parser

<[4 <[4 [«

c4 SF SEare - XIT.

v Email Parser

v Extension Mismatch Detector ° EXJ[ ra CtS d eVi ce

v E01 Verifier . .

v|  Android Analyzer nformation, dates, anc
v Interesting Files Identifier .

v PhotoRec Carver G@O‘lOCathﬂ.

v C4P Hash Lookup

v Big and Round File Finder

October 17,2018 | Herndon, VA | Hosted by '@ B(AS|S



Standard Features

v Recent Activity

V| Hash Lookup Keyword Search

v File Type Identification

smaedded Fie Extractor * |Indexed search using Solr.
.

T e P * Performs periodic

v Extension Mismatch Detector

v E01 Verifier SearCheS°

v Android Analyzer

v Interesting Files Identifier ° S U D DO rtS te FMms an d

v PhotoRec Carver .

. regular expressions.

v Big and Round File Finder
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Standard Features

Recent Activity

Hash Lookup Fmail Parser
File Type Identification

Embedded File Extractor SU ppOrtS M BOX > ﬂd PST

v
v
L
v
v Exif Parser
<
v
v
™

- - ' - —

N r— Extension Mismatch

Extension Mismatch Detector .
£01 Verifier Users can specify rules

Interesting Files Identifier EO 1 \/e I |]C| er
PhotoRec Carver

C4P Hash Lookup
Big and Round File Finder

b IASIRSIASIAS
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Standard Features

v Recent Activity

v|  Hash Lookup Android Analyzer

v File Type Identification

v Embedded File Extractor

R SMS, Call logs, Contacts
v Keyword Search

v Email Parser Ta N g O

v Extension Mismatch Detector . .
|01 Verifie Words With Friends
o

v PhotoRec Carver

v C4P Hash Lookup

v Big and Round File Finder
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Standard Features

v Recent Activity _ .
v  Hash Lookup Interesting Files Module
v File Type Identification ,
7 Embedded File Extractor Flags files based on name.
: Ezf::r'je;ear . Allows you to automate your
T — investigation checklist.
v Extension Mismatch Detector Alvvays |O O|< ]COF'
v E01 Verifier '
j O [Phone Backup files

:’ Interesting Files Identifier o True Crypt

otoRec Carver . .
7 C4P Hash Lookup o Virtual machines
v Big and Round File Finder O
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Standard Features

v Recent Activity

V] HashLookup PhotoRec Carver

v File Type Identification

0 et Uses PhotoRec tool to carve
xif Parser

v|  Keyword Search unallocated space.

v Email Parser

v Extension Mismatch Detector .

= Bl Files are fed back through.

v Android Analyzer

v ¥ Hash Lookup

v Big and Round File Finder
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Review the Results During Analysis

File View Jools Window Help

@ Close Case Add Data Source  Jjj, Generate Report A ® @- Keyword Lists Qr Keyword Search
Directory Listing v C
-y Data Sources 1 Result
I — Table ' Thumbnai
- & Results Name
- . Extracted Content & »p-sp3+3.001
B EXIF Metadata (4)
= Extension Msmatch Detected (3)
& Web Bookmarks (40)
& Web Cockies (549)
Web Downloads (26)
I Web Hstory (284)
=} "N\ Keyword Hts
N Sngle Literal Keyword Search (0)
- "N Sngle Regular Expression Search |
i % Hachest Hits
+- & E-Mai Messages
- K Interestng Items
o8 Tags
Reports
Analyzing files from xp-<p3-v3.001 1
> Recent Activity for xp-sp3-v3.001 1
Recent Activity for xp-sp3-v3.001 | @ (1more.) @




The Tree

o The tree has all of the results.
v Images (1721)
- Updated in real-time.
& Archives (16)

: Documents .
a Executable — N d .
% Deleted Files
MB File Size
--|&| Results

= . Extracted Content

O

"l Devices Attached (3 o Web artifacts
O
O

+|
e |

{+}

.?..

Files of a given type

- BEXIF Metadata (9)
«  Extension Mismatch Detected (18)
% Installed Programs (23)
-y Operating System Information (2)
. % Operating System User Account (21)
- & Recent Documents (25)
. 4 Web Bookmarks (58)
@ Web Cookies (637)

Registry results
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Workflow

m
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File Viewers

View a file in the most relevant way.

lmages and video playback.

Hex | Strings | File Metadata | Results | Indexed Text Media




File Viewers

View a file in the most relevant way.
Text:

Hex | Strings | File Metadata | Results Indexed Text
Matches on page: 2 of 12 Match & 5} Page: 1 of 1 Page Search Results v

To The Zombie apocalypse A

It’'s Z-Day. Virus, toxic gas, or re-animation experiment gone wrong? “How”

doesn't matter now. What matters is you and what you're geoing te do to keep

from becoming one of them. Lucky for you, open source adapts to £ill needs.

And that’s exactly what you need te deo right now—adapt te survive. You're facing

the quest of a lifetime: Find energy. Find your £friends. Rebuild all of civilization.

You can do it. Here’s how.

Faceboock or new episcdes of Warehouse 13.
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File Viewers

View a file in the most relevant way.

Long video as sequence of frames:

Mex View  String View  Result View Meda View | Video Triage

Wlﬁilﬂ

I Lapeess




Unique Features
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Triage

User folders are analyzed first.

Ingest filters allow you to focus on only certain file
types and folders.

A sparse VHD image can be created during analysis if
you are reading from the raw device.

Canrunfrom USB or a booted OS.
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Multi-User Cases

Examiners can collaborate on the same case at the
same time.

Central database, text index, and storage.

Users can see each others tags and generate single
reports on big cases.

Automatically analyze media 24x/.
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Multi-User Cases
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Past Case Correlation

The Central Repository database stores:

o When each MD5, email, etc. has been seen

o What files and attributes were tagged as notable

You can make connections wit
common files or phone num

N past cases that had

DEIS.

When a previously notable item is seen again, it Is

automatically flagged.
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Past Case Correlation

#- @ Data Sources ’ Table | Thumbnail

- ®‘ s Source File Comment File Path
=] |&| Results

P ~ image_normal[1].jpg Previous Case: demo-33323  [img_xp-sp:

a Extracted Content
[+ “\  Keyword Hits
#- % Hashset Hits
- ¥ E-Mail Messages
= > Interesting Items ¢
B )k Previously Tagged As Notable (Central Repository) (1) Q- o
- 2 Interesting Files (1)
: ' 2K Interesting Results (0)
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Hex | Strings | File Metadata | Results | Indexed Text | Media  Other Occurrens
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Timeline

A A BT T T R . T Bl d - - m— - T T

Zoom History:

Time Units

vents

Event Type

Description Deta

v Text Filter 1999 2000 2001 2002 2003 2004 2005 2004 2007

Number of £

2008 2009 2010 20m 202

Start  Feb 8, 1999 6:08:08 AM ®© 2 4, Zoom infoutto ~ End:  Mar 22, 2012 11:34:14 PM ®©
. 1 0000 2.01 o000

[2011-01-01 00:00:00 to 2012-01-01 00:00:00 Hex | Strings | Fie Metadata | Results | Indexed Text| Meda

Table  Thumbnal

icon Date/Time Description SaseType SubType Know

=

-,

2
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Timeline

Visualization Mode: il; Counts % Details [&] Screenshot Advanced Layout Options ~

] /img_xp-sp3-v3.001/vol_vol2/Dogments and Settings/ (2008) %

| | /img_xp-sp3-v3.001/vol_vol2/WINDOWS/ (78)

-

i C:\Documents and Settings\John (5)

. /img_xp-sp3-v3.001/vol_vol2/Program Files/ (135)

#ty C:\Documents and Settings\John\My Documents (6)

(2)

(lA )

o) facebook.com

&/

13 14 15 16 17 18 19 20 21 22 23 00 01
2012-March-10 |  2012-March-11

— — —

21 AM O)

Start:  Mar 10, 2012 1:10:52 PM O) I, 4 Zoom infoutto ~ End: | Mar 11,2012 12:1

wvn
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Image Gallery

Group By 4 Path v Sort By: % Priority v Apply to Selected Files: FollowUp ~ | &8 CAT-5 Non-pertinent ~ Thumbnail Size (px) » |
All Groups = % Groups With Hash t ' /LogicalFileSet1/zombies/ -- 2 hash set hits / 5 files Details
> vg_smallZamg - .
imgsmalicimg Apply to Group FollowUp ~ | &= CAT-5 Non-pertinent -~ AR - -
> img_xp-sp3-v3.001
v LogicalFileSet1

fF ™ == = =
4 zombies (2/5)
% LogicalFileSet2 (0/2)

I

g I

0 I
L4

'

% 1365273819-z0.. | d2z9fumccmea.. K % walking-dead-zo..
Attribute Value
%y Name walkongdead_ap.pg
Analyzed true
&= Category CAT-3: CGl/Animation
(Child Explostrve)
Category # Files Tags
CAT-1: Child Explot.. 1 N Path /logicalFileSet]/zombres/
CAT-2: Child Exploit.. 0 ' , ' 3 Created Time 0000-00-00 00:00:00
- S o walkingdead_ap.... | zombie-apocaly.. J . -
CAT-3: CGV/Animat 1 & Moddfied Time 0000-00-00 00:00:00
CAT-4: Exemplar/C.. 0 3% MO5 Hash €53126c894b71203bf25¢
A " 010bbce732

CAT-5: Non-pertinent 0

* Hashsat

CAT-0: Uncategonized 2140 Group Viewing History e Back Next Unseen group W




Communications

[ Fiters ' Acply 2 Refre
& Devices:

b0 _mmcbik0.bin

4] outiook.dd

2 Account Types:
B Device
&4 & Phone
M & Email
& K1 Facebook
& £ Twitter
 (© instagram
& @ Facebook
# MessagingApp

A Miaheito,

Uncheck Al Chedk Al

=5 Date Range ( AmericaMNew_York):
() start:
[()end:

Browse & Visualize

Account Device

7 pan@m57.biz
7 googieslerts-noreply Booogie

¥ newsetters@n.npr.org
@ alson@mS?.biz
V dexOmS7.ba

¥ bob@mS7.biz
v carol@mS7.bz

Type

= Msgs

o beanemsine

233 Rendts
Messages
Type S C O From =
7 EMai 1 ‘ ‘ A
i
E-Mai 1
£-Mai 1
EMai 1
< E-Mal 1
¥ E-Mal 1
¥ EMal 1
¥ E-Mai 1
¥ E-Mai 1
v
< : >

From: alex: dex@m57.bz

To:  jeanBmS57.ba

CcC:

Subject: FW: UFOs Over U.S, Miltary Sites?

2008-07-19 19:32:54 EDT

Headers Text HTML
Show Images

on Friday, July 18, 2008 A

Tonight: UFOs Over U.S. Mitary Sites?

Have UFOs disabled U.S. defense systems?

LAFA® sonbil sames anr s nd Shenn




Python Modules

It's "easy” to write your own ingest modules in Python.

Autopsy takes care of:

o |nput Types: File systems, image formats, logical files, ZIP file contents, file
carving, etc.

o User Interaction: interfaces, reports, etc.

You just need to focus on finding the files and parsing them.

We have tutorials and sample files to copy.
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What Can You Do?

To Learn More:

o Attend the other sessions this afternoon
o Attend a 1-day Training course
o Tryitout!

Can try the standalone first:

o Use it for validation.
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Support

Community:

O Email list

o Github Issues

Basis Technology:

o Commercial support

O Access to engineers who can fix any Issues.
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Questions?

brianc <at> basistech.com

Connect on LinkedIn
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