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Jessica’s Introduction

Hello, my name is Jessica Hyde 
• Hi Jessica! 

Director, Forensics - Magnet Forensics 
• Adjunct Professor – George Mason University 
• Former forensic examiner and USMC veteran 

FUN FACT



Agenda

What is Chromebook / Chrome OS? 
Why do we care? 
What are the issues? 
What have we learned? 
What can we recover? 
Summary



What is a Chromebook?

First Chromebooks were sold in 2011 
Computers that run Google’s Chrome OS 
Designed to be used connected to the internet 
 Linux based 
Most applications and user data lives in the cloud 
Economical $150 - $999 range  
Many manufacturers (HP, Google, Samsung, Asus, Acer, Lenovo, LG, etc.)

Image: Google



Chrome OS

Integrated media player and file manager 
Supports Chrome Apps 
Android Apps available since 2014 via Google Play 
Store 
Available only on hardware from Google partners 
Automatically updates to the latest version 
Can run on x86 or ARM-based processors 
Can support a hard drive

Image: Google



Chromium OS?

Open-source equivalent to Chrome 
Available to be compiled from source code 
Does not automatically update 
Can be modified 
Released 2009

Image: Google



Data Storage

Most data stored using Google Drive 
• Coupon for 100GB Google Drive 

Storage for two years 
However data may still be stored locally!

Image: Google



Why do we care?

Gartner estimates: 
2015: 6.8 million Chromebooks shipped 
2016: 9.4 million Chromebooks shipped

Source: https://www.zdnet.com/article/chromebooks-in-2018-ready-for-take-off/



Why do we care?

"The U.S. traditional PC market exhibited lower overall growth, contracting 
3.4% in 3Q17," said Neha Mahajan, senior research analyst, Devices & 
Displays. "Despite the overall contraction, Chromebooks remain a source of 
optimism as the category gains momentum in sectors outside education, 
especially in retail and financial services."

Source: https://www.idc.com/getdoc.jsp?containerId=prUS43147217



Why do we care?

Schools! 
• Google for Education 

Bad Guys! 
• Have received calls – Chromebook on-scene, what do I do? 

Enterprise! 
• Chrome Enterprise – introduced in August



What are the issues?

Imaging! 

Operating System 

Lack of research and methodologies



What aren’t we covering?

Imaging! 

Why? 
 We first want to research what data is available 
 May require JTAG/Chip-off 
 AND…. Decryption



So what are we covering?

Operating System and data recovered 
Want to understand what can be recovered…  
Is it really worth even solving the encryption problem if everything is in the 
cloud anyway?



How did we get these images then?

Live acquisition in developer mode of VM running Chromium OS 

On a Chromebook:  
 Older devices: physical switch under the battery compartment 
 Newer Devices: 
 Esc/Refresh/Power together followed by Ctrl-D, and Ctrl-D 
 System is wiped of user data and security functions are dropped



What do we know about Chromium OS?

Linux Based 

Chromium does not have 
the same security 
features as Chrome OS 



What do we know about Chromium OS?



What do we know about Chromium OS?

.shadow 

chronos 

root 

user



Browser History

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\Hi

story 
• \home\chronos\user\History 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\History 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\History 

SQLite DB 
Appear to be the same file, same timestamp and each entry has the same file offset



Browser History



Browser History



Browser Cache

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Cache 
• \home\chronos\user\Cache 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Cac

he 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Cache 

Contains individual files with guids for each cache



Browser Cache



Browser Cache



Browser History – Current Tabs

Each entry appears in the following paths 
Can parse with your favorite chrome browser parser/carver 

• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun
t\user\Current Tabs 

• \home\chronos\user\Current Tabs 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Curr

ent Tabs 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Current 

Tabs



Browser History – Last Tabs

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Last Tabs 
• \home\chronos\user\Last Tabs 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Last 

Tabs 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Last Tabs



Browser History – Current Sessions

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Current Sessions 
• \home\chronos\user\Current Sessions 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Curr

ent Sessions 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Current 

Sessions 
 



Browser History – Last Sessions

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Last Sessions 
• \home\chronos\user\Last Sessions 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Last 

Sessions 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Last 

Sessions



Downloads



Downloads 

Can be found in Chrome Browser History (all 4 locations) 
In the downloads table:



Downloads 



Downloads 

Which can be coordinated with the downloads_url_chains table  
Also in the Chrome Browser History



Downloads 



Downloads

What can we recover? 
Downloads: 
\home\user\532152efe2
38bbe139702d32ce904
09ba4bf8b3a\Download
s\



Downloads



Downloads 

Just as before found in 4 locations



Downloads 

Example: Policy4.txt



Hidden Folder



Hidden Folder

The dontlookhere directory appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Downloads 
• \home\chronos\user\Downloads 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Dow

nloads 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Download

s



Hidden Folder

Inside .ProgramData folder are the hidden files 
Filenames are base64 encoded 
Main Album/treasuremap.jpeg 
Main Album/treasuremap.jpg



Hidden Folder

The password is appended to 
the front of the file. 

In this case the password = 
‘1234567890’ 

True for the .jpg, .png, and 
thumbnails



Hidden Folder



Extensions

Extensions appear in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Extensions 
• \home\chronos\user\Extensions 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Exte

nsions 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Extension

s



Extensions



Extensions

Want to find out what app 
that guid is for? 
Google it! 
Part of the URL for Play 
Store and Chrome Store



Extensions



Extensions

manifest.json contains 
useful info about the app 

Ex path: 
\home\chronos\user\Exten
sions\jaebfnmmkfdadhldn
ncpbgbghhgmdddc\0.0.2_
0\manifest.json



Extensions



Extensions

Sync App Settings appear in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\mount\user\S

ync App Settings 
• \home\chronos\user\Sync App Settings 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Sync App 

Settings 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Sync App 

Settings 
The one in the folder with the GUID for Hide It Pro has an .ldb that contains the 
password for the doontlookhere folder



Offline Storage



Offline Storage

Offline Storage can be found at the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\Gcache\v1\files 
• \home\chronos\user\Gcache\v1\files 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\Gca

che\v1\files 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\Gcache\v

1\files



Offline Storage



Offline Storage

Files can be saved out and 
exported. Just the names 
are changed 

Original file names and 
GUID can be found in 
an .ldb  in 
GCache\v1\meta\



Offline Storage





Shell Usage



Shell Usage - .bash_history

Each entry appears in the following paths 
• \home\.shadow\532152efe238bbe139702d32ce90409ba4bf8b3a\moun

t\user\.bash_history 
• \home\chronos\user\.bash_history 
• \home\chronos\u-532152efe238bbe139702d32ce90409ba4bf8b3a\.bas

h_history 
• \home\user\532152efe238bbe139702d32ce90409ba4bf8b3a\.bash_his

tory



Shell Usage - .bash_history



Shell Usage - .bash_history



Shell Usage - .bash_history
dir  
ls  
pwd  
cd home  
ls  
cd chonos  
cd chronos  
ls  
ls -la  
cd u-532152efe238bbe139702d32ce90409ba4bf8b3a/    



Avatar
.png file with login email as name 

• \home\.shadow\532152efe238bbe139702d
32ce90409ba4bf8b3a\mount\user\ 
Accounts\Avatar 
Images\aforensiclook@gmail.com  

• \home\chronos\user\ Accounts\Avatar 
Images\aforensiclook@gmail.com  

• \home\chronos\u-532152efe238bbe13970
2d32ce90409ba4bf8b3a\ Accounts\Avatar 
Images\aforensiclook@gmail.com 

• \home\user\532152efe238bbe139702d32c
e90409ba4bf8b3a\Accounts\Avatar 
Images\aforensiclook@gmail.com



Avatar



Cloud/Takeouts/Chromium 

What is the difference if I look at Chromium vs a Cloud or Takeout 
acquisition of the user account?



Cloud/Takeouts/Chromium 

Artifact Chromium Takeout

Browser History

Browser Cache

Browser Current Tabs

Browser Last Tabs

Browser Current 
SessionsBrowser Last Sessions

Downloads



Cloud/Takeouts/Chromium 

Artifact Chromium Takeout

Hidden Folder

Extensions                                

Offline Storage                                 *

Shell Usage

Avatar                            

Pictures                            *                                 *

Task Lists

https://www.youtube.com/watch?
v=ZI_vzeKA_Zg



Open Source Support 

Support for Chrome OS paths has 
been added to Hindsight. 
Thank you, Ryan Benson!



Further Research 

Now that we know that there is definitely data of value on Chromium…  
• Method to image Chromebooks 

• Method to decrypt Chromebooks



Summary

Chromebooks and Chromium OS are becoming more common and you may see 
these in an investigation 

Need methods to acquire 

Need to understand the data that is stored and what you can gain from looking at it. 

Google Cloud acquisitions may be your friend



Questions?

jessica.hyde@magnetforensics.com 
@B1N2H3X 

mailto:jessica.hyde@magnetforensics.com

