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CASE STUDY OVERVIEW
§ Targeting on-premise Click2Gov instantiations since October 2017

§ Exploit WebLogic vulnerability

§ Upload SJavaWebManage webshell

§ Install FIREALARM and harvest payment card data via console

§ Upgrade to SPOTLIGHT, sniffed HTTP traffic for payment card data

§ Get paid

https://www.fireeye.com/blog/threat-research/2018/09/click-it-up-
targeting-local-government-payment-portals.html
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SJavaWebManage
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FIREALARM



©2018 FireEye  |  Private & Confidential 

SPOTLIGHT
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#Fail


