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Any reference in this presentation to any person, organization,
activities, products, or services do not constitute or imply the
endorsement, recommendation, or favoring of the U.S.
Government, its subcomponents, or any of its employees or

contractors acting on its behalf.
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Which user modified
this document at
specific date/time?

v File system metadata

v Document metadata /
versioning
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Type

Value

Path C:\Users\Sam\Desktop\OSDFCon_Agenda.docm
Date/Time 2018-10-11 13:28:39

Comment Document loaded successfully

Username sam

Source File Path
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HKEY_ CURRENT_USER\Software\Microsoft\Office\16.0\OSM

HKEY_ CURRENT_ USER\Software\Policies\Microsoft\Office\16.0\OSM
User Configuration\Policies\Administrative Templates\Microsoft Office 2016\Telemetry Dashboard
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Entries removed from telemetry DB!
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Test Office attacks

Parse more stuff

Office 3657

Improve Autopsy module




Questions? Answers?

madscientistassociation.org
sam@madscientistassociation.org

Contribution to this project is encouraged!

JOKES ON THEM, GATHERING
ALL THIS DATA ON ME
AS IF ANYTHING T DO
MEANS ANYTHING.
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