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Logical Imager
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Introduction

 What is Logical Imager:

o Command line program that runs on target computer and collects:
* Files of interest
« System information (such as users)

o Results can be easily imported into Autopsy as a data source

e Use Cases:

o Search warrant at an organization with a large number of computers. Use to collect
basic information from each computer and then decide which to fully image first.

o Collect only a subset of folders (such as for a specific user) that you have consent for.
o Time-sensitive situation where you want to prioritize what files get collected.
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Benefits Over Other Tools

 Parses raw drive data using The Sleuth Kit:

o Can access locked files and bypass rootkits that hide files
o Does not update time stamps during search
o Can access dual boot volumes (Linux for example)

« Can create a full image if you keep it plugged in long enough.

« Tightly integrated with Autopsy to configure and review the results.




Requirements

* You need to configure logical imager from a Windows computer.
 The target machine must be running Windows.
* You need to be able to run with administrator rights on the target machine.

* You must have an NTFS or ExXFAT external drive to run from.




Configuring Logical Imager



Overview

« General configuration process:

Go to Tools->Create Logical Imager

Pick a USB drive to configure

Create a set of rules

Choose your global settings

Save your configuration and the logical imager executable to the drive selected

O O O O O

October 16, 2019 | Herndon, VA | Hosted by



Selecting a Drive

M Create Logical Irmager @
Steps Select location
1. Select location
2. Configure imager Select a location for the Logical Imager. This location will contain the imaging program and a configuration file. If that
3. Save imager location already contains a configuration file, it will be loaded to edit. Imaging results will be saved to this location, so

ensure it has enough free space. Drives with FAT format are not supported.

i@ Configure selected external drive:

C:\ {Local Disk) (465.2 GiB) - File system: NTFS Refresh

D', (Removable Disk) (124.4 ME) - File system: exFAT
E:Y (Local Disk) (931.5 GiB) - File system: NTFS
i5:\, (Removable Disk) (433.4 MiE) - File system: FAT

R:Y (Local Disk) (1.8 TiB) - File system: NTFS

S\ (Local Disk) (1.8 TiB) - File system: NTFS

~) Configure in a folder:

m
[=]
A
m

< Back Mext > Finish Cancel Help
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Main Configuration Panel

M Create Logical Imager @

Steps Configure imager
1. Selectlocation
2. Configure imager Configuration rule file: R:Yogical-mager-config.json
3. Save imager
Rule Name Description Rule name: Downloaded archives
Downloaded archives Archive files in the user downlo... - ——— - - )
: - - Description: srchive files in the user downloads folder
Encryption Programs Find encryption programs
Large recent files Files over 500 MB that were cha...| Extansions: zip,rar
File names:
Folder names: [USER_FOLDER] [Downloads
Full paths:
File size in bytes: Minimurm: Maximum:
Modified Within: day(s)
Extract file
Alert in imager console
Alert if encryption programs are found
[ Create VHD

Continue imaging after searches are performed

Mew Rule ] [ Edit Rule ] [ Delete Rule ]
= = * Prompt before exiting imager

< Back H MNext = ] Finish Help
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Main Configuration Panel

# Create Logical Imager @

Steps Configure imager

1. Selectlocation

2. Configure imager Configuration rule file: R.:Yogical-mager -config. json
3. Saveimager
Rule Mame Description Rule name: |D0wnloaded archives |
Downloded archives chlve ﬁlesm the user downlo. .. D intion: |\rchi\te fies in the user downloads Folderl
Encryption Programs Find encryption programs
Large recent filles Files over 500 MB that were cha...| Eytansions: |zi|:|,rar |
File names:
Folder names: [USER_FOLDER] /Downloads

Rule Detalls
Rules

Fie sizeinbytes: Minmum: | | Mawmum:| |
Modified Within: || dav

Extract file

Alertin imager console

[7] Alert if encryption programs are found

“uSettings

[¥] Prompt before exiting imager

_iNewRue | | | -EdtRue | | |y DeleteRuie ]

[ < Back ][ Next = ] Finish Help
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Making Rules

MNew Rule @

Choose the type of rule

e Click on “New Rule” to create a
new rule.

:#\th'ibute - Search for files based on one or more attributes or metadata fields.

Rule name: Downloaded archives

Description (Optional): |Archive files in the user downloads folder

 You can either make a rule based
. . @ extensions are case insensitive.
on file attributes or to make a i anes:

rule based on the full path to the
file

o File names are case insensitive.

Folder names: [USER._FOLDER] /Downloads|

o Starting a folder name with the token [USER_FOLDER] will allow matches of all user folders in the file system.

Folder name matches are case insensitive and occur anywhere in a path.

[] Mirirnum size: Bytes
[] Maximum size: Bytes
[] Modified within: day(s)
If file is found:
Extract file

Alert in imager console
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Attribute Rules

« Similar to Interesting File rule sets — you can match by extension, file name,
path, size, and last modified date.

« Select “Attribute” in the combo box at the top to make an attribute rule

 Enter a rule name and optional description

Choose the type of rule

:Ath'ibute - Search for files based on one or mare attributes or metadata fields.

Rule name: Downloaded archives

Description (Optional): |Archive files in the user downloads folder
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Attribute Rules — Extension and Name

* You can enter any number of extensions or file names.

* Note that each file name should include its extension, so you can not specify
both exceptions and file names.

Extensions: zip,rar

o Extensions are case insensitive,

|| File names:

o File names are case insensitive,
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Attribute Rules — Folder Name

* You can enter any number of folder names.
 The folder names can appear anywhere in the path
 You can use ‘[USER_FOLDER]’ to match Windows or Linux user folders.

Folder names: [USER_FOLDER]/Downloads|

o Starting a folder name with the token [USER_FOLDER] will allow matches of all user folders in the file system.

Folder name matches are case insensitive and occur anywhere in a path.
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Attribute Rules = File Size and Date

e You can specify a minimum and/or maximum size
* You can also require that the file was modified in the last X days

Minimum size: 1,000 :Eiytes -
Maximum size: 50 :Megabytes -
Modified within: |7 day(s)
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Full Path Rules

* File must exactly match the name
and path given

« Multiple paths can be entered on
separate lines

Mew rule

Choose the type of rule

:Full Path - Search for files based on full exact match path.

Fule name: Motepad

Description (Optional): |

Full paths: MindowsSystem32/notepad. exe

If file is found:
Extract file

[] Alertin imager console

l Ok, H Cancel




All Rules — Choose Action for Match

 Extract the contents of the file

« Write an alert to the imager console that a match was found
o Best for cases where few matches are expected

If file is found:
Extract file

Alert in imager console




Settings — Encryption and Console Setting

« Alert if encryption programs are found

7 13

o Preset rule that looks for “truecrypt.exe”, “VeraCrypt.exe”, etc.

* Prompt before exiting imager SRR RS
o Keeps the console window
open SO you can (]UICk|y See [f] Alert if encryption programs are found
any alerts or error messages.
|| Create VHD

Continue imaging after searches are performed

1ule

Prompt before exiting imager
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Settings - Output Format

« Default — Each matching file will be saved to a folder

 Create VHD — All blocks read by logical imager will be written to a sparse
VHD, which will include the full contents of all matching files

o Continue imaging after searches are performed — When the search is done, continue to
acquire blocks until the program is terminated.

o | Create VHD

J | Continue imaging after searches are performed




Sparse VHD

« A Virtual Hard Disk (VHD) is a file representing a hard disk.

A Sparse VHD is a variation where:
o Blocks may occur in any order (the header maps original offsets to offsets in the VHD)
o Any blocks that aren't present are interpreted as all null bytes
« Since unused blocks are not included, sparse VHDs can be much smaller
than the hard drive they represent.




Sparse VHD

« Each block read by logical imager will be written to the VHD.

« Since logical imager will read the metadata for every file on
the system, metadata will also be present in the VHD.

VHD

Block Map
o The full partition tables and master file table(s) will be included Block 1
« Logical imager will read the complete data for any matching | gigck 2
files, so they will be copied to the VHD in full. Block 9
«  Will optionally continue filling in any missing blocks after Block 6
the search is complete.

* In testing, the sparse VHDs created were typically around
10% of the full image size after the search completed.




Extracting Files vs. Using a VHD

* File mode
o Pros: Typically much faster and will use significantly less disk space
o Cons: No data about the file system or non-matching files is saved. Not all file metadata
IS preserved.

« VHD mode
o Pros: Can be used to make a full copy of the drive. Has metadata about all files, which
enables for more post-processing analytics (such as prioritization).

o Cons: Typically much slower and uses more disk space. Can also be more confusing in
Autopsy since files that were not copied will appear in the tree




Saving

Save imager

« Executable:
Press Save to write the imaging tool and configuration file to the destination.
o tsk_logical imager.exe Destination: R\

« Configuration file:
o) |Ogica|_imager_config_json (defau|t) e

Logical Imager config file save status:  File has not been saved

Logical Imager executable save status: File has not been saved




Running Logical Imager



Launching Logical Imager

Insert the drive you configured into
the target computer

Mame
Right-click to run ﬂltsk-_'ﬂ?i_ca'_imaaer-?e_
N . L hogical-imager-conrig. son
tsk_logical imager.exe as
Administrator

You can also run from an
elevated command prompt
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Open

Open using Resource Hacker
Run as administrator

Open with EditPad b
Troubleshoot compatibility

Run with graphics processor

Edit with Notepad++
Hex Edit with Hex Workshop vB.8

TortoiseGit
TortoiseSVM

Add to archive..,
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Fi
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What Will Happen

* All “Physical Drives” will be analyzed to identify file systems.

 |f a drive is encrypted, then “Logical Drives” (such as \\.\C:) will be
used.

* For each file system:

o Searches will be conducted for full path-based rules
o Registry hives will be searched for and processed to identify users
o All files will be scanned and evaluated against attribute-based rules



file://///./C:

Launching Logical Imager

5| Analyzing drive 2 of 2 — Ejlr?:—

Uzing defawlt configuration file logical-imager—config.json

Created directory Logical_ Imager_win—4913_2H1987Y82_13_18_204

Analyzing drive 1 of 2 (PhysicalDrivel)

PhyzicalDrived — Searching for full path files

PhysicalDrived — Searching for registrey

PhyzicalDrived — Searching for files hy attribute

Alert for no—set—name:UserssUserl Dovwnloadssempty.zip

Analyzing drive 2 of 2 (PhysicalDrivell

Skipping drive PhysicalDrivel because tsk_logical_imager.exe exists at the root
directory.

Pres=z anv key to exit




Viewing Results



Output Folders

 The results will be in a folder next to the logical imager executable
 Non-VHD runs will contain all exported files under the “root” folder

 VHD runs will contain one or more .vhd images instead of the “root” folder

b Logical_Imager_win-4913_20190904 12 18 35 »

re with « Mew folder
Mame i Date modified Type Size
| root 9/4/2019 8:19 AM File folder
| config.son 9/4/2019 8:18 AM 150N File 1 KB
| | console.xd 9/4/2019 8:19 AM Text Document 2 KB
|| SearchResults.tet 9/4/2019 819 AM Text Document 1 KB
|| users.bt 9/4/2019 8:19 AM Text Document 1 KB
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Users.txt

« Contains user information from the registry

B | C | b | E | F | G | H
LOCAL USER ACCOUNTS ONLY
.
3 |UserName FullMame |UserDomain HomeDir AccountType AdminPriv DateCreated LastLoginDate
4 |Administrator local Regular Yes 2016-06-06T03:55:48.000000000Z | 2016-04-24T714:54:42.0
5 |Guest local Limited No 2016-06-06T03:55:48.000000000Z  Unknown
_ 6 |DefaultAccount local Regular No 2016-06-06T03:55:45.000000000Z  Unknown
71 |WDAGUtlityAccount local Regular Mo 2017-12-05T23:15:19.000000000Z  Unknown
_ & |Userl local Regular Yes 2016-06-05T12:50:52.000000000Z | 2019-08-07T19:37:18.0
9
10 |
11 |
12
12
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Viewing in Autopsy

M 2dd Deta Source

« Use the “Autopsy Logical Imager
Results” option to add your results

Sleps Select Type of Data Source To Add

e

Select Tiype of Data

Souprce To fudd -
L. Gelectk Naks Sogrce = Disi Image or VM E
to Autopsy. L. Configure Ingest Modules
£  hdd Daets Sooree
- Local Dk
e Logicsl Files
Uralacabid Spaos [nage P

. ALy Logaal Tmacer Remdis
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Viewing in Autopsy

« Select the logical imager drive and acquisition from the top, or manually
browse to the folder.

@ Import From External Drive

Select Drive Select acquisition from Drive R\,
C:\ (Local Disk) (465.2 GiE) Hostname Extracted Date
G: ble Disk) (483.4 MiB
N S Al s [01905/1213:13:28
- : win-4913 2019/06/12 13:14:48
win-4913 2019/06/14 11:44:01
win-4913 2019/06/16 23:30:59
i | m [ P

Refresh |

(") Manually Choose Folder | Browse

Selected Folder:  |R:Loagical_Imager_win-4913_20190612_13 13 23




Interesting ltems

* Interesting Item results are
created for each matching
file.

* Double click on a result (or
right-click and select “View
Source File in Directory”) to
move to the file’s location in
the Data Sources section of
the tree.

€ 1@,

= ﬁ Data Sources
a2l PhysicalDrive2.vhd
El‘m Views
-- “". File Types
:. w  Deleted Files
: - MB File Size
5-[E] Results
B Extracted Content
% Hashset Hits
% E-Mail Messages
El?lin: Interesting Items
EIE{:’.Z Logical Imager results (2)
. 3{:’. Interestng Results (o)
@ Accounts

- @ Tags

| g RS S,

Listing

| ogical Imager results

Table | Thumbnail

Source File Category
" empty.zip

#- dimbing.zip

Downloaded archives

Downloaded archives

File Path
firmg_Phyye
firmg_Phi:

I
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Non-VHD Mode

= Q Listing
. . . .. ogical_Imager_win B 1245 01jroot/Physic
* Files appear in their original =& Datasources ﬂTme IThfmbna" TR ety
- =[] Logical_Imager_win-4313_20191004_
folders. 210 root (1)
] ] = L PhysicalDrive2 (1) Name 0 Modified Time
° = 4 Users (1) o
All files will be complete. Lo, NN
: - . owrloads gem ty.zi 2019-07-01 13
* No non-matching files or @ vewe ¢ —
folders that do not contain B & FileTypes
. . --1 Deleted Files 4 | m |
extracted files will be - MB Fie Size
El@ Results Hex Textl | |Fi|E Metadata | Result:
present. - [B Extracted Content Page: 1 of 23 Page - 3 GotoPag
- “A  Keyword Hits
% Hashzet Hits 0x00000000: 50 4B 03 04 14 00 00 00 OB

. 0x00000010: 0B 2Z CE 24 05 00 &0 24 a5
| E-Mail Messages

- 0x00000020- &9 &D &2 69 &E &7 ZE 70  &E
3¢ Interesting Items 0x00000030: 1A SD DE 76 26 BE 6D DB BE
E‘l---:ain: Logical Imager results (2) 0x00000040: &0 73 62 DB 98 D8 4E 26 BE

= 3 Interesting Files (2) 0x00000050: 7& AD 7A AX EE DR BS 51  FD
0x000000&0- E2 C2 FE F8 F1 03 41 S& 42

-3 Interesting Resuts (0) 0x00000070- 3F 40 &D A1 21 FF BS 2C 42

@ Accounts 0x00000080- 25 C5 7E 7C FF 77 E6 77 97

BASIS
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VHD Mode — Extracted File

i | L) System Volume Informatic

. . . .. -- . test(35) MName 5 C O
* Files appear in their original w1 test2 (3 )| [current folder]
= L Users (3] . [parent folder]

folders. Sl ko) e O] ||

) Downloads (9)

. . P cimbing_nopass. zi
o EXtraCted flleS Wl” be : B[ Users (3) * g._ P ?
| o vol3 (Unallocated: 990864-99 58 empty. zip v
Comp ete © Views y  Mew Text Document. txt
] ] b+ . File Types i w New Text Document. txt
[ ] - . .
Non-matching files and 'y Deleted Files 1 red ponda.o
. + MB File Size -
folders that do not contain ] Resuts smalText. txt
- 1 Extracted Content
extracted files will be i Exnsied carer <
b " Keyword Hits
present- ‘ Sing:e Literall Keyword Search| || ey Text | | | File Metadata | Re
- “4 Single Regular Expression Seg | fPr—ormmm——————
Page: 1 of 23 Page Go to
- % Hashset Hits d d 2>
-] E-Mail Messages 0x00000000: S0 4B 03 04 14 00 00 00
- Interesting Items 0x00000010- 08 22 CE 84 05 00 A0 84
B-3K Logical Imager resuts (2) 0x00000020- 69 6D &2 &9 &E &7 2ZE 70
& A N Ox00000030: 1A SD D8 76 26 BE &D DB
ceaUn 0x00000040- 6D 73 62 DB 98 D8 4E 26
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VHD Mode — Non-extracted File

* Files that were not extracted will generally not contain data.
 The timestamps will be present.

1 MEW 12eXT LDOCLUMEenT. T SULF-L0-0G TS as ELY LI == s s g SULS- LU= Do gL
[ red_panda.ipg - 2018-03-26 10:17:52 EDT 2019-10-03 00:00:00 ECT

smallText, bt 2019-10-03 14:08:46 EDT QO00-00-00 00 ad: 00 2019-10-03 00:00;00 EDT
4| T |
Hex | Text File Metadata Annotations
Page: 1 of 20 Page 3  GotoPage: Jump to Offset | | Launch in H:

0x00000000: 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 e a ..
0x00000010: OO0 Q0 00 Q0 00 00 00 00 00 a0 00 00 00 00 90 00 e e
0x00000020: 00 Q0 00 Q0 00 Q0 00 00 00 a0 00 00 00 00 00 00 e
0x00000030: 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 e a ..
0x00000040: 00 00 00 Q0 OO0 Q0 00 00 00 a0 00 00 00 00 90 00 e e

* It's best to use the Interesting File results to navigate to the extracted files




Demo



