Introduction to Autopsy

Brian Carrier
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What is Autopsy?

® Open source digital forensics platform.

® Has been designed for:

o FEase of use
o Fastresults
o Extensibility (many plug-in frameworks)

Has the features you need (and more).

-ree to download

Has commercial support and development backing.

| et’s take a quick tour
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Standard Features
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Make A Case

| New Case Information

Steps Case Info

1. Case Info
2. Additional Information

Enter New Case Information:

Case Name: |
Base Directory: |R:\ Browse

Case Type: () Single-user (@) Multi-user

Case data will be stored in the following directory:

< Back Mext > Finish Cancel




Add A Data Source

E Add Data Source

Steps Enter Data Source Information wizard (Step 1 of 3)

1. Enter Data Source
Information
2. Configure Ingest Modules
3. Add Data Source
Select source type to add: | Image File W

Browse for an image file:

Z: ‘wmware-share\imgs\auto_Logical Files Browse

Please select the input timezone: | (GMT-5:00) America/New_York W

|| Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)
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Data Source Support

e All common file systems supported via The Sleuth Kit:
o NTFS, FAT, ExFAT, HFS+, Ext2/Ext3/Ext4, YAFFS2, etc.

o Covers common computers and smart phones

® Supports raw, EO1, VMDK, and VHDI formats.

® Can also analyze:

o Local drives (USB attached)

o Local files




Choose Analysis Techniques

Configure Ingest Modules wizard (Step 2 of 3)

Configure the ingest modules you would like to run on this data source.
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| Selctlnoun hash databases touse:
File Type Identification NSRLFile. bet-md5
Embedded File Extractor
Exif Parser
Keyword Search
Email Parser Select known BAD hash databases to use:
Extenspn Mismatch Detector ' notable_hash_db
E01 Verifier
Android Analyzer
Interesting Files Identifier |
PhotoRec Carver | Calculate MD5 even if no hash database is selected
C4P Hash Lookup
[ Rin_and R nund File Finder v
Select Al Deselect Al Identifies known and notable files using. .. Advanced

- Process Unallocated Space -



Standard Features

Recent Activity | Recent Activity
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SR T Firefox, Chrome, and IE.

Email Parser
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Android Analyzer Qe g R| p p er.
Interesting Files Identifier
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Standard Features
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o Android Analyzer e NIST NSRL
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Standard Features

Recent Activity

e Hash ook File Type Identification

File Type Identification

AT TH » Detects files based on
Exif Parser )
Keyword Search Slgﬂatu [ES.
Email Parser
Extension Mismatch Detector o SuppOrtS user Spegﬂed
E01 Verifier )
Android Analyzer SIEN atures.
Interesting Files Identifier
PhotoRec Carver » (Can raise alerts when they
C4P Hash Lookup

are found.

Big and Round File Finder
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Standard Features

Recent Activity )
fh ol Embedded File Extractor
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Embedded File Extractor e O DENS /IP. RAR. and
Keyword Search many other archive files.

Email Parser

Extension Mismatch Detector o Extra Cts images frOm
E01 Verifier ]

Android Analyzer office documents.
Interesting Files Identifier

PhotoRec Carver

C4P Hash Lookup
Big and Round File Finder




Standard Features

o Recent Activity )
v Hash Lookup Exif Parser
o File Type Identification
r"*—mf“ﬂ'j * Finds JPEG images with
o Exif Parser .
VT REYWord Search - X
v Email Parser
d’ Extension Mismatch Detector e Extracts device
v E01 Verifier . .
7| Android Analyzer nformation, dates, and
. Interesting Files Identifier :
v PhotoRec Carver G@O‘|Ocat|0n.
v C4P Hash Lookup
4

Big and Round File Finder




Standard Features
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Big and Round File Finder

Recent Activity
Hash Lookup Keyword Search
File Type Identification
Embedded File Extractor ° "
Indexed search using Solr.
‘ Kevyw d 5 ch . .
Eé_m’;i;me” | » Performs periodic
Extension Mismatch Detector Searc h S
E01 Verifier '
Android Analyzer .
Interesting Files Identifier ou PPO rts terms and
FhatdRee Caeex regular expressions.
C4P Hash Lookup




Standard Features

Recent Activity

Hash Lookup Email Parser
File Type Identification

Embedded File Extractor O SUDDOl’tS MBOX and PST.

Exif Parser

RS a-Seareh ~
Email Parser

Extension Mismatch Detector :
201 Verifier J | ® Users can specify rules
Android Analyzer o

Interesting Files Identifier EO1 Verifier

PhotoRec Carver
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Extension Mismatch

C4P Hash Lookup
Big and Round File Finder
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Standard Features

Recent Activity

Hash Lookup Android Analyzer
File Type Identification

Embedded File Extractor e SMS, Call logs, Contacts
Exif Parser

Keyword Search

Email Parser ® Ta N gO

Extension Mismatch Detector . )

fier e \NVords With Friends
Android Analyzer
nteresting Files Tdentifier o
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Standard Features

o Recent Activity . .

71 ke Interesting Files Module

¥|  FileType Kenfification ® Flags files based on name.
o Embedded File Extractor

o Exif Parser e Allows you to automate your
¥|  Keyword Search investigation checklist.

o Email Parser

v Extension Mismatch Detector ® Alvvays look for:
VIR o iPhone Backup files

v Interesting Files Identifier o True Crypt

v PhotoRec Carver o Virtual machines

o C4P Hash Lookup o

v

Big and Round File Finder




Standard Features
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Hash Lookup PhotoRec Carver
File Type Identification

Embedded File Extractor ® ses PhotoRec tool to
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Review the Results During Analysis
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The Tree

#- (@ Data Sources
E- ®| Views

§- e ® [he tree has all of the
results.
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Workflow
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File Viewers

® View a file In the most relevant way.

® |mages and video playback.

Hex | Strings | File Metadata | Results | Indexed Text Media




File Viewers

® View a file In the most relevant way.

® |ext:

Hex | Strings | File Metadata | Results  Indexed Text
Matches on page: 2 of 12 Match & 5 Page: 1 of 1 Page

Search Results

To The Zombie apocalypse

It's Z-Day. Virus, toxic gas, or re-animation experiment gone wreong? "How"

doesn't matter now. What matters is you and what you're going to do to keep

from becoming one of them. Lucky for you, open source adapts to £ill needs.

And that’s exactly what you need te do right now—adapt to survive. You're facing

the quest of a lifetime: Find energy. Find your friends. Rebuild all of ciwvilization.
You can deo it. Here's how.

Facebook or new episodes of Warehouse 13.

(4]
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File Viewers

® View a file In the most relevant way.

® L ong video as sequence of frames:




Unique Features
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® User folders are analyzed first.

® [ngest filters allow you to focus on only certain file
types and folders.

® A sparse VHD Image can be created during
analysis If you are reading from the raw device.

® Can run from USB or a booted OS.




Multi-User Cases

® Examiners can collaborate on the same case at the
same time.

® Central database, text index, and storage.

® Users can see each others tags and generate
single reports on big cases.

e Automatically analyze media 24x/.




Multi-User Cases

Solr?
\\

PostgreSQL




Past Case Correlation

® [he Central Repository database stores:

o When each MD5, email, etc. has been seen

o What files and attributes were tagged as notable

® YOU can ma
had commo

ke connections wit

N files or phone nu

N past cases that

mbers.

® \WVhen a previously notable item is seen again, it Is
automatically flagged.




Past Case Correlation
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Timeline
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Timeline

i s - | — .
Visualization Mode: [ll; Counts L. Details Screenshot Advanced Layout Options ~

|1 /img_xp-sp3-v3.001/vol_vol2/Dogiments and Settings/ (2008) %

| /img_xp-sp3-v3.001/vol_vol2/WINDOWS/ (78)

# C\Documents and Settings\John (5)

-
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& @

(&) facebook.com

13 14 15 16 17 18 19 20 21 22 23 00 01
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Start: | Mar 10, 2012 1:10:52 PM (0 ,,,(T) Sf) 4 Zoom infoutto ~ End: | Mar 11,2012 12:15:21 AM
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Image Gallery
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Python Modules

® |[t's “easy’ to write your own ingest modules in Python.

® Autopsy takes care of:

o |Input Types: File systems, image formats, logical files, ZIP file contents, file
carving, etc.

o User Interaction: interfaces, reports, etc.

® You just need to focus on finding the files and parsing
them.

e \We have tutorials and sample files to copy.
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What Can You Do?

® [0 Learn More:

o Attend the other sessions this afternoon
o Attend a 1-day Training course

o Iry it out!
® Can try the standalone first:

o Use it for validation.




Support

e Community:

o Email list
o Forum.sleuthkit.org

o Github Issues
® Basis Technology:

o Commercial support

o Access to engineers who can fix any Issues.




Questions?

brianc <at> basistech.com

Connect on LinkedIn




