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Legal Privilege & The Review Process in a Nutshell

Attorney-Client Privilege: Legal Privilege Reviews:
Preserves the confidentiality of communications between The exercise of identifying privileged, confidential, and protected
lawyers and their clients. information and materials to withhold from discovery.

Work-Product Doctrine: /\

Protects certain prepared materials and information from
discovery.

The nature of digital evidence requires a partnership between
legal and technical experts.
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Setting the Scene
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Identifying Potentially Privileged Material
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Identifying Potentially Privileged Material

Apply a “Privilege Filter” M Global Keyword Search Settings
| Lists | String Extraction| General |
Settings
Autopsy keyword search: , , ‘ N
|¥] Do not add files in NSRL (known files) to keyword index during ingest
* Extracts text and strings from more than a thousand file types V] Show Keyword Preview in Keyword Search Resuits (will result in longer search times)
Results update frequency during ingest:
*  Provides options to *) 20 minutes (slowest feedback, fastest ingest)
. (*) 10 minutes (slower feedback, faster ingest)
— Exclude or include “knowns” © S minutes (defadt)

1 minute (faster feedback, longest i t
— Search by regex and/or exact match s e
@ No periodic searches

Information

Files in keyword index: 410505
Chunks in keyword index: 995607
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Reviewing Potentially Privileged Material

Keyword Search Results < Show Rejected Resuls

Group by Data Source

* Organized by search parameters 2 X legal. (13673)

* Appear in the directory tree on the
left panel

+ Can be reviewed by the forensics
examiner

— For obvious false-positives

— For hits within technical artifacts

PIPVPIPIPIPIPIVPIP\PIP PP PP IPP PP PPPIPIIPIY

legal (10)
legal (6074)
legal! (17)
legal” (81)
legal= (4)
legal$ (20)
legal®% (6)
legala (16)
legal’ (9)
legal( (5)
legal) (41)
legal* (3)
legal+ (3)
legal, (226)
legal- (387)
legal. (429)
legal/ (157)
legal (8)
legal1 (11)
legal2 (7)
legal3 (34)
legal4 (26)
legals (9)
legalé (37)
legal7 (20)
lnnall (10

Listing
| Tabe | Thumbnat
4 Source File Keyword Keyword Regular Expression  Keyword Preview
# vbscript.di legal legal able is undefinedTiclegal <assignmentO
Hex [ stings [ -~ | tndexed Text [/~ | Fle Metodata | Resuls |
Matchesonpage: 1 of 1 Match Page: 2 of 2 Page

Fash/File access erzos
Path not found

Object variable mes ses
For loop mot imitialised
Invalid use of Null

et required

Automation erzor
Named argument not found
Object mot a sollection

Specified DIL fumctionm not found
Code rescurce lock erxzor

Class not defined
An exceprion cccurred

$Can’t create necessary temporary file

e name or class name not found during Automation operation
ect doesn't support this property or methed

Object mot safe for scripting Object not safe for imitialising
Object mot safe for creating Invalid or unqualified reference

iveX comporent can't creaze cbject Class doesn't suppors Autcmation

“Object doesn't support this actioniObject doesn't support named arguments-Object doesn't support curremt locale sereing

Argument mot optionalfiirong nusber of argumenss or invalid property assignment

AThis key is already associased with an element of this collection:Variable uses an Autcmasion type not supperted inm VBSeripe
remote server machine does Rot exist or is unavailable
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Reviewing Potentially Privileged Material

Tag & Export

Tag items responsive to the privilege filter
+ Take care to “Tag File”

— (not “Tag Result”)

Generate a report

+  A“Portable Case” exports the tagged items along with
an Autopsy case file

The tagged items can be reviewed by counsel within
Autopsy and tagged to flag actually privileged material

Listing

Table Thumbnail

Source File

# LICENSE-2.0.txt

Properties

View Source File in Timel
View File in Directory

View in New Window

S C Keyword

ne

Open in External Viewer Ctrl+E

Extract File(s)
Export selected rows to CSV

Add File Tag
Add Result Tag
le Tag

Remove Fi

Keyword Regular Expression  Keyword Preview

Potentially Privileged

Bookmark

CAT-0: Uncategorized

CAT-1: Child Exploitation (lllegal) (Notable)

CAT-2: Child Exploitation (Non-lllegal/Age Difficult) (Notable)
CAT-3: CGI/Animation (Child Exploitive) (Notable)

CAT-4: Exemplar/Comparison (Internal Use Only)

CAT-5: Non-pertinent

Ctrl+B

Follow Up
Notable Item (Notable)

Tag and Comment...

New Tag...
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Protecting Privileged Material




Morgan Stanley

Protecting Privileged Material

Use Autopsy & dd

* Open the portable case in Autopsy

— ldentify each privileged item

* Note its size and location

*Use dd on a copy of the image The redacted image can be

reviewed in Autopsy to verify the

— Overwrite the privileged data with zeros results are as intended

— The output is a redacted copy of the image
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Reporting
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Generating a Privilege Log & Documenting Actions

 Built-in logging functionality helps document the examiner’s actions

* The Report Generator provides the appropriate options for building your privilege log
— Select the results tagged as privileged
— Use the Results Pane to preview information about each file

— Export the information that’'s most appropriate for your report
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Questions?



