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Some new(ish) stuff

e EvixECmd
* MFTECmd
* Many underlying parsers are showing up as Nuget packages

* With .NET Core 3 here, work will begin to migrate CLI apps to be core
compliant (which means cross platform)



EvitxECmd

* Single file or recursive directory
* Export to CSV, JSON, and XML

* Consistent CSV export regardless of event ID

* Flexible event ID inclusion/exclusion
* MAPS!



Why maps?

* Customizable
* Flexible

* Easy to make
* Why not?!

Flags: IsDirty

Chunk count: 30

Stored/calculated CRC: D4742453/D4742453
Earliest timestamp: 2012-03-29 05:02:59.2593562
Latest timestamp: 2012-04-07 17:38:09.4692524
Total event log records found: 5,892

Records included: 5,891 Errors: 1 Events dropped: 0

Record #21: Error: Root element is missing.

Processed 1 file in 2.1852 seconds

Files with errors )
'D:\SynologyDrive\EventLogs\Romanoff\2\Security.evtx' error count: 1

{7 Timeline Explorer v0.9.4.1

File Tools Help
20191008144224_EvtxECmd_Output.csv X

Map Description 4 0

v Find Clear

Record Number Time Created Event Record Id Event Id Level Provider
¢ ol = adc = = "dc
’éP Map Description: (Count: 2,854)

» Map Description: A logon was attempted using explicit credentials (Count: 95)

» Map Description: A user account was changed (Count: 2)

» Map Description: Administrative logon (Count: 347)

» Map Description: An account was logged off (Count: 797)

» Map Description: Attempt was made to access an object (Count: 321)

» Map Description: Failed logon (Count: 90)

» Map Description: NTLM authentication request (Count: 101)

» Map Description: RDP disconnecting (Count: 12)

» Map Description: RDP reconnecting (Count: 9)

» Map Description: Share access (Count: 26)

» Map Description: Successful logon (Count: 909)

» Map Description: System audit policy was changed (Count: 312)

» Map Description: The Windows Filtering Platform has allowed a connection (Count: 3)

» Map Description: The workstation was locked (Count: 2)
» Map Description: The workstation was unlocked (Count: 1)
» Map Description: User initiated logoff (Count: 10)




3 cEvents

J# <System>
<Provider Name="Microsoft-Windows-Security-Auditing” Guid="54849625-5478-4994-a5ba-3e3b8328c3ed" />
<EventID>4624</EventID>
<Version>2</Version>
<Level>@</Level>
<Task>12544</Task>
<Opcode>@</Opcode>
<Keywords>@x8020000000000000</Keywords>
<TimeCreated SystemTime="2018-89-06 20:26:07.9341912" />
<EventRecordID>57241</EventRecordID>
<Correlation />
<Execution ProcessID="776" ThreadID="780" />
<Channel>Security</Channel>
<Computer>base-rd-01.shieldbase.lan</Computer>
<Security />

</System>

<EventData>
<Data Name="SubjectUserSid">S-1-@-@</Data>
<Data Name="SubjectUserName">-</Data>
<Data Name="SubjectDomainName">-</Data>
<Data Name="SubjectlLogonId">@x@</Data>
<Data Name="TargetUserSid">S-1-5-18</Data>
<Data Name="TargetUserName">SYSTEM</Data>
<Data Name="TargetDomainName">NT AUTHORITY</Data>
<Data Name="TargetLogonId">@x3E7</Data>
<Data Name="LogonType">8</Data
<Data Name="LogonProcessName">-
<Data Name="AuthenticationPackageN
<Data Name="WorkstationName">-</Data>
<Data Name="LogonGuid">02000000-00200-02000-
<Data Name="TransmittedServices">-</Data>
<Data Name="LmPackageName">-</Data>
<Data Name="KeylLength">@</Data>
<Data Name="ProcessId">@x4</Data>
<Data Name="ProcessName"></Data>
<Data Name="IpAddress">-</Data
<Data Name="IpPort">-</Data>
<Data Name="ImpersonationLevel">-</Data>
<Data Name="RestrictedAdminMode">-</Data>
<Data Name="TargetOutboundUserName">-</Data>
<Data Name="TargetOutboundDomainName">-</Data>
<Data Name="VirtualAccount">%¥¥1843</Data>
<Data Name="TargetLinkedLogonId">@xe</Data>
<Data Name="ElevatedToken">%¥1842</Data>

</EventData>
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Author: Eric Zimmerman saericzimmerman@gmail.com
Description: Successful logon

EventId: 4624

Channel: Security

Maps:

Property: User
PropertyValue: F%domain%\\%user%'
Values: =

Name: domain
Value: "/Event/EventData/Data[@Name=\"SubjectDomainName\"]"

Name: user
Value: "/Event/EventData/Data[@Name=\"SubjectUserName\"]"

Property: R .
PropertyValue1 "¥workstation¥ (¥ipAddress¥)"
Values: -

Name: ipAddress

Value: "/Event/EventData/Data[@Name=\"IpAddress\"]"

Name: workstation

Value: "/Event/EventData/Data[@Name=\"WorkstationName\"]"

Property: Payl tal —
PropertyValue: |"Target: XTargetDomainName¥\\¥TargetUserNameX"
Values: .

Name: TargetDomainName

Value: "/Event/EventData/Data[@Name=\"TargetDomainName\"]"
Name: TargetUserName

Value: "/Event/EventData/Data[@Name=\"TargetUserName\"]"

Property: PaylqadBated:
PropertyValue: JLogonType %LogonType%
Values:

Name: LogonType
Value: "/Event/EventData/Data[@Name=\"LogonType\"]"

Map Description User Name 7' Remote Host
Afc Afc Afc
Successful logon -\- WIN-9119IJK2JVP (10.3.58.7)

Successful logon SHIELDBASE\WKS-WIN732BITA%

WKS-WIN732BITA (10.3.58.7)

Payload Datal ® Payload Data2
= Target: SHIELDBASE\vibranium AfJc

Target: SHIELDBASE\vibranium
Target: SHIELDBASE\vibranium

LogonType 3
LogonType 10




20191008143440_EvtxECmd_Output.csv X ’
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'H Find H Clear

’Map Description

2]

vPayload Datal N o
*“““‘*‘Payload Data2 =

Remote Host A‘

Record Number
¢ afc

Time Created eent Record Id Event Id Level Provider Channel Process Id Thread Id Computer
= A = = Al Afc = = e

» Payload Datal: Target: NT AUTHORITY\NETWORK SERVICE (Count: 3)

» Payload Datal: Target: NT AUTHORITY\SYSTEM (Count: 79)

|8

Payload Datal: Target: SHIELDBASE\nromanoff (Count: 29)

» Payload Data2: LogonType 10 (Count: 9)

» Payload Data2: LogonType 3 (Count: 18) InSta nt WinS for many key

» Payload Data2: LogonType 7 (Count: 2)

4 Payload Datal: Target: SHIELDBASE\rsydow (Count: 32)
» Payload Data2: LogonType 10 (Count: 8)

Investigative questions!

» Payload Data2: LogonType 11 (Count: 4)

» Payload Data2: LogonType 3 (Count: 20)

|8

Payload Datal: Target: SHIELDBASE\tdungan (Count: 17)

Successful logins for each

» Payload Data2: LogonType 3 (Count: 1)

4 Payload Datal: Target: SHIELDBASE\vibranium (Count: 41) e u Se rn a m e 3 by Iog O n type b) by

» Payload Data2: LogonType 10 (Count: 12)

» Payload Data2: LogonType 2 (Count: 2) remote hOSt

4 Payload Data2: LogonType 3 (Count: 27)9

» Remote
» Remote

» Remote

Host: (-) (Count: 13)
Host: Iq9rLyVl7J1@TaCt (10.3.58.7) (Count: 1)
Host: jgldSANtJITwlwsg3 (10.3.58.7) (Count: 1)

User Id
ac

User N4
A

4 %A Remote

526114
526142
526344

» Remote

Host: WIN-9119IJK2IVP (10.3.58.7) (Count: 3) o

2012-04-03 21:20:45.3974475 526114 4624 0@ Microsoft-Windows-Security-Auditing Security 488 3420 WKS-WIN732BITA.s..
2012-04-063 21:35:12.1603211 526142 4624 © Microsoft-Windows-Security-Auditing Security 488 3420 WKS-WIN732BITA.s..
2012-04-03 22:58:10.3881412 526344 4624 © Microsoft-Windows-Security-Auditing Security 488 3420 WKS-WIN732BITA.s..

Host: WKS-WINXP32BIT (10.3.58.7) (Count: 9)




MFTECma@

* Handles SMFT, SJ, SBoot, and SSDS

* No SLogFile (yet), as it’s a horrible format to parse

* Exports to CSV, JSON, or body file
e CSV has many “helper” filters, like Copied, timestomping, ADS info, etc.

* Has istat and fls emulation modes
e Supports many extended attributes

* For resident files, shows contents as ASCII and Unicode strings



MFTECma@

File Name Extension Is Directory Has Ads Is Ads File Size

v o aflc (] (] (] =

» $MFT 965738496
$MFTMirr 4096
$LogFile 67108864
$Volume 0
$AttrDef 2560
5 v <]
$Bitmap v 15593280
$Bitmap: $SRAT v 68
$Boot 8192
$BadClus v 2]

i * FILE NAME
Type: FileName, Attribute #: Ox6, Size: 0x90, Content size: Ox78, Name size: 0x0, Content offset: Ox18, Resident: True

File name: shutterstock_1379684540.jpg (Length: 0x1B)

Created@x10

2018-12-18
2018-12-18
2018-12-18
2018-12-18
2018-12-18
2018-04-11
2018-12-18
2018-12-18
2018-12-18
2018-12-18

02:
02:
02:
02:
02:
2:1%
02:
02:
02:
02:

11:
alalg
alils
11:
11:
04:
11:
11:
alile
alale

08.
08.
08.
08.
08.
538
08.
08.
08.
08.

2193228
2193228
2193228
2193228
2193228
5819148
2193228
2193228
2193228
2193228

Created@x30

2018-12-18 02:11:08.2193228

Flags: Archive, Name Type: Windows, Reparse Value: O0x0, Physical Size: Ox1BA000, Logical Size: O0x1B97DD

Parent Mft Record: Entry/seq: 0x25884-0xB2
© DATA *#%%

Last Modified@x10

2018-12-18
2018-12-18
2018-12-18
2018-12-18
2018-12-18
2019-10-08
2018-12-18
2018-12-18
2018-12-18
2018-12-18

02:
02:
02:
02:
02:
16:
02:
02:
02:
02:

11:
alils
alale
11:
11:
16:
11:
11:

11

alale

08.
8.
08.
08.
08.
49.
08.
08.
:08.
08.

Data, Attribute #: Ox8, Size: 0x70, Content size: 0x32, Name size: OxF, IName: Zone.Identifier,| content offset: 0x38, Resident: True

2193228
2193228
2193228
2193228
2193228
0286425
2193228
2193228
2193228
2193228

Last Modifiedo@x30

2018-12-18 ©02:11:08.2193228

W JR-OF-bE-65-49-64-3D-33-0D-0A-48-6F-73-74-55-72-6C-3D-61-62-6F-75-74-3A-69-6E-74-65-72-6E-65-74-0D-0A

ASCII: [ZoneTransfer]
ZoneId=3 ]
Hosturl=about:internet

Unicode: ?222222222222?222?2?2?2?2?2?2?2??7?

PS D:\Tools>




MFTECma@

Processed 'C:\temp\tout\c\$Secure_$sDS' in 0.0227 seconds

sbs entries found in 'c:\temp\tout\c\$secure_$sps': 13,380

Hash value: FOEB9AB4, Offset: 0x408A60
control flags: SebDaclPresent | SeSaclPresent | SeDaclAutoInherited | SeSaclAutoInherited | SeSelfRelative

Owner SID: S-1-5-18: An account that is used by the operating system.
Group SID: S-1-5-18: An account that is used by the operating system.

Discretionary Access control List
ACE record count: 15
ACL type: Discretionary

T pe: AccessAllowed
Flags: ObjectInheritAce | ContainerInheritAce | InheritedAce
SID: S-1-15-2-1: All applications running in an app package context.

Type: AccessAllowed : ; :
Flags: objectInheritAce | containerInheritAce | InheritedAce
SID: S-1-15-2-2

Type: AccessAllowed i . .
Flags: objectInheritAce | containerInheritAce | InheritedAce

SID: S-1-5-32-545: A built-in group. After the initial installation of the operating system, the only mem}

e Users group on the computer.

Type: AccessAllowed
Flags: objectInheritAce | ContainerInheritAce | InheritedAce
SID: S-1-15-2-1: All applications running in an app package context.

T pe: AccessAllowed
Flags: ContainerInheritAce | InheritonlyAce | InheritedAce
SID: S-1-15-2-1: A1l applications running in an app package context.

T{pe: AccessAlTlowed
Flags: InheritedAce

Name

$Extend
$Recycle.Bin
__vssMount
Config.Ms1
Documents and Settings
Program Files
Program Files (x86)
Programbata
Recovery

System Volume Information
temp

Users

windows

$AttrDef

$BadcClus

$Bitmap

$Boot

$LogFile

SMFT

SMFTMirr

$Secure

$UpcCase

$volume
hiberfil.sys
pagefile.sys
swapfile.sys




Not just dead box files!

* EvixECmd and MFTECmd can be executed on a running system
e Just run as an admin

* Handles locked files with optional VSC processing
e Automatic deduplication based on SHA-1

* Other tools with support
 AmcacheParser
 AppCompatCacheParser
* bstrings
* Registry Explorer/RECmd
e ShellBags Explorer




The problem

e How to ensure you run them all?

TOO Ma ny tOOlS e Different tools have different syntax

e Common categories of tools may not end up

Disparate output [BEEEE

e Different output formats

e Using different options each time

General e Omitting options

e Exporting data incorrectly




The requirements

Automate
o Data coIIection\ /_- o Expand scope -

e Data e Reliable e Consistent
processing e Repeatable output

=m0
]




The solution: KAPE!

10110

o1(o1)0l

101N

Search

e Mounted EO1
e Live drive

e Directory
e F-Response
e Optional VSCs

Collect

e Forensically sound

e Detailed copy log

e Optional VHD(x) or Zip
container
e SFTP/S3/Azure transfer

Process

* Repeatable/scalable

e Extract actionable
intelligence

e Facilitate artifact
correlation/pivoting




Why KAPE?

Create consistent
processing tool
chains

Extensibility by
adding new targets
and modules

Customized to your
needs

KAPE is the “glue” that ties things together, from collection to processing




What is a toolchain?

A set of targets and modules
grouped together for a given
investigative need that is:

e Thorough

e Repeatable
e Scalable
e Auditable




Toolchain creation (Think ‘DFIR)

Determine

e What to collect
e What to process
e Where to put it

Fabricate

e Custom compound
targets

e Custom compound
modules

Invoke

e KAPE using custom
configurations

Review

e Categories of
output

e Grouped by
guestion to be
answered




Some tool chain examples

- e Process e s
e Event logs e Timeline

e File system * SV Explorer

output
s Collect s S Analyze

kape.exe --tsource c --tdest c:\temp\tout --tflush --target EventLogs,FileSystem
--module EvtxECmd,MFTECmd_SJ,MFTECmd_SMFT --mflush




Same as previous, but with VSCs

o Event logs A B Process o Timeline

e File system  CSV output Explorer

e \/SCs
s Collect s S Analyze

kape.exe --tsource c --tdest c:\temp\tout --tflush --target EventLogs,FileSystem --vss
--module EvtxECmd,MFTECmd_SJ,MFTECmd_SMFT --mflush




Collect only, save to container

‘e lnkfilesand | [ Preserve

jump lists e To VHDX
e Registry hives container

o Collect

kape.exe --tsource c --tdest c:\temp\tout --tflush --targetLnkFilesAndJumplLists,RegistryHives --vhdx
DocumentOpening




Collect only, save to container

Total execution time: 15.6222 seconds

rce file...

Copied deferred file 'c:\windows\System32\config\DEFAULT' to 'c:\temp\tout\c\windows\System32\config\DEFAULT . H
ashing source file...

Copied deferred file 'c:\windows\System32\config\DEFAULT.LOG1"' to 'c:\temp\tout\c\Wwindows\System32\config\DEFAUL
T.LOGL'. Hashing source file...

Copied deferred file 'c:\windows\System32\config\DEFAULT.LOG2"' to 'c:\temp\tout\c\windows\System32\config\DEFAUL
T.LOG2'. Hashing source file...

Copied deferred file 'c:\Users\eric\AppData\Local\Microsoft\windows\UsrClass.dat' to 'c:\temp\tout\c\Users\eric\
AppData\Local\Microsoft\windows\UsrcClass.dat'. Hashing source file...

Copied deferred file 'c:\Users\eric\AppData\Local\Microsoft\windows\UsrcClass.dat.LOGl" to 'c:\temp\tout\c\Users\
eric\AppData\Local\Microsoft\windows\Usrclass.dat.LOGl"'. Hashing source file...

Copied deferred file 'c:\Users\eric\AppData\Local\Microsoft\windows\UsrClass.dat.L0G2' to 'c:\temp\tout\c\Users\
eric\AppData\Local\Microsoft\windows\UsrClass.dat.L0G2"'. Hashing source file...

Copied 458 (Deduplicated: 28) out of 486 files in 8.9853 seconds. See '*_copylog.*' in the VHD(X)/zip located in 'c:\tem
p\tout' for copy details

Cleaning up files in 'c:\temp\tout'...

Done. Original size: 420MB, Compressed size: 45.7MB

VHDX can be mounted in Windows or loaded into any
forensic tool that understands the container format
Containers are compressed for faster transport if need be

. UsrClass.dat
B UsrClass.dat.LOG1
B UsrClass.dat.LOG2

B 32465944e6e34d9a.automaticDestinations-ms
B f01b4d95cf55d32a.automaticDestinations-ms

B 590aee7bdd69b59b.customDestinations-ms
B <85f6e2232e9b454.customDestinations-ms
B ntuser.dat
. ntuser.dat.LOG1
B ntuser.datL0G2
B .
B ntuserdat
J§ NTUSERDAT.LOG1

B UsrClass.dat
B UsrClass.dat.LOG2

B 57b5f1e01b83767.automaticDestinations-ms
B 7e4dca80246863e3.automaticDestinations-ms
. 9b9cdcb9c1c24e2b.automaticDestinations-ms
. f01b4d95cf55d32a.automaticDestinations-ms

l f
B 7e4dca80246863€3.customDestinations-ms
B f01b4d95cf55d32a.customDestinations-ms
B £18460fded109990.customDestinations-ms

= DDrive (1TB_M2) (F)

. desktop.ini

P System

g% System and Security




Yea, but does it scale?

 Call KAPE using Carbon Black, CrowdStrike Falcon, Tanium, etc.

* Using PowerShell
* Async downloading, execution, and pushing of data to central location

* More details available from Mark Hallman and Carlos Cajigas, including
example code and set up step by step

. > : Download
Control Server
> 2 i . Download "\ |
gi L§ I .
— 3 . Download
25 —
— 71 DI

il




Questions?




