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Review: Architecture

Parsers • In the form 
of a DLL

Interfaces
• CLI
• GUI
• PowerShell

Outputs
• CSV
• JSON
• XML



Some new(ish) stuff

• EvtxECmd

• MFTECmd

• Many underlying parsers are showing up as Nuget packages

• With .NET Core 3 here, work will begin to migrate CLI apps to be core 
compliant (which means cross platform)



EvtxECmd

• Single file or recursive directory
• Export to CSV, JSON, and XML
• Consistent CSV export regardless of event ID

• Flexible event ID inclusion/exclusion
• MAPS!



Why maps?

• Customizable
• Flexible
• Easy to make
• Why not?!







MFTECmd

• Handles $MFT, $J, $Boot, and $SDS
• No $LogFile (yet), as it’s a horrible format to parse

• Exports to CSV, JSON, or body file
• CSV has many “helper” filters, like Copied, timestomping, ADS info, etc.

• Has istat and fls emulation modes
• Supports many extended attributes
• For resident files, shows contents as ASCII and Unicode strings



MFTECmd



MFTECmd



Not just dead box files!

• EvtxECmd and MFTECmd can be executed on a running system
• Just run as an admin

• Handles locked files with optional VSC processing
• Automatic deduplication based on SHA-1

• Other tools with support
• AmcacheParser
• AppCompatCacheParser
• bstrings
• Registry Explorer/RECmd
• ShellBags Explorer



The problem
• How to ensure you run them all?
• Different tools have different syntaxToo many tools

• Common categories of tools may not end up 
together

• Different output formats
Disparate output

• Using different options each time
• Omitting options
• Exporting data incorrectly

General



The requirements

• Data collection
• Data 

processing

Coordinate

• Reliable
• Repeatable

Automate
• Expand scope
• Consistent 

output

Scale



The solution: KAPE!

Search
• Mounted E01
• Live drive
• Directory
• F-Response
• Optional VSCs

Collect
• Forensically sound
• Detailed copy log
• Optional VHD(x) or Zip 

container
• SFTP/S3/Azure transfer

Process
• Repeatable/scalable
• Extract actionable 

intelligence
• Facilitate artifact 

correlation/pivoting



Why KAPE?

Customized to your 
needs

Extensibility by 
adding new targets 

and modules

Create consistent 
processing tool 

chains

KAPE is the “glue” that ties things together, from collection to processing



What is a toolchain?

A set of targets and modules 
grouped together for a given 
investigative need that is:
• Thorough
• Repeatable
• Scalable
• Auditable



Toolchain creation (Think ‘DFIR’)

Determine
• What to collect
• What to process
• Where to put it

Fabricate
• Custom compound 

targets
• Custom compound 

modules

Invoke
• KAPE using custom 

configurations

Review
• Categories of 

output
• Grouped by 

question to be 
answered



Some tool chain examples

• Event logs

• File system

Collect

• CSV 

output

Process
• Timeline 

Explorer

Analyze

kape.exe --tsource c --tdest c:\temp\tout --tflush --target EventLogs,FileSystem

--module EvtxECmd,MFTECmd_$J,MFTECmd_$MFT --mflush



Same as previous, but with VSCs

• Event logs

• File system

• VSCs

Collect

• CSV output

Process
• Timeline 

Explorer

Analyze

kape.exe --tsource c --tdest c:\temp\tout --tflush --target EventLogs,FileSystem --vss
--module EvtxECmd,MFTECmd_$J,MFTECmd_$MFT --mflush



Collect only, save to container

• Lnk files and 
jump lists

• Registry hives

Collect

• To VHDX 
container

Preserve

kape.exe --tsource c --tdest c:\temp\tout --tflush --targetLnkFilesAndJumpLists,RegistryHives --vhdx
DocumentOpening



Collect only, save to container

• VHDX can be mounted in Windows or loaded into any 
forensic tool that understands the container format

• Containers are compressed for faster transport if need be



Yea, but does it scale?

• Call KAPE using Carbon Black, CrowdStrike Falcon, Tanium, etc.
• Using PowerShell
• Async downloading, execution, and pushing of data to central location
• More details available from Mark Hallman and Carlos Cajigas, including 

example code and set up step by step



Questions?


