Google

The Beautiful Mind of a Timeline

Yet Another Data Science Talk, Filled With Buzzwords

Kristinn Gudjonsson
Johan Berggren



Proprietary + Confidential

Current State







ff Ain't nobody got time

for all that data...
”
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Is there any hope?




Data Science

l l Some Random Statistics
Data science is a multi-disciplinary
field that uses sgientiﬁc methods, 19% + V e - 26%
processes, algorithms and systems Lorem ipsum Foo

to extract knowledge and insights
from structured and unstructured

data ' ' N

Something

+ 29%

Foobar
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Data Scientist
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What Can We Gain From Data Science?

1T Tools
2 Methodology
3 Visualization

4 Aggregation

date timestamp_desc message url executable domain
09_324911 g;?)?).gg Sonie Modlficatlon Entry identifier: 27 Container identifier: 1 C... http://grendale.xyz/vpn.exe NaN grendale.xyz
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. 2(_)1 5’08’_29 Creation Time Entry identifier: 27 Container identifier: 1 C...  httni//grendale xyz/vpn.exe NaN grendale.xyz
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IPython Notebooks - Jupyter/Colab

3 Uses standard Python

Interactive “notebooks”, mix of text/code

Standalone: jupyter, or collaborative: colab

Search Queries per day
120 :
[43] greendale_slice[greendp domain == 'grendale.xyz'][['datetime', 'timestamp_desc', 'url', ‘'human_readable']]
100 -
e date timestamp_desc url human_readable

7  2015-08-22 14:42:g3+00:00 Lorjtent Modification Time

tent Modification Time

8 20150824 09:%4:1 9
271 2015-08-291 2:51 :806 Creation Time
272 2015-08-29 12:21:6
273 2015-08-29 12:21:06
280 2015-08-291 3:08:?31
281 2015-08-29 13:08:13

Y8 S8 8888855
283 2015-08-2915:32:17+80:80 & 3 & Bad ABcdds Fing

http://grendale xyz/webmail/ [Iphishy_domains] Domain grendale xyz is similar to greendale xyz [scare: 1.00], [domain] grenda...

http://grendale.xyz/vpn.exe [[phishy_domains] Domain grendale.xyz is similar to greendale.xyz [score: 1.00], [domain] grenda...
ghdale.xyz/webmail/ [[phishy_domains] Domain grendale.xyz is similar to greendale.xyz [score: 1.00], [domain] grenda...
arpridale xyz/webmail/ [[phishy_domains] Domain grendale xyz is similar to greendale xyz [score: 1.00), [domain] grenda...

Hale.xyz/webmail/ [[phishy_domains] Domain grendale.xyz is similar to greendale.xyz [score: 1.00], [domain] grenda...

drendale.xyz is similar to greendale.xyz [score: 1.00}, [domain] grenda...
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Live Demo

You will now experience a live demo that will most likely fail, as all live demos

are doomed to do.

Notebook available at: https:/bit.ly/32iK4xR

https://github.com/google/timesketch/blob/master/notebooks/OSDFCon%20Demo.ipynb

Google


https://bit.ly/32iK4xR
https://github.com/google/timesketch/blob/master/notebooks/OSDFCon%20Demo.ipynb

Summary

1 Don't need to become statistician
2 Know how to extract features and count
3 Great way to “get to know your data”

4 Sometimes learning from other fields can benefit you
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1 Search

2 Collaboration

timesketch

Digital Forensic Timeline Analysis



€) timesketch Logout

& Overview  Q Explore

Q Search
Views v [Search

© 2014-01-02— 2014-05-02

tag:rare_domain

8 Stories

e —

4 events (0.001s)

2014-01-02713:30:02+00:00

2014-01-02713:30:02+00:00

81
days

2014-03-24T17:41:57+00:00

2014-03-24T17:41:57+00:00

| 9

+ Add time range

Enable all

rare_domain

rare_domain

rare_domain

rare_domain

Disable all

URL: http://adventori.com/cartouche/appnexus?uid=1106782659016455919 Acc...

URL: http://adventori.com/cartouche/appnexus?uid=1106782659016455919 Acc...

URL: http://s3-ak.buzzfeed.com/static/2014-03/user_images/webdr04/24/13/micr...

URL: http://s3-ak.buzzfeed.com/static/2014-03/user_images/webdr04/24/13/micr...

B Save

greendale

greendale

greendale

greendale
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"‘ll Need to do it more than
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fimesketeh 3 Assisted analysis

Digital Forensic Timeline Analysis
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timesketch  °

Digital Forensic Timeline Analysis

4 Encoded knowledge



"\ timesketch analyzers

Analysis
workers

Import
workers

- Plugins

} |

API

@ python

Elasticsearch |«

Plugin system for

running analysis on a i

stream of events. m—— .

Investigation of an important thing
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For Researchers

Accounts Logged In - Student-PC1.internal.greendale.edu

avonousLoson] — - ® 00000000000 | o
@ ANONYMOUS LOGON
LOCAL SEQVCES 5 - & » & © LOCAL SERVICE
i NETWORK SERVICE - - - - - B . © NETWORK SERVICE
© STUDENT-PC1$
,  STUDENTAGIS] - o = o © o o o o o o © o o o o o o o o o o o o | @srerEy
E SYSTEMH + ® ® =« ©® - - - & o a—— O behang
§ © opery
behang © gold_administrator
bperry & 2 § @ i count
gola_administrator -{ L] . ® 50
T T T T T T T T T T T T T T T T T T T T T T T x T & 1
8 3 8 8 g § 55 883
$82382882888 8281 1) 14: N 1 entries= (]
8§ 8 R 8 8 8 R I R’ 'R 2 for domain in network_data.domain.unique():
3 similar_domains = _get_similar_dog — = . - :
—— a if not s::.milar_domains: In [15]: MW | similar_domains.sort_values('score', ascending=False)
LOGAL SERVIGE '; continue Out[15]:
i NETWORK SERVICE - D X , "y : i domain score watched domain
| STUDENT-PG1$+ 7 print('Domain: {@:s} does have sif
§ SYSTEM- 8 for similarities in similar_domait n grendale.xyz 1.000000 greendale.xyz
behang - 9 s_domain, s_score = similarit] : :
.,p.,,y.‘ 10 print(’ [{0:5}] - {1:0.2f}] 13 tsel.mm.bing.net 1.000000 bing.com
oK adminsiuorg | I | | 11 entry = {'domain': domain, 'wi 0 s.yimg.com 0.789062 ytimg.com
e 2 ® ] 2 W 12 entries.append(entry) : ;
13 print('---') 2 lLyimg.com 0.789062 ytimg.com
14 similar_domains = pd.DataFrame(entries 14 12.yimg.com 0.789062 ytimg.com
Domain: s.yimg.com does have similar domai 15 ILyimg.com 0.789062 ytimg.com
[ytimg.com] - 78.91% 3 stalic-entertainment-neu.s-msn.com 0.765625 msn.com
[i.ytimg.com] - 75.78% o
e 4 static-finance-neu.s-msn.com 0.765625 msn.com
Domain: 1.yimg.com does have similar domai 5 static-sports-neu.s-msn.com  0.765625 msn.com
[ytimg.com] - 78.91% ,
" 6 static-hp-neu.s-msn.com 0.765625 msn.com
T4 static-hp-eus.s-msn.com 0.765625 msn.com
8 static-news-neu.s-msn.com 0.765625 msn.com
9 img.sth.s-msn.com  0.765625 msn.com
10 img.s-msn.com 0.765625 msn.com
1 s.yimg.com 0.757812 i.ytimg.com

12 tsel.mm.bing.net 0.750000 www.bing.com




For Researchers

API client
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For Developers

viAantA

F\ lf\ll\*ﬁ
Events

@ python’

‘Accounts Logged In- Student-PC Internal greendsle.edu
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In [15]: M 1 similar_domains.sort values('score', ascending=False)
out[15]

domain  score watched domain

un grendalexyz 1000000 greendale.xyz.
5 tseLmm.bing.net 1.000000 bing.com
o syimg.com 0789062 yiimg.com
2 Lyimg.com 0789062 yiimg.com
1 12.yimg.com 0.789062 yiimg.com
15 ILyimg.com 0789062 yiimg.com
3 stalic-entertainmentneu.s-msn.com 0765625 msn.com
4 static-finance-nev.s-msn.com 0765625 msn.com
s state-sports-neu s-msn.com 0765625 msn.com
6 static-hp-new s-msn.com 0.765625 msn.com
7 Static-hp-ous.s-msn.com 0765625 msn.com
8 Static-news-neu.s-msn.com 0.765625 msn.com
9 Img stb.s-msn.com 0765625 msn.com
Y] img.s-msn.com 0765625 msn.com
3 syimgcom 0757812 iytimg.com
12 tseLmmbingnet 0750000  www.bing.com
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$ 12t_scaffolder.py
== Starting the scaffolder ==
Gathering required information.

Path to the project root: <PATH TO TIMESKETCH SOURCE>
Path [.] set as the project path.

Name of the module to be generated. This can be something like "foobar sqlite" or
"event analytics".

This will be used for class name generation and file name prefixes.
Module Name: demo_analyzer

About to create a new feature branch to store newly generated code.
Creating feature branch: demo_analyzer inside .

Switching to feature branch demo_analyzer

Ready to generate files? [Y/n]:



$ 12t_scaffolder.py
== Starting the scaffolder ==
Gathering required information.

Path to the project root: <PATH TO TIMESKETCH SOURCE>
Path [.] set as the project path.

Name of the module to be generated. This can be something like "foobar sqglite" or
"event analytics”.

This will be used for class name generation and file name prefixes.
Module Name: demo_analyzer

About to create a new feature branch to store newly generated code.
Creating feature branch: demo_analyzer inside .

Switching to feature branch demo_analyzer

Ready to generate files? [Y/n]: Y

File: ./timesketch/lib/analyzers/demo_analyzer.py written to disk.
File: ./timesketch/lib/analyzers/demo_analyzer_test.py written to disk.
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def run(self):
"""Entry point for the analyzer.

Returns:

String with summary of the analyzer result
# TODO: Add Elasticsearch query to get the events you need.
query = "'

# Generator of events based on your query.
events = self.event_stream(query_string=query)

# TODO: Add analyzer logic.
# event.add_star()
# event.add_comment('comment")
for event in events:
pass

# TODO: Return a summary from the analyzer.
return 'String to be returned’
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For Analysts

€) timesketch

Logout

& Overview  Q Explore B Stories More v

Demo of analyzers

TIMELINES VIEWS STORIES EVENTS

2 3 2 46.8K

Timelines & Manage Views & Manage Stories
working-with-domain [phishy_domains] Phishy Domains test
Added 2019-10-15 1134 Created 2019-09-30 10:22 Last activity 2019-10-07 12:12
greendale Rare domains Another story
Added 2019-10-15 11:34 Created 2019-10-11 16:42 Last activity 2019-10-14 16:23
Domains

Created 2019-10-11 14:54
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For Analysts

4 events (0.004s)
2015-08-22T14:42:21+00:00

2015-08-22T14:42:21+00:00

1
days

2015-08-24T09:34:19+00:00

2015-08-24T09:34:19+00:00
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phishy-domain

phishy-domain

phishy-domain

phishy-domain

v

URL: http://grendale.xyz/webmail/ Access count: 1 Sync count: 0 Filenam...

URL: http://grendale.xyz/webmail/ Access count: 1 Sync count: O Filenam...

URL: http://grendale.xyz/vpn.exe Access count: 4 Sync count: 0 Filename...

URL: http://grendale.xyz/vpn.exe Access count: 4 Sync count: 0 Filename...

greendale

greendale

greendale

greendale
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Summary

it

Be that unicorn...
”

Kristinn Gudjénsson

True believer of forensic unicorns
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(if we don't have time to answer, tackle us in the hallway)



