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Autopsy Support for CASE
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Use Cases

* Interoperability between digital investigation systems and tools.

« Maintain provenance at all phases of digital investigation lifecycle.
« Enhance tool testing and validation of results.

 Control access.
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CASE/UCO

« UCO = Unified Cyber Ontology:

 Declares the core concepts within the cyber domain.
« UCO 0.3 released on 7/13/2019

« CASE = Cyber-investigation Analysis Standard Expression:

 Derivative ontology that inherits UCO

« Addresses digital investigation concepts in digital forensics, incident response,
terrorism, and criminal justice investigations.

Examples: the process of a network breach, unique investigative process/mindset
 Trying to achieve flexibility through multi-typing and custom property bundles.




https://caseontology.org

Getting Started Releases ¥ Ontology ¥+ Community ¥ Resources v Contribute

An international standard for sharing
cyber-investigation traces

Join The Community
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Getting Started Jump Right In Contribute
New to CASE or ontologies? Start Get into the 1s and Os right now. We are always looking for more
here. contributors and adopters.
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CASE Community Leadership
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Class Representation is Key to Success

CASE
. 4. *  Secretary (appointed)
Goverr.\ance PreSIdmg *  Treasurer — Assigned to Director
Committee Director *  Non-voting Directors (appointed)
. UCO Community Representative
For-Profit Organization Academia Organization Government Non-Profit Organization
Representative Director Representative Organization Representative Director
Director Representative
Director
Appoints Advisory Appoints Advisory Appoints Advisory Appoints Advisory
Committee Committee Committee Committee
* Tool Vendor * Academic Org e National Govt * Separate Non-Profit
* Practitioner * Independent R&D * Sub-national Govt
* Govt Contractor e International

e Law Enforcement




Organizational Representation
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Current Membership

COUNTRIES APPROVED MEMBERS ONTOLOGY COMMITTEE
7 Non-Profit
8 For-Profit
6 Academia
5 Gov/LE
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CASE Community Membership

* Visit the CASE Community website to apply for membership

» Active Members assigned to committee
* Ontology
« Adoption (coming soon)

* Observer Member
« Receive updates from the community

« Membership for organization leaders and administrative staff that need visibility
on CASE

 Organization Member
 For organizations that want to join the CASE Community (coming soon)
« Membership fee structure is in the works
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How To Generate a CASE Report

M xp - Autopsy 4.12.0
Case View Tools Window Help

- o> .
= Add Data Source a Images/Videos {4y Communications == Timeline ® Close Casq |jj; Generate Report o & ~ Keyword Lists Qg Keyword Search

O Listing O

Data Sources

_ 1 Results|
@@ Data Sources Toble: T
- ® Views

»ﬂ &”. File Types Save Table as CSV

\}J -y Deleted Files Name Type Size (Bytes)

i+ MB File Size = RAres
g = xp-sp3-v4.001 Image 5368430592

=B Extracted Content

f_] Accounts (1)

- EXIF Metadata (1)

=" Extension Mismatch Detected (2)

- 4 Web Bookmarks (4) < .
# Web Cache (227)

-@ Web Cookies (65)

#

E

{

Web Form Autofill (1)

Web History (79)

= “N\ Keyword Hits

-\ Single Literal Keyword Search (0)
- X Single Regular Expression Search (0)

- % Hashset Hits

- (% E-Mail Messages

Interesting Items
@l Accounts

EEI' Tags

- I Reports
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How To Generate a CASE Report

Case View Tools Window Help
: o - o= : E 2 ~ Mﬂ ‘
1 Add Data Source ﬁ Images/Videos fi4y Communications == Timeline ) Close Case |jj; Generate Report ¥ & ~ Keyword Lists Qy Keyword Search
v
M Generate Report X
1 Results

t- @@ Data Sources

)

Select and Configure Report Modules

- ® Views
G- File Types Save Table as CSV
G- y  Deleted Files Report Modules: ize (Bytes)
i~ MB File Size () HTML Report CASE-UCO format report with basic property fields for every file.
- Results (O Excel Report
=8 Extracted Content OFi
7 Files - Text
& Accounts (1)
- EXIF Metadata (12) (O) Add Tagged Hashes
|z} Encryption Suspected | () Export MEDEX and CELLEX Files "
- 1= Extension Mismatch D )
(O TSK Body File
- Installed Programs (2]
--[@y Operating System Infi O Google Earth KML
# Operating System Usg () STIX
- & Recent Documents (2 (@) CASE-UCO
- USB Device Attached I
= ' Web Bookmarks (58) O Portable Case
- #  Web Cache (1091)
- @ Web Cookies (637)
Web Downloads (32)
# Web Form Autofill (2
Z WebHistory (2612) < Back Next > Finish Cancel Hel
< Back lext > Help
--ig@ Web Search (130)
= “\ Keyword Hits
-\ Single Literal Keyword Search (0)
[+ “~\  Single Regular Expression Search (0)
- % Hashset Hits v
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How To Generate a CASE Report

&. - O
Case View Tools Window Help
7 o L o d
Add Data Source ﬁ Images/Videos .’N Communications o= Timeline * Close Case i}, Generate Report ¥ MB & ~ Keyword Lists Qg Keyword Search
ST e — v O
M. Report Generation Progress... X 1 Results
#- @ Data Sources
B ® Views
G} @ File Types Save Table as CSV

@y Deleted Files CASE-UCO | C:\TEST\DELETE eports\xp CASE-UCO 10-04-2019-13-40-50\CASE UCO output.ison-d E
- MB File Size Complete >
30592
= Results ik

B Extracted Content

f_] Accounts (1)

- [ EXIF Metadata (12|

- ]:j Encryption Suspeci N
‘= Extension Mismatch

Installed Programs

Operating System
Operating System

Recent Documents
USB Device Attach
Web Bookmarks (5§
Web Cache (1091)
Web Cookies (637)
Web Downloads (3|
Web Form Autofill
. Web History (2612 Cancel
&) Web Search (130)
= N\ Keyword Hits

-\ Single Literal Keyword Search (0)

@\ Single Regular Expression Search (0)
- % Hashset Hits v
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Sample Autopsy CASE Output

[\ CASE_UCO_output,json-Id - Notepad2-mod = m] X [\ CASE_UCO_output.json-Id - Notepad2-med = [m] X
File ‘Edll View Settings ? | File Edit View Settings ?
AUtOpsy CASE Report J‘4ﬂ S K Skl Sk DEad LB ML E QDR R
: 3| 8706 3 { ~
. : " h" - s
Contalns: : 65;22" : "Eaie-xp_20191094_132436"‘ 8787 "Sid" . “file-449",
z "@type" : "Trace", 8708 "@type" : "Trace",
5 "propertyBundle" : [ { 8709 "propertyBundle” : [ {
° A t d d t 6 "@type" : "File", 8710 "@type" : "File",
u OpSy Case an a a 4 "filePath" : "C:/TEST/DELETE/xp/autopsy.db”, 8711 "createdTime" : "2012-01-20T22:19:52Z",
. 8 “isDirectory” : false 8712 "accessedTime" : "2012-83-10T19:44:47Z",
source |nf0 }] 8713 “modifiedTime" : "2012-01-20T22:19:52Z",
1] }’"éid" R 8714 "extension" : "lnk",
. . . s “@type" : "Trace" 8715 "fileName" : "Windows Messenger.lnk",
Y Man Ifest of a” fIIeS In the 1 pr;:;;:ysundijle [ i ;:Ii ::i;i:::;r;“"{D:::::nts and Settings/All Users/Start Menu/Programs/Windows Messenger.lnk",
Case 15 "filePath" : "C:/TEST/Inputs/xp-sp3-v4/xp-sp3-v4.001" 8718 "sizeInBytes" : "609"
. 1 b o 8719 oA
17 "@type" : "ContentData", [ 8720 "@type" : "ContentData",
18 “sizeInBytes" : "5368430592" s "mimeT wo.om : : ” “
* Includes extracted . 3 L
: : 2 }{ ol N
arChlve fIIeS' una”ocated 21 "@id" : "relationship-case-xp_20191004_132436", Bt "@type : :’aShn’ N
35 "@type" "Relationship”, 8724 hashMethod" : "MDS",
Space, etc. “source” : "data-source-1", 8725 "hashValue” : "f2a5a0f56d833b19922fc@5f92429209"
24 “target" : “"case-xp_20191004_132436", 8726 s
° InCIUdeS fIIeS from a” 25 "kindOfRelationship" : "contained-within", 8727 "sizeInBytes" : "609" |
A 26 "isDirectional” : true, 8728 } ]
27 "propertyBundle" : [ { 229
data sources contained | eewmanaig (R .
IN the case (Can be z ; ']'path" : "C:/TEST/Inputs/xp-sp3-v4/xp-sp3-v4.0o1" e “gtype" : "Relationship", |
Z 732 " " 1 "file-449",
multiple data sources). A oo dlewsr
32 "@id" : "file-7", ' 8733 target" : "data-source-1",
. "@type" : "Trace", 8734 "kindOfRelationship” : "contained-within", |
S C tI I f I t 34 "propertyBundlf" 3 i § 8735 "isDirectional"” : true,
urren y on I es e 35 :@type" :."F,l_le“:, . i 8736 "propertyBundle” : [ {
- 36 "createdT:urle ": '2.912-61-20T17:99:932 : 8737 "@type" : "PathRelation"”, |
SaVEd In the CASE report o ;Sccessedlime’ ;. "2012:01:20117:09:032" 8738 “path" : "/Documents and Settings/All Users/Start Menu/Programs/Windows Messenger.lnk"
- 38 modifiedTime" : “2012-01-20T17:09:03Z", R } 1
. . 39 “extension" : "", s
Artifacts are not getting e s o ni
21 "filePath" : "/$AttrDef", 8741 "@id" : “"file-450",
a2 "isDirectory" : false, 8742 "@type" : "Trace", {
Save R a3 "sizeInBytes" : "2560" v 8743 "propertyBundle" : [ {
< > 8744 "@type" : "File",
Ln1/928,150 Col1 Sel0 Sel28.8 MB UTF-8 LF INS Default Text 8745 "createdTime" : "2012-01-20T22:19:52Z",
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Questions?

Basis (Brian Carrier):
brianc@basistech.com

MITRE (Vik Harichandran):
vharichandran@mitre.org

CASE Community Website:
nttps://caseontology.org
Github Organization:
ttps://github.com/casework



mailto:brianc@basistech.com
mailto:vharichandran@mitre.org
https://caseontology.org/
https://github.com/casework/CASE/wiki

MITRE

MITRE is a not-for-profit organization whose sole focus is to operate
federally funded research and development centers, or FFRDCs.
Independent and objective, we take on some of our nation's—and
the world’s—most critical challenges and provide innovative,
practical solutions.

Learn and share more about MITRE, FFRDCs,
and our unique value at www.mitre.org
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