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CMD Line

[Alexiss—-MacBook-Pro:ALEAPP abrignoni$ python3 aleapp.py -h
usage: aleapp.py [-h] -t {fs,tar,zip} —-o OUTPUT_PATH -i INPUT_PATH

ALEAPP: Android Logs, Events, and Protobuf Parser.

optional arguments:
-h, —-help show this help message and exit
-t {fs,tar,zip} Input type (fs = extracted to file system folder)
-0 OUTPUT_PATH, —-output_path OUTPUT_PATH
Output folder path
-1 INPUT_PATH, ——input_path INPUT_PATH
Path to input file/folder







CMD Line

Procesing started. Please wait. This may take a few minutes...

ALEAPP v1.2: Android Logs, Events, and Protobuf Parser

Objective: Triage Android Full System Extractions.

By: Alexis Brignoni | @AlexisBrignoni | abrignoni.com

By: Yogesh Khatri | @SwiftForensics | swiftforensics.com

Artifact categories to parse: 46

File/Directory selected: /Volumes/Black_Samsung_T5/_Android_Testing_Images/Android 10 Zip
Non-Cellebrite Extraction/Pixel 3.zip

Wellbeing artifact executing
Wellbeing artifact completed

Wellbeing artifact executing
Wellbeing artifact completed

Wellbeing artifact executing
Wellbeing artifact completed






CMD Line

Processes completed.
Processing time = 00:01:21

Report generation started.

Report generation Completed.

Report location: /Volumes/Black_Samsung_T5/0utput/ALEAPP_Reports_2020-07-10_Friday_095938
Alexiss-MacBook-Pro:ALEAPP abrignoni$ ||







e m

V]
V]
/]

aaa

ALEAPP version 1.2
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Requirements

- Python 3 ﬂ

- Pip install -r requirements.txt P -
- beautifulsoup4--4.8.2 : -
- protobuf==3.10.0

» PySimpleGUI==4.16.0
» PyCryptodome

gnoni Collection of SQL query templates for digital farensics use by piatform
and application
' i
« packaging==20.1
A\ 84 followers - 3 following

- pathlib2--2.3.5 ““
- PySimpleGUI==4.16.0 « {gagtasazonue:
- biplist

More...

https://github.com/abrignoni
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A u to p sy 4 1 7 AUTOPSY DOWNLDAD  ADD-ON MODULES  SUPPORT  COMMUNITY
5 DIGITAL FORENSICS

\Windows executable included i0S Forensics With iLEAPP

-f There is a new “iOS Analyzer (ILEAPP)" ingest module that wraps the ILEAPP program from Alexis Brignoni,
A rtl aCt S U p pO rt Yogesh Khatri, and others. This effort is a work in progress and this release parses a limited number of the

wide variety of results that iLEAPP can produce. The next release will add the rest of the artifacts, support

CO nﬁ g u rati O n ﬁ I_e for disk images, and aLEAPP for Androids!
Future release: ALEAPP & more Inputs

a rtl fa Cts For this release, the input to iLEAPP needs to be a tar file. If you add the tar file as a logical file to Autopsy
and it is in the root folder, then the iOS Analyzer module will detect it and run iLEAPP on it.

For example:
* Your data source is at c:\images\case123\phone1.tar

* You add the c:\images\case123\phone1.tar file as a logical file into Autopsy.

Artifacts

This release focuses on artifacts that Autopsy already had support for. Such as web browsers, Wifi, installed
programs, programs run, etc.

Autopsy gets them by running iLEAPP to produce TSV files. Autopsy has a configuration file that maps the
files and columns to an Autopsy artifact. As iLEAPP adds new modules, all someone needs to do is update
this XML file. No code is required!

Next Release

In addition to mapping more artifacts, the next release will also allow you to analyze disk images or logical
images that are not in a TAR file. iLEAPP added a feature to output the list of files it needs. We've used that
list to query Autopsy's file manager for them, export them to disk, and then run ILEAPP on them.
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M. Add Data Source

Steps

Configure Ingest Modules

1. Select Type of Data Source To
Add

Select Data Source
Configure Ingest Modules
Add Data Source

SN

Run ingest modules on:

All Files, Directories, and Unallocated Space

KK KKKKKKRIKKIK]

Keyword Search

Email Parser

Encryption Detection
Interesting Files Identifier
Central Repository
PhotoRec Carver

Virtual Machine Extractor
Data Source Integrity
Drone Analyzer

Plaso

IDS Analyzer (LEAPP)

Android Analyzer
GPX Parser

| Selectal | DeselectAl |

History

The selected module has no per-run settings.

Uses iLEAPP to analyze logical acquisitions of iOS devices.

Global Settings

< Back

Finish

56.
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@ Extracted Content
[ BlueTooth Pairings (61)

Bluetooth Adapter (94)
Calendar Entries (119)

Device Info (10)

GPS Last Known Location (917)
Installed Programs (470)
Operating System Information (9)
Recent Documents (16)

Run Programs (6952)

Web History (69)

Web Search (6)

Wireless Networks (2156)
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)

> iLEAPP Test > iLEAPP Test > ModuleQutput » ileapp » 2020-11-09 08-36-52 PST » iLEAPP_Reports_2020-11-09_Monday_083659

D Mame

» % % B

~

_elements
_Timeline
.~ _TSV Exports
Call logs
Installed Apps
KnowledgeC
Mobile Installation Logs
Script Logs
temp
€ Account Configuration
@ Account Data
e Aggregate Bulletins
e Aggregate Notifications
e Airdrop Connections Info
© App Activity
€ App Conduit
e App In Focus
e App Info
@ App Playing Video
€ App Relevant Shorteuts
e App Snapshots
© App Usage
© Apple Maps App
& Application Activity Calendar
@ Application Activity Safari
e Application State DB
e Apps - Historical
[ Apps - Installed
€ Apps - Uninstalled
e Apps per screen
e Audio Routing
e Backup Info
€ sattery Level
e Bluetooth Connections
e Build Information
[ g Play Connections

Date modified

11/9/2020 8:48 AM
11/9/2020 8:47 AM
11/9/2020 8:48 AM
11/9/2020 8:39 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:36 AM
11/9/2020 8:37 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/8/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/8/2020 8:48 AM
11/8/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:43 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020 8:48 AM
11/9/2020.8:48 AM
11/9/2020 8:48 AM

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM..
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM..
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM..
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...
Microsoft Edge HTM...

Size

30KB
31KB
86 KB
100 KB
70 KB
110 KB
38 KB
1,296 KB
52 KB
43 KB
29 KB
231KB
216 KB
28 KB
30KB
43 KB
46 KB
61 KB
36 kB
28 KB
32 K8
40 KB
30 KB
551 KB
43 KB
28 K8
30 KB
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Automation - Find

tosearch = {
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Parsing
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P .
os
sqlite3 .
scripts.artifact_report rt ArtifactHtmlReport L] I te

scripts.ilapfuncs img logfunc, tsv, is_platform_windows
def ge 1 (files_found, report_folder, seeker):
file_found files_found:

file_found = str(file_found)
file_found.endswith('

db = sqlite3.connect(file_found)
cursor = db.cursor()
cursor.execute( "’
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os

sqlite3
scripts.artifact_report rt ArtifactHtmlReport
scripts.ilap®—-- : :

(file_found,

r file_foun
file_foun
fi

db = sqli
cursor =
cursor.ex

ef=

ool wa. e

Parsing

Y

values, types = blackboxprotobuf.decode_message(pb, types)

items = values.get('1l',

- SQLite
- Protobuf

66.



Parsing

t sqlite3 .
scripts.artifact_report rt ArtifactHtmlReport [ ] S Q | I te
scripts.ilap=—-- sttt e st ehalte st adane
- Protobuf
r file_foun g B . e Q o : X :
file_foun
B - Binary Files

db = sqli
cursor =
cursor.ex
S s(files_found, report_folder, seeker)

data_list =[]
file_found in files_found:
X=X +1]
sx = str(x)
journalName = os.path.basename(file_found)
outputpath = os.path.join(report_folder, sx+'_'+journalName+'.txt"')

level2, levell = (os.path.split(outputpath))
level2 = (os.path.split(level2)[1])
final level2+'/'+levell

1(outputpath, 'w') g:

5 strings(file_found):

g.write(s)

g.write('\n")

. ity
values, types = blackbo
items = values.get('1l

data_list.append((out, file_found))
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glob
0s

pathlib
sqlite3

cripts.artifact_report ctHtmlReport

scripts.ilapfuncs g c v, kmlgen, timeline, latform_w

(files_found, report_folder, seeker):
file_found _found:
file_found = (file_found)

file_found.endswith(

(file_found)
r = db.cursor(

ursor.execute(

= cursor.fetchal
usageentries = (all_rows)

row[7], row([8

description =
report Artif
» description)

de
report.write_artifact_dat
report d_artifact_report

tsvname = f
t r f




glob
0s
pathlib

Imports
cripts.artifact_report ctHtmlReport p

scripts.ilapfuncs g c v, kmlgen, timeline, latform_w

(files_found, report_folder, seeker):
file_found _found:
file_found = (file_found)
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glob
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de
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glob
0s

pathlib
sqlite3

cripts.artifact_report ‘actHtmlReport
scripts.ilapfuncs g c v, kmlgen, timeline, latform_w

A (files_found, report_folder, seeker):
file_found _found: ea r‘

file_found = (file_found)

s Results

(file_found)
db.cursor(
ursor.execute(

WS
usageentries

rows:
pend( ( row 1 row[B], rowl

cription =
report Artif
report 5
report
data_heade ( t i
report.write_artifact_dat ist, file_found)
report rtifact_report

description)

tsvname =
tsv(r f a aders t tsvname)

, data_h

ist, data_headers)
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glob
0s

pathlib
sqlite3

cripts.artifact_report ‘actHtmlReport

scripts.ilapfuncs g c v, kmlgen, timeline, latform_w

(files_found, report_folder, seeker
file_found _found:
file_found = (file_found)

file_found.ends

(file_found)
db.cursor(
ursor.execute(

Your magic

WS
usageentries

rows:
pend( ( row 1 row[B], rowl

cription =
report Artif
report 5
report
data_heade ( t i
report.write_artifact_dat ist, file_found)
report rtifact_report

description)

tsvname =
tsv(r f a aders t tsvname)

, data_h

ist, data_headers)
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glob
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glob
0s

pathlib
sqlite3

cripts.artifact_report ctHtmlReport
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(files_found, report_folder, seeker):
file_found _found:
file_found = (file_found)

file_found.endswith(

(file_found)
r = db.cursor(

ursor.execute(

= cursor.fetchal
usageentries = (all_rows)

row[7], row([8
description =
report Artif
» description)
de
report.write_artifact_dat
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glob
0s

pathlib
sqlite3

cripts.artifact_report ctHtmlReport

scripts.ilapfuncs g c v, kmlgen, timeline, latform_w

(files_found, report_folder, seeker):
file_found _found:
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row[7], row([8

description =
report Artif
» description)

de
report.write_artifact_dat
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data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > 0: R l.t
row all_rows: eS u S
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@0], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder ile App DB In G ocation', description)
report.add_script()

data_headers = ('T

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()
tsvname = 'Tile App I )
tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_ folder. tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti )B 1
kmlgen(report_folder, kmlactivity, data_list, data_headers)

logfunc('No T . 1)

db.close()
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data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = "' :
report = ArtifactHtmlReport('T ) T Infc Report tltl.e

report.start_artifact_report(report_ folder '"Tile App DB In G 0¢ on', description)
report.add_script()
data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '
report = ArtifactHtmlReport(

report.start_artifact_report(report_ folder '"Tile App DB In G 0¢ on', description) ( ‘t
report.add_script() a egory

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data?headersl= ('Timestamp','T e e e Headers

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tin

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile

tsv(report_folder, data_headers, data_list, tsvname)

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()




data_list = []
usageentries > @:
row all_rows:
data_list.append((row[@], row[1], row[2], row[3], row[4], row[5], row[6], row[7], row[8], row[9], row[1@], row[11]))

description = '

report = ArtifactHtmlReport( )

report.start_artifact_report(report_ folder '"Tile App DB In G 0« on', description)
report.add_script()

data_headers = ('Tim

Connection' )
report.write_artifact_data_table(data_headers, data_list, file_found)
report.end_artifact_report()

tsvname = 'Tile A ) \ : %
tsv(report_folder, data_headers, data_list, tsvname) TSV

tlactivity = 'T
timeline(report_folder, tlact1v1ty, data Llst data_headers)

kmlactivity = 'Ti 0
kmlgen(report_folder, kmlacthlty, ata_list, data_headers)

logfunc('No

db.close()






