
Go for Launch: Getting Started 
with Practical APOLLO Analysis

Sarah Edwards | github.com/mac4n6/APOLLO

@iamevltwin | mac4n6.com | sarah@blackbagtech.com | FOR518.com



Applications Ba,ery Level and 
Charging Habits

Network 
Consumption and 

Usage
CarPlay Ac@vity

Audio 
Output/Input Location Habits Device Lock Status 

& Methods

Various 
Configura@on 

Items

Heart Rate Steps & Distance Camera/Flashlight 
Usage User Ac@vi@es



Apple Pattern of Life Lazy Output’er
(APOLLO)
• Quick Correlation
• Not perfect nor pretty - but it works! (usually)

• Low Bar to Entry – Easy contribution for busy forensic investigators
• Almost anyone can develop a SQL Query

• Easy to update and configure SQL queries
• Across Devices & Across OS Versions

• SQL Script Sharing
• Each query is a separate APOLLO Module

• Python & SQL scripts here: github.com/mac4n6/APOLLO



How Does it Work?
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APOLLO
Module
• Module Metadata
• Notes & Authorship

• Database Metadata
• Database Filename
• Versioning

• Query Metadata
• Key Timestamp

• SQL Query
• SomeLmes many!



New in Version 1.4
• Specific AcLon Commands
• Gather

• Gather on Jailbroken iOS Device 
(remote or tethered via iproxy), or 
macOS (possibly on other 
pla=orms?)

• Extract

• Improved Overall Processing

• Output
• JSON in SQLite
• Improved CSV

• More Modules, now ~246
• Module Updates for iOS 14

and macOS 11



Gather on macOS 11



Gather on iOS 14.2 (checkra1n’ed)



Gather on iOS 14.2 (checkra1n’ed)

RecommendaLon:
Use SSH Keys 



Gather on iOS 14.2 (checkra1n’ed)

What about remote macOS collection?



Gather on iOS 14.2 (checkra1n’ed)

What about remote macOS collecLon?

Edit the hard-coded ‘root’ to 
appropriate username.



Gather on AppleTV (iOS 13.4, checkra1n’ed)

No SSH Keys 
😭



Extract the data!



Extract the data!

Other Outputs:
CSV & SQLite 

(‘|’ delimited data output)



Extract the data!

• macOS11 = 10.16
• “yolo” option



Extract the data!



Where to start?



Where to start? November 16, 2020
Filter or Query? Choose Your own Adventure!



Where to start? November 16, 2020
Can I change from UTC to localtime? Yes!



Where to start? November 16, 2020
Remove the Noise

• DB Browser for SQLite
• Powerful filtering w/o need for SQL 

Query creation.
• Could also not process modules.

• Remove them the /modules directory
• Add custom SQL Queries as modules.

• (Hey, why not add that into the APOLLO 
project too? Help a fellow investigator!)



Where to start? November 16, 2020
Remove the Noise
• Original Events: 2,750,612 
• Filter by Day -> 145,706 
• Filter out Noise -> 36,076



Where to start? November 16, 2020
Key in on a specific event…
• “Sarah was observed ge`ng into her vehicle.”



Where to start? November 16, 2020
Key in on a specific event…
• “Sarah was observed ge`ng into her vehicle.”

***No CarPlay Disconnect on 
second connecLon.*** 🤷



Where to start? November 16, 2020
Key in on a specific event…
• “Sarah was observed getting into her vehicle.”
• What if I didn’t have CarPlay?



Where did I go? Check for Routined Locations



Where did I go? Check for Routined 
Locations
• Correlate timestamp with CarPlay Disconnect event or Motion State 

History



Where did I go?



Where did I go? KMZ Files





What was I doing in the park?



What apps did I use? 



What apps did I use? 



Connected Audio Bluetooth Devices?



What did I listen to?

Shout out to @phillmoore
at thisweekin4n6.com!



What did I listen to?



Who was I Zoom’ing with?



Who was I Zoom’ing with?
• Deep down into multiple levels of binary plist inception…
• Verify with Zoom or Twitter app data



Lee sliding into my Zoom session…



…I really was there for a reason!



What about activity other devices?
• Screen Time, Web Visits/Usage, Notifications, App Usage



Bonus Round!
*Checks Time* 



Stopped to Take a Selfie



Reviewed and deleted those selfies…



Potential 3rd Party App Calls in Call History



Time to head home…



Dictating text messages to Lee (not via Siri)



Was I speeding or using non-hands free
apps?



Nope, Just Asking Siri for Directions



Thanks! Give it a try!

• Updates Available soon on github.com/mac4n6/APOLLO
• New mac4n6.com Blog Series  - “The APOLLO Diaries”

• Small vigneFes of device usage using APOLLO

• Contact Me: @iamevltwin, sarah@blackbagtech.com
• Got BlackBag BlackLight? APOLLO modules are built in!
• Thank you to my test subjects:

• Phill Moore
• Brian Moran
• Lee WhiJield

• FOR518.com – SANS Mac & iOS Forensic Analysis and Incident Response


